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ABSTRACT

Blockchain refers to a distributed ledger technology that helps people to regulate and manage their infor-
mation without any intermediaries. This technology emerges as a promising panacea for authentication
and authorization with potential for use in every possible domain including financial, manufacturing,
educational institutions, etc. Blockchain has its birth through the concept of Bitcoin, a digital crypto-
currency by Satoshi Nakamoto, called as Blockchain 1.0. Blockchain 2.0 came into existence in 2014
with Ethereum and smart contracts. The challenges such as scalability, interoperability, sustainability,
and governance led to the next generation of Blockchain also called as IOTA, a blockchainless crypto-
currency for the internet of things runs on the top of their own ledger called Tangle, which is immune
towards quantum computers. This disruptive technology evolved to provide cross chain support and more
security through Blockchain 4.0. Finally, the chapter concludes by discussing the various applications
of this technology and its advantages and security issues.

EMERGENCE OF BLOCKCHAIN

Blockchain, the underlying technology behind cryptocurrencies has its origin that stem from a problem
of verifying timestamp digitally in the late 1980s and early 1990s. In 1990, Haber & Stornetta pub-
lished a paper titled ‘How to Timestamp a digital Document’. In this paper, they proposed to create a
hash chain by linking the issued timestamps together so that the documents get prevented from being
either forward dated or back dated. Later in 1992, the concept of Merkle Trees was added to this de-
sign by Haber, Stornetta and Dave Bayer. Merkle trees helped to improve the efficiency of the system
by collecting several time-stamped documents into a cryptographically secured chain of blocks. Each

DOI: 10.4018/978-1-6684-7132-6.ch002

Copyright © 2023, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



Concept of Blockchain Technology and Its Emergence

record in this chain is connected to the one before it. This helps the newest record to know the history
of entire chain. Then, Wei Dai one of the noted researchers, introduced the concept of b-money which
is used to create money through solving computational puzzles and decentralized consensus. But this
proposal lacks implementation details. (Blockchain, an emerging technology for the future - Data Driven
Investor - Medium n.d.)(The Exponential Guide to Blockchain - Singularity University n.d.)(History of
blockchain | Technology | ICAEW n.d.)

(A brief history in the evolution of blockchain technology platforms - By n.d.)In 2005, a concept
called “Reusable Proof of Work” (RPoW) was introduced by Hal Finney, a cryptographic activist. This
concept combined the ideas of both b-money and computationally difficult Hashcash puzzle by Adam
Back for the creation of cryptocurrency. RPoW registers the ownership of tokens on a trusted server.
These servers allow the users to check the correctness and integrity of users which in turn helps to solve
double spending problem. (History of Blockchain | Binance Academy n.d.)

In 2008, a mysterious white paper titled “Bitcoin: A peer to peer Electronic Cash system”, by vi-
sionary Satoshi Nakamoto gives birth to the concept of Blockchain. In this paper, Nakamoto combined
cryptography, computer science and game theory to describe the digital cash “Bitcoin”. This helps the
participant to transact from one account to another account without the help of intermediaries such as
central authority or bank. (A Brief History of Blockchain: Blockchain Basics Book from ConsenSys
Academy n.d.) The following timeline table gives a brief explanation on the emergence of blockchain.

Table 1. Timeline for the Emergence of Blockchain

Year Emergence of Blockchain
1990 Stuart Haber & Stornetta introduced timestamping a digital document so that they could not be tampered.
1992 The concept of Merkle trees was proposed to collect several documents in one block.
2000 The theory and idea of cryptographic secured chains was proposed by Stefen Konst
2005 Hal Finney‘introduced “Reusabl.e Proof of Work” (RPoW) that helps users to solve double spending problem
in the creation of cryptocurrencies.
2008 Satoshi Nakamoto Proposed Bitcoin, a digital currency which makes use of Blockchain as the underlying

concept.

Concept of Blockchain

As the world needs more modernization and digitization, everyone is ready to accept and adapt new
technologies(Blockchain Technology Explained: Introduction, Meaning, and Applications - By n.d.).
Blockchain, a new disruptive technology was introduced with its very first modern application termed
Bitcoin. The term Blockchain is simply defined as the chain of blocks containing encrypted information
stored on a decentralized distributed network. This blossoming technology impacts various industries
miraculously and its application grows numerously.

Blockchain, a shared ledger in which all the data are recorded digitally has a common history and
is available to all the participants in the network. This eliminates any fraudulent activity or duplication
of transactions(Blockchain Technology for the Transportation Industry: Where the Future Starts n.d.).

22



14 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/concept-of-blockchain-technology-and-its-

emergence/310437

Related Content

Offline/Online Security in Mobile Ad Hoc Networks

Wen-Jung Hsinand Lein Harn (2013). Theory and Practice of Cryptography Solutions for Secure
Information Systems (pp. 199-222).
www.irma-international.org/chapter/offline-online-security-mobile-hoc/76517

A Rule-Based and Game-Theoretic Approach to Online Credit Card Fraud Detection

Vishal Vatsa, Shamik Suraland A. K. Majumdar (2007). International Journal of Information Security and
Privacy (pp. 26-46).

www.irma-international.org/article/rule-based-game-theoretic-approach/2465

Modelling Situation Awareness Information and System Requirements for the Mission using
Goal-Oriented Task Analysis Approach

Cyril Onwubiko (2012). Situational Awareness in Computer Network Defense: Principles, Methods and
Applications (pp. 245-262).
www.irma-international.org/chapter/modelling-situation-awareness-information-system/62385

A Multi-User Shared Mobile Payment Protocol in the Context of Smart Homes

Yonglei Liu, Kun Hao, Weilong Zhang, Lin Gaoand Li Wang (2022). International Journal of Information
Security and Privacy (pp. 1-14).
www.irma-international.org/article/a-multi-user-shared-mobile-payment-protocol-in-the-context-of-smart-homes/303668

Investigating User Perceptions of Mobile App Privacy: An Analysis of User-Submitted App
Reviews

Andrew R. Besmer, Jason Watsonand M. Shane Banks (2020). International Journal of Information
Security and Privacy (pp. 74-91).
www.irma-international.org/article/investigating-user-perceptions-of-mobile-app-privacy/262087



http://www.igi-global.com/chapter/concept-of-blockchain-technology-and-its-emergence/310437
http://www.igi-global.com/chapter/concept-of-blockchain-technology-and-its-emergence/310437
http://www.irma-international.org/chapter/offline-online-security-mobile-hoc/76517
http://www.irma-international.org/article/rule-based-game-theoretic-approach/2465
http://www.irma-international.org/chapter/modelling-situation-awareness-information-system/62385
http://www.irma-international.org/article/a-multi-user-shared-mobile-payment-protocol-in-the-context-of-smart-homes/303668
http://www.irma-international.org/article/investigating-user-perceptions-of-mobile-app-privacy/262087

