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ABSTRACT

In this digitized world, everything is changing from offline to online. Data plays a vital role in this digital
network. The theft or loss of USB devices, computers, or mobile devices by an unauthorized person who
gains access to your mobile or laptop devices, email account, or network is generally termed as a data
breach. Securing data from theft and breaches is a challenging issue. It is very hard to identify data
breaches in complex networks. Adding extra intelligence using machine learning (ML) approaches will
be efficient in identifying such attackers. In this chapter, various ML techniques to identify data breaches
such as malware attack, man in the middle (MIM), spear phishing attack, eavesdropping attack, password
attack, cross-site scripting attack will be depicted with suitable case studies.

INTRODUCTION

The Indian scenario of communication completely changed from the recent past (E. Guven et al., 2016).
Nowadays the importance of data is at its height. The users are trying very hard to secure the data in one
or another way. Cyber Security is the protection of information, modification of data, data breaches from
an unauthorized person (D. C. Le et al., 2019). A crime is conducted by criminals. A crime conducted
in which the computer is directly or directly instrumental. The statistical survey according to Reliance
on Al in response to cyber-attacks is depicted in Figure 1.
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‘Cyber’ is a network that is vulnerable to the outside world. Cybercrime can be defined as any finan-
cial dishonesty that takes place in a computer environment or any threats to the computer itself, such as
theft of the hardware or software for ransom.

Figure 1. Reliance on Al in response to cyber attacks
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CYBER CRIMES

In this subsection, various cyber-attacks were introduced, and their details are explained. There are two
kinds of attacks Techno-crime & Techno-vandalism. Techno-crime is an act against a system, with the
intent of copying, steal or modifying the data. This type of attack is possible when the system is connected
to the internet for 24x7 (Zincir-Heywood et al., 2019). Techno-Vandalism is a brainless defacement of
the websites, such as publicizing someone else information. There are three types of Cybercriminals.

Cybercriminals — hungry for recognition, Cybercriminals — not interested in recognition and Cyber-
criminals — the insiders.

Some various types of cybercrimes are:

IT Professionals
Hobby hacker
Politically motivators
Terrorist

53



11 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/machine-learning-ml-methods-to-identify-data-
breaches/306859

Related Content

Improving Polarity Classification for Financial News Using Semantic Similarity Techniques
Tan Li Im, Phang Wai San, Patricia Anthonyand Chin Kim On (2018). International Journal of Intelligent
Information Technologies (pp. 39-54).
www.irma-international.org/article/improving-polarity-classification-for-financial-news-using-semantic-similarity-
techniques/211191

The Role of Emotional Intelligence in Effective Leadership and Decision-Making in Business
Management

Rohan Sharma, Rozy Dhantaand Dahlak Daniel Solomon (2023). Al and Emotional Intelligence for Modern
Business Management (pp. 98-112).
www.irma-international.org/chapter/the-role-of-emotional-intelligence-in-effective-leadership-and-decision-making-in-

business-management/332631

Short-Term Power Load Forecasting Based on Genetic Algorithm Improved VMD-BP

Wei Liuand Jing Li (2025). International Journal of Intelligent Information Technologies (pp. 1-18).
www.irma-international.org/article/short-term-power-load-forecasting-based-on-genetic-algorithm-improved-vmd-
bp/371406

Potential of Artificial Intelligence in the Agricultural Industry: A Comprehensive Review

Tarun Kumar Kaushik, Ravish, Anurag Singh, Anjali Raghavand Bhupinder Singh (2024). Al Applications
for Clean Energy and Sustainability (pp. 344-365).
www.irma-international.org/chapter/potential-of-artificial-intelligence-in-the-agricultural-industry/354471

Future Multimedia System: SIP or the Advanced Multimedia System

Niall Murray, Yuansong Qiao, Brian Lee, Enda Fallonand A. K. Karunakar (2011). International Journal of
Ambient Computing and Intelligence (pp. 20-32).
www.irma-international.org/article/future-multimedia-system/52038



http://www.igi-global.com/chapter/machine-learning-ml-methods-to-identify-data-breaches/306859
http://www.igi-global.com/chapter/machine-learning-ml-methods-to-identify-data-breaches/306859
http://www.irma-international.org/article/improving-polarity-classification-for-financial-news-using-semantic-similarity-techniques/211191
http://www.irma-international.org/article/improving-polarity-classification-for-financial-news-using-semantic-similarity-techniques/211191
http://www.irma-international.org/chapter/the-role-of-emotional-intelligence-in-effective-leadership-and-decision-making-in-business-management/332631
http://www.irma-international.org/chapter/the-role-of-emotional-intelligence-in-effective-leadership-and-decision-making-in-business-management/332631
http://www.irma-international.org/article/short-term-power-load-forecasting-based-on-genetic-algorithm-improved-vmd-bp/371406
http://www.irma-international.org/article/short-term-power-load-forecasting-based-on-genetic-algorithm-improved-vmd-bp/371406
http://www.irma-international.org/chapter/potential-of-artificial-intelligence-in-the-agricultural-industry/354471
http://www.irma-international.org/article/future-multimedia-system/52038

