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ABSTRACT

The rapid development of online learning is opening up many new learning
opportunities. Yet, with this increased potential come a myriad of risks. Usable
security systems are essential as poor usability in security can result in
excluding intended users while allowing sensitive data to be released to
unacceptable recipients. This chapter presents findings concerned with usability
for two security issues: authentication mechanisms and privacy. Usability
issues such as memorability, feedback, guidance, context of use and concepts
of information ownership are reviewed within various environments. This
chapter also reviews the roots of these usability difficulties in the culture clash
between the non-user-oriented perspective of security and the information
exchange culture of the education domain. Finally an account is provided of
how future systems can be developed which maintain security and yet are till
usable.
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INTRODUCTION

The World Wide Web is facilitating new forms of remote education. These
onlineenvironmentsprovideaweal th of possibilitiesfor supportinglearningthrough-
out theworld. Y et, with the many opportunitiescomeamyriad of risks. Riskstothe
system and its data can dramatically affect users perceptions of a system’s
reliability andtrustworthiness. Whether theseinfractionsaremaliciousor accidental,
they can have serious repercussions for asystem and itsadministrators. Security is
therefore essential to retain users’ trust in an online learning program.

Although security is an essential part of any system it should not impede the
original objectives of that system. However, security mechanisms and their poor
implementation havebeenfoundto present serioususability problems. Therearetwo
principal security issues, authentication and privacy, where usability is asource of
problemsfor online learning systems (OLS). Initially, users encounter avariety of
usability problemswith authentication procedures, such as passwords, which incur
high user overheads or are simply unworkable. The result isthat users either try to
circumvent the mechanisms or use other systemsto complete their task (Adams &
Sasse, 1999c; Adams, Sasse, & Lunt, 1997; Holmstrom, 1999; Preece, 2000;
Whitten & Tygar, 1999). Users seeking to protect their privacy encounter further
complex usability problems. These usability issues often relate to concepts of
ownership (e.g., intellectual property rights, copyright, privacy rights). Many OLS,
however, donot provideadequatefeedback or control rights(Adams, 1999a; Bell otti
& Sellen, 1993; Preece, 2000). Although someusability issuesonly relateto specific
online settings, others are more universal.

For security mechanisms in OLS to effectively protect our information they
must be designed appropriately to the users’ needs. Usability, in this sense, would
relate to providing users with adequate control to protect their data. In this context,
users may be the providers of learning materials, in which case the concern is
commonly over authorised accessto proprietary learning materials. Alternatively,
users may be learners, in which case the concern may be over their answers to
guestions, their resultsor eventheirimages (notably in videoconferencing systems,
where even matters as apparently trivial asthe quality of avideo image can affect
perceptionsenormoudly). VariousOL S, however, do not provideadequatefeedback
or control rightsto allow this control.

Thischapter detailswhy weneed security in OL Sand thefactorsunderpinning
how that security isprovided withinvariousenvironments. A review isal so provided
of the fundamental differences between the culture of security and online learning
that produce clashes between the two disciplines. These clashes are often the root
cause of usability issues in security mechanisms for OLS. Finally, an account is
provided of how future systems can be devel oped which maintain security and yet
arestill usable.

Ultimately, this chapter seeks to review three important concerns:
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