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ABSTRACT

Informationsystemshavebecomepartandparceloftoday’sbusinessoperations,withcompetition
onitsrise.Thesecuritychallengesrelatedtoinformationsystemscouldhaveasevereimpactonthe
overallbusinessobjectivesofaninstitutionifnothandledattherighttime.Awell-meaninginstitution
musttakeafull-blownsteptowardsinformationsecuritymanagementtoachieveinformationsecurity.
Informationsecuritymanagementhasbeenseenasanymanagementsystemtoaddressthesecurity
issuesaffectinganinstitutionandalignsecurityneedstotheoverallbusinessobjectives.Conversely,
informationsecuritypolicyisthefoundationuponwhichinstitutionsbasetheirentireinformation
securitymanagement.ThisstudylooksattheuptakeofinformationsecuritypolicyamongNigerian
institutions.Thesurveyresultcreatedaclearpictureoftheuptakeofinformationsecuritypolicy
amongNigerianinstitutions.
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INTRodUCTIoN

Informationsecurityisoneofthecrucialaspectsthatcannotandshouldnotbeneglectedinanywell-
meaninginstitution.Asinstitutionsgraduallyrealizetheimportanceofinformationsystemstotheir
businessprogress,theneedforthesecurityoftheproductshasbecomenecessary.Therefore,itcan
beassertedthatinstitutionsneglectsecurityattheirperil.Recentresearchstudieshaveshowngreat
concernontheimportanceofinformationsystemssecurityanditspoliciesinaninstitution(Boss,
Kitsch,Angermeier,Shingler,andBoss,2009;D’ArcyandHovav,2009;andPosey,Roberts,Lowry,
Bennett,andCourtney,2013).Meanwhile,relatedresearchhasemphasizedtheimportanceofthe
humanandprocessvariablesinensuringtheeffectivenessofinformationsecuritypolicy.Itisbelieved
thatinformationsystemssecuritypolicyisthefoundationuponwhicheveryinstitution’ssecurityis
based(Parker,1998).Onthisbasis,wecaneasilydiscerntheimportanceofhavingaformalpolicy
forinstitutions’informationsecurity.Besides,informationsecuritypolicydescribeshowinstitutions
achievetheirsecurityobjectivesalongsidetheirinstitutionalgoals(NasirandVajjhala,2020).
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Onebigproblemattachedtoaninformationsecuritybreachisthateventhoseinnocentemployees
areliabletobeaffectedbythedamagedone(Hsu,Shih,Hung,andLowry,2015).Inotherwords,
damagecausedbyasingleemployeecansignificantlyimpacttheentirestaffoftheinstitution.This
mightresultinlowpatronage,lowrevenue,andabankruptinglevelofabusiness.Theabovestatement
strengthenstheimportanceofhavinganinformationsecuritypolicy,complyingwithit,enforcing
it,andemphasizingthepenaltiesforitsbreach.However,manyinstitutionshavebeenimplementing
securitymeasuresformanyyears,yettheyhavenotminimizedorpossiblydoneawaywiththeirsecurity
challenge(Al-Awadi,2009).Theyarestillstrivinghardtoachievesoundinformationsecurity.Thus,
institutionsneedtodevisemechanismstofightagainsttheever-growingnumberofsecuritybreaches
totheirinformationsystems.Furthermore,oneofsuchprotectionmechanismsisformulatingand
complyingwithdocumentedsecuritypolicy(Doherty,Anastasaki,andFulford,2009).Thisstudy
tendstofillthisgapbyusinganempiricalmethodtoassessthereadinessofNigerianinstitutions
towardstheadoptionandimplementationofinformationsecuritypolicy.

Manyinstitutionstodayarestrivinghardtoachievesecurityintheir institutions.Manyhave
engagedsecurityexpertstodoawaywiththreatsandvulnerabilitiestotheirinformationassets.These
measures include technical, processes, and human actions (Adamu, and Aliyu, 2021). However,
manyinstitutionshavebeenexperiencingsecuritybreaches.Thistendstoraisethequestion:whyare
institutionsstillstrivingtoachieveasubstantivelevelofsecurityafterworkingwithsecurityforso
manyyears?Therearevariousreportsconcerningcyberthreatsandtheurgentneedtointensifyefforts
toprovideinformationtechnologyinfrastructureandadequateinternalandexternalcontrolstoachieve
securitysolutionsinNigeria.InaconferenceheldbyCyberSecurityExpertsAssociationofNigeria
(CSEAN)(2018),itwasreportedthat“InNigeria,businessinstitutions,ministries,departments,and
governmentagencies(MDAs),aresaidtoloseoverN127billionannually,translatingtoabout0.08
percentlossinthecountry’sannualGrossDomesticProduct(GDP)(VanguardNewspaper,2018)”.
Equally,accordingtoPriceWaterhouseCoopers(PWC)’sNigeriaCyberSecurityOutlook(2015),
several allegations of hacking attempts at various public institutions and political organizations’
websites during the year. Prominent examples are “…the reported hack and de-facing of the
IndependentNationalElectoralCommission(INEC)websiteinMarch2015andthatofLagosState
GovernmentinDecember2015(MondaqReport,2017).”Inthisregard,inadequateorineffective
countermeasurescanserveasthemeanstoincurringsecuritybreachesinaninstitution(Wang,2015).

Whiletherehavebeensomanyconcernsontheneedtomitigateexternalrisks,itisalsoparamount
tounderstandthatinsidersposedmoreseverethreats.Anemployee’serrorormaliciousintentcan
significantly impact thesecurityof information resourcesandmaypersist (Johnston,Warkentin,
McBride&Carter,2016).Thishascreatedaclearpictureofhowinstitutionshavesufferedfrom
variousformsofattacksbothgloballyandlocally.Theincreasednumberofriskstoinformation
securityhasheightenedthethirstofmanagerstointensifyeffortstowardsawarenessontheneedfor
substantialinformationsecuritymanagement.Inaddition,informationsecuritypolicyhasbeennoted
asacriticalcomponentinpursuingagoodinformationsecurityenvironment(AlShaikh,Maynard,
Ahmad,&Chang,2015;Fulford&Doherty,2003).However,therehasbeenanunderuptakeof
informationsecuritypolicyamonginstitutions.ResearchisconductedintheUKatregularintervals
toexaminethe“uptake,disseminationandtheimpactofinformationsecuritypolicies”amongsome
UKinstitutions.However,thereisnoevidenceofasimilarempiricalstudyinNigeriatothebestofthe
researcher’sknowledge.So,thisstudyintendstofillthisgapbyempiricallyinvestigatingtheuptake,
content,implementation,androlesofinformationsecuritypolicyinNigeria’sinstitutions(Makeri,
2019).Whilethereisabodyofliteratureinpolicyimplementation,formulation,andcompliance,
fewstudieshavebeenconductedonthecontentandstructureofinformationsecuritypolicy.The
aimswereformulatedintothefollowingresearchquestions: 

Research Question1: WhatspecificareashavetheNigerianinstitutionscoveredintheirinformation
securitypolicies? 
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