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ABSTRACT

The deep web has been announced by some as the last bastion of internet anonymity in an increasingly
oppressive period, although others find it one of the worst sites on the internet. There are number of
instances that have confirmed the misuse of deep web for conducting criminal and illegal practices in a
secret way. This chapter provides a description of deep web and the different plugins used to navigate
deep web pages. A summary of the different types of online child sexual exploitation that take place across
the deep web is explored, as well as the complexities of investigation and response being discussed so
that readers can become conscious of this form of sexual abuse.

INTRODUCTION

Dark Web is depicted as a hub of secret and criminal activities, like illegal trading, forums, and media
exchange for pedophiles and radicals. In October 2013, with the takedown of the Web’s Biggest Anony-
mous Drug Black Market (‘Silk Road’) by the FBI, the Dark Web came to the attention of the large
proportion of the people (Ulbricht, 2011).The FBI in February 2015 took the largest darknet child por-
nography website ‘Playpen’, which hosted more than 23,000 sexually abusive photographs and videos of
young children and had over 215,000 users (Cyrus, 2017).Amid the bombings in Paris, November 2015,
ISIS has switched to the Dark Web to spread misinformation and propaganda in an obvious attempt to
shield the identity of members of the organization and to secure its content from hacktivists by using the
software Tor with a “.onion” address (Weimann, 2016); while the weapon used in the shooting spree at
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a shopping center in Munich on July 2016 was also acquired over the Dark Web. In addition to drugs,
guns and child pornography, different kinds of information are sold through the Dark Web marketplaces:
from credit cards to personal information obtained through data breaches or hacking attacks. In order to
shed some light on Dark Web, first we need to know what it is and how it differs from what other people
mistakenly perceive the Internet to be.

STRUCTURE OF THE INTERNET
The internet is broadly classified into the two regions: The Clear Web and the Deep Web.

Clear Web

The Clear Web, also called Surface Web, Indexed Web, Visible Web, Indexable Web or Lightnet, is the
region of the Internet that most of us are familiar with. This can be easily accessed from any browser
and is regularly crawled and indexed by search engines including Bing, Google, and Yahoo. It can seem
like a huge amount of information, but the Clear Web is just 4% of the total size of the World Wide
Web (WWW).

Deep Web

The Deep Web, also called Invisible Web, Underground Web, Non-Indexable Web or Deepnet, whose
contents are not indexed by search-engine and needs a specific encrypted browser, such as Tor (The
Onion Router), I2P (Invisible Internet Project) and the Freenet-configured browsers or login details to
access the sites. The substance is holed up behind HTML shapes. Many people don’t realize that the
Deep Web comprises mostly benign sites, like those of your password-protected email account, Twit-
ter, Snapchat, or Facebook messenger, certain parts of paid subscription services like Netflix, and sites
that can be accessed only through an online form as it can only be encrypted via application program
interfaces. A significant part of Deep Web also involves instant messaging and secure data and file shar-
ing services, like Google drive, Syncplicity and Dropbox (Greenberg, 2014). Estimating the size of the
Deep Web is complicated, but experts believe that around 90% of the internet usage figures arrive from
the deep Web, that is calculated to be significantly larger (4000 - 5000 times) than that of the Clear Web
(Finklea, 2015). Computer-scientist Michael K. Bergman has been credited with coining the term deep
web in 2001 as a search-indexing term (Wright, Alex, February 22, 2009. “Exploring a ‘Deep Web’
That Google Can’t Grasp™).

Dark Web

The Dark Web (also called the darknet or black web) is a component of the Deep Web, is unavailable
to normal web users and covers the IP addresses of its servers, rendering it impossible to determine
where the servers are located or who is hosting them (Greenberg, 2015). The site must only be able to
be accessed anonymously with specific browser such as Tor and 12P. The Dark Web, however, is best
known for illegal and often disturbing content like firearm transactions and illegal drug, gambling,
pornography, stolen credit card details, fake passports and driving licenses). The Dark Web is only a

622



16 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/the-deep-web-and-children-cyber-
exploitation/301175

Related Content

The Construction of the Social Reality From the News Narrative to Transmedia Storytelling: A
Research on the Masculine Violence and the Social Reflexes

Beste Nigar Erdem (2022). Research Anthology on Child and Domestic Abuse and Its Prevention (pp. 547-
568).

www.irma-international.org/chapter/the-construction-of-the-social-reality-from-the-news-narrative-to-transmedia-
storytelling/301171

Attentiveness to the Voiceless: A Closer Valuation of Child Abuse and Neglect in the Early
Childhood Years

Joyce Mathwasaand Zoleka Ntshuntshe (2022). Research Anthology on Child and Domestic Abuse and Its
Prevention (pp. 163-182).

www.irma-international.org/chapter/attentiveness-to-the-voiceless/301147

Interventions for Sexual Abuse

Prathibha Augustus Kurishinkal (2018). Social, Psychological, and Forensic Perspectives on Sexual Abuse
(pp. 259-283).

www.irma-international.org/chapter/interventions-for-sexual-abuse/197832

Sexual Abuse Among Adolescents: Its Consequences and Therapeutic Interventions

Ankita Kakatiand Sangeeta Goswami (2018). Social, Psychological, and Forensic Perspectives on Sexual
Abuse (pp. 116-126).

www.irma-international.org/chapter/sexual-abuse-among-adolescents/197823

Innocence Lost: Educator Sexual Misconduct and the Epidemic of Sexually Victimized Students
Jeffrey A. Walshand Jessie L. Krienert (2021). Invisible Victims and the Pursuit of Justice: Analyzing
Frequently Victimized Yet Rarely Discussed Populations (pp. 249-273).

www.irma-international.org/chapter/innocence-lost/281360



http://www.igi-global.com/chapter/the-deep-web-and-children-cyber-exploitation/301175
http://www.igi-global.com/chapter/the-deep-web-and-children-cyber-exploitation/301175
http://www.irma-international.org/chapter/the-construction-of-the-social-reality-from-the-news-narrative-to-transmedia-storytelling/301171
http://www.irma-international.org/chapter/the-construction-of-the-social-reality-from-the-news-narrative-to-transmedia-storytelling/301171
http://www.irma-international.org/chapter/attentiveness-to-the-voiceless/301147
http://www.irma-international.org/chapter/interventions-for-sexual-abuse/197832
http://www.irma-international.org/chapter/sexual-abuse-among-adolescents/197823
http://www.irma-international.org/chapter/innocence-lost/281360

