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ABSTRACT

Business continuity is crucial for modern public organizations. It enables the uninterrupted operation
of critical business functions and services in the event of an unexpected crisis situation. A key business
continuity activity is to set proactively and non-arbitrarily recovery priorities while computing the re-
covery time effort (RTE) for these functions. The specific activity requires the consideration of technical
and environmental factors of individual business functions in order to compute mathematically their
recovery time. A recently published formula stems from the business continuity points method. Its limi-
tation has been the absence of real data during its conception. The purpose of the chapter is firstly, to
use business continuity data from a public college in order to validate the initial formula and, secondly,
to infer a new more accurate and robust RTE equation based on regression analysis techniques. The
inferred RTE formula can be used as input for predicting service availability rates.
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Regression-Based Recovery Time Predictions in Business Continuity Management

INTRODUCTION

Modern organizations, either private or public and non-profit are facing multiple challenges. A challenge
of major importance for the organizations of all types is the provision of rapid, quality and ICT — enabled
services to customers and citizens. Such services are provided through and supported by electronic
platforms and systems for which the operational availability should be ensured. Moreover, security
regarding transactions and customer data protection is also a matter of major concern for such services
and systems. Apart from the processes which are intended for customer service, the majority of modern
business functions and operations rely heavily on information technologies. As a consequence, any event
that may result in an operational failure of business information systems should be treated in a timely
manner in order to avoid or minimize any negative business consequences. In general, the exposure to
such threatening events should urge public organizations apply targeted and effective recovery policies.

In general, public organizations are vulnerable to a multitude of threats. Such threats are distinguished
to man-made, natural, technical and biological threats. Cybercrimes, earthquakes, network outages and
epidemics are representative examples from each of the aforementioned general categories. The coor-
dinated, timely and effective recovery of the unexpectedly interrupted critical business functions and
processes in public organizations is based on the formulation of stable and standard business continuity
policies. Business continuity is a “management process that identifies potential factors that threaten
an organization and provides a framework for building resilience and the capability for an effective
response” (Speight, 2011). One of the most important Business Continuity Management (BCM) objec-
tives is the definition of the time that is required to recover a process, activity and the involved systems.
The specific timeframes are unfortunately determined based exclusively on the viewpoint of domain
experts (Jaech et al, 2018). Despite the fact that these timeframes satisfy the recovery requirements
of the business functions and that they are reasonable and practically achievable, they lack a standard
mathematical background that provides further stability and robustness especially for the cases of mis-
sion - critical functions and processes. As in the case of other public organizations, business continuity
management is a matter of grave importance in universities and colleges, as well. Except for the time
required to recover an individual business function at a university, an additional task is the definition
of recovery priorities regarding the total of the business functions. The specific task is part of the Busi-
ness Impact Analysis (BIA). Business Impact Analysis at universities is intended to assist management
in identifying critical functions that are essential to the survival of the department. BIA evaluates how
quickly a department can return to full operation following a disaster situation. BIA also looks at the
type of resources required to resume business (Pace University, 2020).

The Recovery Time prediction is a BIA activity of major importance. However, as above mentioned,
the available BCM literature indicates core BCM activities such as the BIA are arbitrarily conducted. The
specific problem persists even in the industrial sector. No standard mathematical approaches are incorpo-
rated for the specific activity. Some significant efforts have been implemented by academic researchers
to conduct mathematical models for predicting efficient resumption timeframes for crucial functions
in auto part manufacturing industry (Torabi et al, 2014). The authors have focused on the conducting
of business impact analysis based on the multi-attribute decision making techniques. In the study, deep
analysis of every individual business function is surpassed. Every individual function, business process
or activity is dependent on and supported by complex systems, technical and human actors and several
internal and external business entities which may significantly influence the recovery process. Thus, a
massive recovery time computation for groups of functions and activities includes potential risks. Yet,
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