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Abstract

The chapter faces a series of questions that the digital era raises as far as the protection of privacy is 
concerned. Technology and specifically internet, apart from posing innovative, complex threats to the 
autonomy and privacy of the individual constructs a new frame for approaching privacy. The technological 
texture of the internet calls for a new conception of privacy that can be adopted in those circumstances, 
such as anonymity. The chapter argues that though anonymity cannot be identified with the right to pri-
vacy, represents in fact one of its key functions, its ability as a negative freedom to shield the autonomy 
of the individual against all kind of threats. Thus, anonymity can foster communication, speech and 
political expression in the internet. Nevertheless, the cost of protecting privacy as anonymity is substan-
tial since its neutral character can function as a veil for sinister actions such as libel, hate-speech and 
stalking in cyberspace. The need for ‘reconceptualizing’ privacy in the internet, for the writers confirms 
the evolving, developing character of the right, whose substantial content is not given or static but is 
closely connected and constructed via societal change. The chapter explores the technological threats 
that the right to privacy confronts in the internet, such as “cookies”, “spam messages”, the dangers they 
pose to the freedom and autonomy of the individual as well as the positive dimensions of the internet, 
especially its role in democratic accountability and political dialogue. Concluding the writers present 
three architectures for the protection of privacy in the internet: (a) a model based on informational law, 
(b) a market based solution, where privacy is understood in contractual terms and (c) a model based 
on the participation of the users in the uses of their personal information as well as to the enforcement 
of the accountability of the internet actors, e.g. corporations, advertising agencies.
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Introduction

Why is Internet an Unfriendly Place 
for Privacy? 

Privacy in the internet seems to be a myth for the 
ordinary user, for four distinct and yet intercon-
nected reasons. First, it’s the open character of the 
internet. The fact that we can log in our mail at any 
time, from anywhere, raises serious doubts about 
the confidentiality of our communication. The 
open character of the internet suggests that anyone 
can retrieve information from our personal page, 
our curriculum vitae, or even our photographs 
and use them for purposes different from those an 
individual had originally intended to. Secondly, 
it’s the interactive nature of internet. Internet for 
the most is a part of everyday life; we use it to 
communicate with our friends, for professional 
reasons, to be entertained, to be informed or to 
acquire products, leaving behind us, our traces. 
With our ability to deny or give our consent, in 
limiting our privacy, as our only shield, interac-
tion in the internet can pose serious threats to 
our freedoms. The third reason, for contesting 
privacy in the internet, is its global dimension. 
National legislation protecting our personal data 
seems ineffective since internet has no borders 
or limitation. In the end, the unique speed, the 
flow rate of the internet, as well as its ability to 
process information in a small amount of time, 
presents new challenges for the protection of our 
informational privacy, mainly because it enables 
the formation of our personal profile, by the bits 
and pieces of information that we are leaving 
behind as we are websurfing. 

This chapter, is attempting to analyze this 
ambiguous relation between internet and the right 
to privacy, by posing and approaching a series of 
questions. In the first part of the chapter, we are 
facing the problematic of the way that information 
threatens privacy by examining, (a) the technologi-
cal texture of the threats that the internet is posing 
to privacy, (b) the way those threats are affecting 

the autonomy and freedom of the individual, 
through judicial paradigms of Greek courts, as 
well as of the European Court of Human Rights, (c) 
the conflict between transparency of information, 
as a clash augmented by the use of internet and 
the protection of privacy. In the second part of the 
chapter, we examine the way a right to privacy can 
be conceptualized and protected in the internet 
by examining, (a) the right of privacy as a right 
constructed by the technological evolution, (b) a 
concept that privacy adopts in the frame of the 
internet, as anonymity and (c) the ways privacy 
can be protected in the frame of  internet, through 
information privacy law, a market based solution, 
or a balanced architecture which enables control 
over data internet practices of institutions as well 
as the participation of the individual in the uses 
of their information. 

The technological
development as a wish and 
as a curse: information vs 
privacy

Internet and Privacy: Old Threats in 
New Clothes 

Internet and the threats that pose to privacy are 
often dealt as something, emerging as utterly new. 
Whereas this statement is not completely untrue 
is quite misleading, since in reality, the threats 
that internet poses to privacy, are actually famil-
iar: loss of control over personal information, 
disclosure of private facts and surveillance of 
an individual. All of them are threats connected 
with the rise of the information age, the first one 
identified to the use of computer data-bases and 
the other two to the application of monitoring 
devices, such as cameras. Nevertheless, these 
threats are merely intensified and augmented by 
the use of internet. Internet is threatening privacy 
as a completely new of course and highly atypi-
cal form of data-base (Katsch 1995). It threatens 
privacy because it can extract information; since 
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