
62  

Chapter IV
Protecting Identity without 

Comprising Privacy:
Privacy Implications of Identity Protection

Ioannis Iglezakis
Aristotle University of Thessaloniki, Greece

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

Abstract

In this chapter, a specific issue is addressed that concerns the protection of privacy vis-à-vis the efforts 
to combat identity theft and protect personal identifying information. There are, in particular, measures 
undertaken by legislators that involve penal sanctions and the introduction of new technological means 
for identity verification. Also, identity management schemes are introduced, which are utilized by service 
providers, mainly in the e-business sector, in order to support controlled access to resources. The solu-
tions undertaken to protect identity are seen as measures enhancing privacy, which is endangered by 
identity theft. Personal information is largely available in the information society and its collection by 
identity fraudsters is also possible. Therefore, an effective protection of information protection should 
also include the protection of identity. The downside of the identity protection approach is that identity 
management actually presents risks to privacy, since the processing of personal data takes place in this 
context and it is argued that there are certain implications concerning the lawfulness of the processing. 
The use of electronic authentication through electronic cards or biometrics on passports and identity 
cards pose privacy issues, too. Subsequently, the legislation concerning identity theft and identity related 
crime is outlined. This is followed by specific analysis of privacy issues concerning identity management 
and identity verification methods, with particular reference to biometrics.
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INTRODUCTION

The protection of identity is considered essential 
today for the reason that identity theft is becoming 
a serious issue in modern society. As this problem 
reaches the level of alarm, studies are being carried 
out which focus on the motives and methods of 
Internet based identity theft (Marshall & Tomp-
sett, 2005), on the typology of identity related 
crime (Koops & Leens, 2006) and, what is more 
important, on the feasibility of measures aiming 
at combating identity related crime (Halpern, 
2006). The said studies stress out expressly that 
identity theft and identity fraud, which is a broader 
term, are seen as forthcoming threats, which can 
jeopardize the interests of users of Internet.

The issue of identity theft is arising due to the 
availability of information from various online 
sources. There is a diversity of offered personal 
information on the Internet, varying from harm-
less data to more sensitive one, and the collection 
of information from multiple sources can be used 
by cybercriminals in order to identity themselves 
as another person with the intention to commit 
a financial crime (Marshall & Tompsett, 2005). 
So, for example, the European Network and In-
formation Security Agency (ENISA) presented 
recently a Position Paper on Security Issues and 
Recommendations for Online Social Networks at 
the e-challenges conference in Hague, in which it 
outlined the threats to users and providers of such 
services, e.g. digital dossier aggregation (creation 
of digital dossiers of personal data), secondary 
data collection (collection of traffic data), face 
recognition (user images being used to enable 
linking to apparently anonymous profiles) etc.1

By and large, it seems that the Internet can be 
used as a medium for the exploitation of identity 
information, which is available in a wide variety 
and its acquisition is an easy task, while it is dif-
ficult for law enforcement authorities to seek and 
capture illegal activities. Information and Com-
munication Technologies (ICTs) and the Internet 
make it possible for anyone to collect personal 

information through the access of public records. 
Identity thieves have been able to take on the 
identity of a victim or even work anonymously in 
order to access web resources in order to commit 
fraud (Chawki & Wahab, 2006).

The Internet is, of course, not the only source 
for obtaining personal information that can lead 
to identity fraud. Fraudsters seem to be able 
to find any piece of information relating to an 
individual and may use various tactics to get it. 
A recent example is the theft of a laptop in UK, 
which contained unencrypted information about 
600,000 people.2  Similar incidents have also taken 
place with regard financial information and the 
competent authorities have sanctioned financial 
organizations for their failure to take appropri-
ate measures. The methods of obtaining identity 
information are either technical or non-technical. 
The former methods include key logging, (e.g., 
via malware on user’s system), hacking into a 
legitimate database and collection of data by a 
counterfeit website (preceded by phishing attacks), 
whereas the latter include the retrieval of materials 
from waste bins, social engineering and mail or 
data theft (Furnell, 2007a, p. 6).

Identity theft is committed by offenders in 
order to perpetrate fraud, usually by obtaining 
a financial benefit in someone else’s name3. In 
more particular, it has as its object the personal 
identifying information of another individual, 
including inter alia name, address, date of birth, 
phone numbers, utility bills, passport, driving 
license, birth certificate, bank details and credit 
card information, employment information, social 
security number, e-mail address, passwords, etc., 
and it purports to opening or taking over of credit 
card accounts, applying for loans, etc (Chawki & 
Wahab, 2006, p. 3). However, the appropriation 
of an identity itself will not give rise to criminal 
offense, unless it is performed with the inten-
tion to commit an illicit activity (Savirimuthu 
& Savirimuthu, 2007, p. 439). Identity fraud is 
generally related to threats such as phishing and 
pharming, which are emerging as new forms of 
fraud committed electronically.
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