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ABSTRACT

ThepurposeofthisstudyistoanalyzetheimportantrisksbeingfacedbythebanksinIndiaandthe
variousreasonsforincreasingNPAandbankfrauds.Thepaperfurtherfocusesonhowthenewly
emergingdigitalbankingtoolscanbeappliedwithimprovedskillsoflending/riskmanagerstocontrol
andmitigaterisktoresolvetheissueofNPAandfrauds.Indianbanksneedtostrengtheninternal
controlsrelatedtopreandpostsanctioningofloanslikecreditappraisalandcreditmonitoringthrough
thesupportofadvancetechnology,dataanalytics,andMISreports.Continuoustrainingandskill
developmentofbankemployeesisrecommendedasbothlendingandtechnologyrequiresexperts
tohandledecisionmakingandriskmanagement.Strongcybersecurityandfirewallstoensurethe
technologyriskshouldbemanagedinabetterwaytoensureearlywarningsignals.
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INTRodUCTIoN

Oneofthemostsignificantobjectivesofanybankistogrowtheirbusinessandprofitsbyincreasing
lendingandinvestmentsvis-à-visneedtoinstallanadequateriskmitigationprocessandmeasures.
Riskhasalwaysbeenassociatedwithbanking,andbankshavebeenabletomanagetheiroperations
duetostrictlendingnorms.Banksfocusonthevariousstagesofdisbursalofloans,suchascredit
appraisals,viabilityofproposedprojects,apromoter’sexperience,pastfinancialsstatements,and
creditmonitoringandsupervision.Inthepastdecade,theIndianbankingsystemhaswitnessedan
increaseinnon-performingassetsandbankfraudsowingtothelackofadequateskillsoflending
officers,wilfuldefaultsbyborrowers,andpoorcreditmonitoringbythebankspost-disbursementof
loans(Singh,2016).Recentcasesofnon-performingassets(NPA)bankfrauds,moneylaundering,
conflict of interest, poor corporate governance, and ethical failure were observed in the Indian
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bankingsystem.Asaresult,banksbecamemorecautiousandriskaverse,whichledtoadeclinein
creditgrowthuptothe5%-6%level.SpeakingataSeptember2020webinarorganisedbytheIndian
Merchant’sChamberofCommerceandIndustry,MrArijitBasu,ManagingDirectoroftheState
BankofIndia,statedthatlendersneedtobalancegrowthwithprudence,andwhilebanksneedto
supportbusinesses,theyalsoneedtohaveadequaterisk-mitigationmeasuresinplace.Hewentonto
saythatallIndianbanksmustfollowprudentiallendingproceduresbasedonagoodbusinessmodel
withaviablecashflowandduediligenceinhigh-riskprojects.

Bankerscannotavoidriskjustbyreducinglending;theymustmanageriskbymeetingcredit
requirements for thebanking industry.Banksarealways focussedonbuildinga smoothprocess
offinancial intermediation,but in thepresentdayscenario,banksareconfrontedandconcerned
withvarioustypesofrisks.Hence,theefficientmanagementoffinancialandnon-financialrisks
throughtheuseofITadvancementshasbecomeinevitableinthebankingindustry.Further,atthe
internationallevel,consolidation,globalization,andreal-timeinformationarethreeimportantfactors
thathavetransformedriskmanagementinthemodernworld(Härleetal.,2016).In1930,theBank
ofInternationalSettlement(BIS)wasestablishedtoprovideglobalcentralbankcooperation.Itwas
foundedthroughanintergovernmentalagreementbetweenGermany,Belgium,France,theUnited
Kingdom,Italy,Japan,theUnitedStates,andSwitzerland,anditbeganbusinessinBasel,Switzerland,
May17,1930.Todayitisownedby63centralbanksworldwidethataccountforapproximately95%
oftheworld’sGDP.TheBISpromotesinternationalcooperationamongfinancialsupervisoryofficials
andmonetaryauthoritiesthroughaprocessknownasthe“BaselProcess.”

TheBaselCommitteeonBankingSupervision(BCBS),theprimaryglobalstandardsetterfor
theprudentialregulationofbanks,has45membersthatcomprisecentralbanksandbanksupervisors
from28jurisdictions.BaselIIIwascreatedasasetofreforms,developedbytheBaselCommitteeon
BankingSupervisioninresponsetotheglobalfinancialcrisisof2007-2009;thegoalwastoensure
astress-testedqualityofcapitaltomitigateliquidityandmarketrisk.The2007-2009crisistaughta
criticallessontothebankingindustrytofurtherstrengthentheircapitalbasetoprotectthemselves
fromthedangersofbankfraudsandscams.

TheBaselIIIreformswerefinalisedDecember2019andtargetedimplementation,withlenders
inIndiabeingrequiredtocomplywiththesereformsbeginningJanuary1,2022.However,duetothe
coronaviruspandemic,theGroupofCentralBankGovernorsandHeadsofSupervision(GHOS),the
oversightbodyoftheBCBS,deferredimplementationofBaselIIIuntilJanuary2023.

Implementingefficientriskmanagementpoliciesinbanksdependsonvariousparameterssuch
ascentralizedordecentralizedorganizationalstructure,havingacomprehensiveriskmanagement
approach,andpossessingastrongmanagementinformationsystemforreporting,controlling,and
monitoringvariousrisks.Understandingthequalitativedistinctionbetweenthevarioustypesofrisks
thatanyinstitutionfacesisthefirststepinaneffectiveriskmanagementprocess(Kaplen&Mikes,
2012).Banksandfinancial institutionsneedtechnologicalsupport to identify therisks theyface
fromtheprocessingofcustomerpaymentsandsecuritiessettlementsystemstoensuringappropriate
internalcontrols.

OnerecentcaseinanoldpublicsectorbankinIndiawasthePunjabNationalBank’sFraud
ofRs.11400Crore,whereshort-termbuyers’creditfacilitywasofferedtoborrowerswithoutany
collateralorauthorisedformallineofcredit.LettersofUndertakings(LOUs)wereroutedthrough
Swift (Society for Worldwide Interbank Financial Telecommunication) without any integration
withtheirCoreBankingSystem(CBS),andonastand-a-lonebasis.Thiswasaclassiccaseofbank
fraud,whichhighlightedvariousrisks,suchascredit,operations,reputation,exchange,and,most
importantly,technologyrisk.ManyoverseasbranchesofIndianoriginbankshadsanctionedloans
tothebeneficiaryofLOUwho,inturn,usedforeigncurrencytopayfortheimports.

Thisstudyattemptstoanswerthemajorresearchquestion:“Howcannewemergingtechnologies
ordigitalbankingriskmanagementsoftwareresolveNPA,frauds,andrecoveryproblems in the
Indianbankingsystem?”ThestudyalsoexplainsthehistoryofincreasingNPAsinIndianbanking
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