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ABSTRACT

Malwareanalysisanddetectionareimportanttaskstobeaccomplishedasmalwareisgettingmoreand
morearduousateveryinstance.Thethreatsandproblemsposedbythepublicaroundtheglobearealso
rapidlyincreasing.Detectionofzero-dayattacksandpolymorphicvirusesisalsoachallengingtaskto
bedone.Theincreasingthreatsandproblemsleadtotheneedfordetectiontechniqueswhichleadtothe
well-knownandthemostcommonapproachcalledmachinelearning.Thepurposeofthissurveyisto
formulatethemosteffectivefeatureextractionandclassificationwaysthatsumsupthemosteffective
methods(whichincludesalgorithms)withmaximumaccuracyandalsotoeffectivelyunderstandthe
clusteringpropertiesofthemalwaredatasetsbyconsideringappropriatealgorithms.Thisworkalso
providesanoverviewoninformationaboutmalwaresused.Theexperimentalresultsoftheproposed
modelclearlyshowedthattheKNNclassifierasthemostaccuratewith0.962355accuracy.
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INTRodUCTIoN

Thethreatthatmalicioussoftwareiscausingtothedigitalworldisgrowingrapidly.AsperAV-TEST,
theaggregatenumberofnewmalwaretestsisexpectedtooutperform700millionby2020(AV-TEST,
2020).Itisnearlyimpossibletocontrolsuchmassiveamountofmalwares.Therefore,networkingand
securityresearchersareusingmalwareidentificationanddetectionsystemstodetectthemalwares
whichinitiallyincludestwostagesthatisdetectionandanalysis.Thiscanbeachievedthroughstatic
ordynamicorintegratedapproach.Themaingoalofmalwareanalysisistorecordandcapturethe
propertieswhichcanbeadditionallyusedtoimprovethesecuritymeasuresandmakeevasionof
malwareasdifficultaspossible.Figure1showsthedifferentclassificationofmalwaresandthese
malwarescanbepresentinanyformorcategorysuchasascript,asegmentofcodeoranyother
binary.Thepurposeofmalwareistogetthecontrolofthesystem,derangetheservicesofcomputer
systems,takebacktheavailablefunctions,robtherestrictedinformationanddamagethesources.

Illegalapplicationssometimesactasprotectivecoverforthemalwares.Tryingtogainaccessto
thisillegalisedsoftwarefrommanywebsitesmaydownloadthemalwareitself.Ingeneral,thiscase
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ispossibleandfoundincracked/piratedsoftware.Thesemalicioussoftwarearenotonlyoperatable,
executable source codes but can act as supportive downloaders for malicious files like portable
documentformats(PDF)orotherlinks.AsperVirusTotal,47.80%ofmaliciousfilesareexecutables
(Morethan100Mfileswithoriginalinformation;morethan16Mportableexecutablesfromdistinct
URLs;morethan20Mfileswithrichtelemetrydata;morethan700,000emailsforrichcontextual
information).So,theintentionhereistodissecttheseexecutables.Numerousmalwaresareavailable,
andtheycanbecategorizedintoTrojanpony,Virus,Worm,Adware,andBackdoor.Fewofthem
cannotbearrangedintoaparticulargroup,becausemalwareshavevariousattributeswhichhelpsthem
tocoordinateinvariousclassificationsandatsomepoint,theyarereferredasgeneralizedmalicious
files.Malwarefilesaredissectedonthemethodsofdynamicandstatictechniques.

Figure2showsusthestatisticalrecordsgatheredfromthecybercrimemagazines(Morgan,2019)
ontheransomwareattacksonbusiness.Itisestimatedthatthetotaldamagecostsshallexceed20
Billionby2021andexpectedtoattackabusinessevery11secondsbytheendof2021.

Thethreebasicanalysismethodstoanalysemalwareareasfollows.

Static Analysis
Staticanalysisisamethodinwhichtheexecutabledocumentsandfilesaretestedformalwarewithout
executingitinanenvironmentthatisdynamicallycontrolled.Executablefileshavenumerousstatistical
featuressuchassegmentsandmemoryminimization.ThePEfileformatisalibraryinpythonwhich
removesstatichighlightseveninthepresenceofexecutablerecords.

Figure 1. Classification of malware

Figure 2. Records obtained from cybercrime magazine
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