
DOI: 10.4018/IJSI.289596

International Journal of Software Innovation
Volume 10 • Issue 2 


Copyright©2022,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



*Corresponding Author

1

Union Filesystem Source Directory 
Protect Architecture
Sung Hwa Han, Tongmyong University, South Korea

Min Hye Jwa, Soongsil University, South Korea

Sang Bin Jeong, Soongsil University, South Korea

Gwangyong Gim, Soongsil University, South Korea*

ABSTRACT

Unionfilesystemhastheadvantageofprovidingasingleintegratedviewoffilesonthesamepath
byeliminatingduplicationoffilesonthesamepathatthemountpoint.Adirectorymountedby
unionfilesystemshouldnotbeabletohaveaccesstothatsourcedirectoryinaccordancewiththe
securityprinciple.However,thecurrentoperatingsystemdoesnotprovideaseparatesecurityfeature
forthedirectorymountedbytheunionfilesystem.Insuchanenvironment,thereisasecuritythreat
inwhichunauthorizedpersonnelaccessthesourcedirectoryformountingwithunionfilesystemto
createarbitraryfilesorchangecriticalfiles.Thisstudyproposesanapproachcontrolarchitecture
thatcanprotectthedirectorytomountwithunionfilesystem.Theproposedarchitecturecanwork
atthekernelleveltoblockusersfrombypassingaccess.Inordertoverifytheeffectivenessofthe
proposedmechanism,thepositiveandnegativefunctiontestswereconductedinthisstudy.Asa
result,theproposedunionfilesystemsourcedirectivityarchitecturehasbeenverifiedtobeeffective.
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INTRoDUCTIoN

UnionfilesystemisatechnologythatextendstheunionmountsupportedbytheLinux/Unixoperating
systemtothefilesystem.Thistechnologyutilizesotherfilesystemsasonefilesystembycontinuously
mountingtheminthesamelocation.PreviouslyusedonlyintheLinux/Unixoperatingsystem,but
nowtheresearchisexpandingintheWindowsoperatingsystem.

Touseunionfilesystem,youmustselectsourcedirectoryandmountit.Whencalculatingwith
unionfilesystem,checktheconfigurationitemofthesourcedirectoryformountandremovethe
duplicateitemandmountitwithonefilesystem.Finally,theusercanaccessthemountedfilesystem
anddofileI/O.

However,unionfilesystemisahighlyvulnerablestructureforsecurity.Accordingtotheprinciple
of informationprotection for Isolation,onlyoneuse interfaceofallobjects shouldbeprovided.
Therefore,whenusingunionfilesystem,accessshouldbemadeonlythroughmountpath.However,
theunionfilesystemcanbeaccessedthroughsourcedirectoryaswellasmountpath.Inparticular,
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ifauserdirectlyaccessesthesourcedirectoryandchangesthefilestructure,thechangeisreflected
inthemountedfilesystem.

Ifthesesecurityenvironmentsareexploited,whenapplicationsarebeingprovidedusingunion
filesystem,criticalfilescanbearbitrarilymodulatedtoreducetheavailabilityoftheapplication,and
accesssourcedirectorytodistributemaliciouscode.

Inresponsetothesesecuritythreats,theoperatingsystemusedsecureOStoblockunauthorized
accesstocriticalfiles/directories.However,currentsecureOSisnotconsideringunionfilesystem.
Forthisreason,unionfilesystemhaslimitationsthatarenotprotectedfromunauthorizedaccess.

Thisstudyproposesanapproachcontrolmechanismthatcanblockunauthorizedaccesstothe
unauthorizedfilesystemfortheserisks.Ifunauthorizedaccesstounionfilesystemcanbeblocked,it
willincreasetheintegrityandavailabilityofapplicationsusingUnionfilesystem.Sincetheproposed
approachcontrolmechanismneedstobeverifiedforthispurpose,positiveandnegativefunction
testsarecarriedout.

Thisstudyconsistsof twochapters.Chapter1describes thebackgroundandpurposeof the
study.Chapter2introducesunionfilesystemanddescribesthesecurityrequirementsthatmustbe
mettotakeadvantageofit.Chapter3describesthecurrentsecureOSbeingprovidedandanalyzes
thesecurityenvironmentforunionfilesystemversuscurrentfileaccesscontroltechnology.Chapter
4proposesanapproachcontrolmechanismforthetargetedunionfilesysteminthisstudy.Chapter
5performsthevalidationoftheeffectivenessoftheproposedapproachcontrolmechanism.Lastly,
Chapter6summarizesandorganizestheentireresearch.

ReLATeD woRK

Union Filesystem
Union Filesystem Concept
Unionfilesystemisaconceptthatembodiestheunionmount(Blunck,2005).

Theunionmountisthesimultaneousmountofmultiplefilesystemsinthesamepath,keeping
thefilesysteminthefirstmountstateandoverwrappingthefilesysteminthenextmount.Thenon-
overlappingfile ismaintained,but theoverwritingof theduplicatefile is laterperformedbythe
mountedfile(Klotzbücher,2004).

Figure1showsthemountofadvancedmulti-layerednotificationfilesystem(AUFS),atypical
exampleofunionfilesystem.Whentheuserselectsthesourcedirectorytomountandmountswith

Figure 1. AUFS mount structure
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