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ABSTRACT

IT infrastructureandsystemsaremadeupof technicalandsocial systems thatwork together to
ensurethatorganization’sgoalsandobjectivesaremet.Securitycontrolsandmeasuresaredeveloped
and used to protect an organization’s data and information systems. To improve cyber security,
organizationsfocusmostoftheireffortsonincorporatingnewtechnologicalapproachesinproducts
andprocesses,leavingoutthemostimportantandvulnerablefactor.Sothisstudyintendstoprovide
somepractical implicationstothetechnologydevelopersandpolicymakerswhileidentifyingthe
factorsthataffectcybersecuritycomplianceinanorganizationorhomeenvironmentforgeneral
users,HR,ITadministrators,engineers,andothers.ItexploredtheUnifiedTheoryofAcceptance
andUseofTechnology2(UTAUT2)modelandassessedtheeffectofitsfactorsoncybersecurity
complianceinorganizations.
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INTRodUCTIoN

Organizationsarevulnerabletocyber-attackspartiallybecausepeopleintheorganizationareunaware
oforunprepared for cyber risks.Peopleareoneof themajor causesof cyber securitybreaches
(Avinaetal.,2017;HuangandPearlson,2019).Organizationsspendmillionsofdollarsontheir
cybersecurityinfrastructurethatincludestechnicalandnon-technicalmeasures,butmosttimesleave
themostimportantassetandvulnerabilityopen ̶thehuman.Therefore,despitetheirinvestments,
companiesarenotabletoreapthebenefitsoftheirsecurityinvestmentsbecauseofhuman/employee’s
non-compliance with cyber security policies and measures. Cyber security non-compliance is a
majorconcernfororganizations(Alqahtani&Braun,2021;Harris&Martin,2019).Foreffective
complianceandhumanacceptanceofcybersecuritytechnologyandcompliancewithcyberpractices,
itiscrucialtoidentify,research,andanalysethefactorsthataffectcybersecuritycomplianceand
implementation.Furthermore,theusersneedtounderstand,take,andconformtothesecuritymeasures
oftheorganization’sinformationsecuritysothatcompaniescanreapthebenefitsoftheirtechnology
investments.InDonaldsandOsei-Bryson(2020)andLietal.(2019),theauthorsconcludedthatthe
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behaviorofemployeeshasadirectrelationshipwitheffectiveinformationsystemsecuritycompliance.
Manycybersecurityincidentshaveoccurredduetothenegligenceofcybersecuritypolicies(Harris
andMartin,2019;HerathandRao,2009;Lietal.,2019).Institutionalizationofsecuritypolicies
intopracticemakestheemployeesembracethepolicies,whichmakestheirbehaviormorecomplaint
(Alqahtani&Braun,2021;Harris&Martin,2019;Lietal.,2019).

Differentfactorsaffectthebehaviorofemployeestowardscybersecuritycompliance.Forcyber
securitycompliance,mostofthetimes,certainnewtechnologiesalsoneedtobeadopted(Alqahtani
&Braun,2021;Baptista&Oliveira,2015).Manytheoriesandmodelsareproposedinliteraturethat
affecthumanbehaviortowardstechnologyadoption.Oneofthemostwidelyacceptedtechnology
adoptionmodelsisUnifiedTheoryofAcceptance,UseofTechnology(UTAUT)(Venkateshetal.,
2003)andUTAUT2(Venkateshetal.,2012).

Inthisstudy,allthefactorsofUTUAT2modelhavebeenexploredforcybersecuritycompliance.
LimitedliteratureisavailablethatlinkconstructsofUTAUT2modelwithcybersecuritycompliance.
Butthereareseveralweaknessesinthepreviousstudies.Mostofthepreviousstudiesarebiasedtowards
aspecificgroupofpeopleandnotapplicabletogeneralusersoremployees.Forexample,thedetailed
studyconductedbyAlmaiah,Alamri,andAl-Rahmi(2019),Cuganesan,Steele,andHart,(2018),
D’ArcyandGreene(2014),Huetal.,(2012),Liu,Wang,andLiang(2020),S.RaschidMullerandMary
L.Lind(2020),andSimonova,(2020)isbiasedinseveralways.Theyhadfocusedonaverylimited
groupofpeoplewithspecializedprofessions.Forexample,inS.RaschidMullerandMaryL.Lind
(2020),informationsecurityprofessionalsareexpectedtohaveabetterunderstandingofinformation
securitypolicies thanregularemployees(Ahlan,Lubis,andLubis,2015;Bauer,Bernroider,and
Chudzikowski,2017).Duetothelimitationsandbiasinthepreviousstudiesrelatedtotechnology
adoptionandsecuritycompliance,theresultsareveryweakanddifficulttodigest.Forexample,S.
RaschidMullerandMaryL.Lind(2020)suggestedthatUTAUT2maynotbeaverygoodmodelfor
inspectingInformationSecurityPolicy(ISP)complianceamongstinformationsecurityprofessionals.
Thismaynotbethecasewiththegeneralpublicandemployeesoforganizationsbecauseinformation
assuranceprofessionalsusuallyhavemoreknowledgeandbiastowardscompliance.Therefore,this
maynotbethecaseforallemployees.Thisstudyisperformedongeneralusersinorganizations.

Forthispurpose,acorrelationalstudyhasbeenperformedbycollectingdatafrom180employees
workingondifferentpositionsandorganizations.Severalhypothesesareformulatedandtestedwith
differenttests.ThisstudyreportstheresultsofthequantitativestudyontheUTAUT2factors.The
mainobjectiveofthisstudywastoassessandmodelthefactorsforcybersecuritycompliance.The
twosub-researchobjectivesthepresentstudyaddressedare;i)toexploretheeffectoftheUTAUT2
constructs performance expectancy, effort expectancy, social influence, facilitating conditions,
hedonicmotivation,pricevalue,andhabitonindividuals’cybersecuritycompliancebehavior(i.e.,
behavioralintentions);ii)toexaminetheeffectofperformanceexpectancyandeffortexpectancy
bothonITandsecurityadministratorroles,aswellasongeneralusers.

THEoRETICAL dEVELoPMENT ANd CoNCEPTUAL ModEL

Cybersecuritycomplianceisamultidimensionaldiscipline,andthesedisciplinesareinterconnected
toensuretheimplementationofcybersecuritypoliciesandtheircomplianceacrosstheorganization
(Alqahtani&Braun,2021;Donalds&Osei-Bryson,2020;Harris&Martin,2019).Iftheend-user(s)
andemployeesoftheorganizationdonotconsidertheimportanceofcybersecuritypoliciesanddo
notpracticeandfollowthesepolicies,thentheorganizationwillbeatriskofcyber-attackordata
breach.Asaresult,theindividualorpersonalbehavioraspectofcybersecuritymustbeconsidered
intheoverallcybersecurityposture.Severalstudiesarecarriedoutontheimpactofbehavioron
cybersecurity(Alqahtani&Braun,2021;Avinaetal.,2017;Donalds&Osei-Bryson,2020;Harris
&Martin,2019).
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