
DOI: 10.4018/IJNCR.2021040102

International Journal of Natural Computing Research
Volume 10 • Issue 2 • April-June 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



21

Symmetric and Asymmetric Encryption 
Algorithm Modeling on CPU Execution Time 
as Employed Over a Mobile Environment
Ambili Thomas, Botho University, Botswana

V. Lakshmi Narasimhan, University of Botswana, Botswana

ABSTRACT

ThispaperpresentsresultsonmodellingofAESandRSAencryptionalgorithmsintermsofCPU
execution time, considering different modelling techniques such as linear, quadratic, cubic, and
exponentialmathematicalmodels,eachwiththeapplicationofpiecewiseapproximations.C#.net
frameworkisusedtoimplementthisstudy.Theauthorsconsiderthesymmetricencryptionalgorithm
namedAESandtheasymmetricencryptionalgorithmnamedRSAtocarryoutthisstudy.Thisstudy
recommendsquadraticpiecewiseapproximationmodellingasthemostoptimizedmodelformodelling
theCPUexecutiontimeofAESandRSAtowardsencryptionofdatafiles.Themodelproposedin
thisstudycanbeextendedtoothersymmetricandasymmetricencryptionalgorithms,besidestaking
themoveramobilecloudenvironment.
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INTROdUCTION

Mobileenvironmentfacilitatesdatasharingbetweendevices,whichsupportsmobilityacrossmobile
networks.Developedanddevelopingcountriesexperienceatremendousgrowthinmobiledevices’
penetrationandmobiletechnologies’usage(Kaliisaetal.,2017).Severalstudiesshowthatthecount
ofmobilephonesubscriptionshassurpassedtheglobalpopulationby2018and,nearlytheentireworld
populationliveswithinthemobilenetworkrange(TelecommunicationUnion,2018).Countriesin
AfricaandAsia-Pacificcontinentshavemadeanincrediblegrowthinthisarenawithinthelastfive
years(Albertinietal.,2019).Increasedmobiledevicepenetrationresultsinsignificantincreaseinthe
developmentofmobileapplicationsinvariousdomains.Mobileusersdownloadandusenumerous
mobileapplicationsintheirmobiledevices.Therefore,mobiledevicesconsumesubstantialamount
ofenergytoruntheaugmentednumberofmobileapplications.Butthemobiledevicesdependonthe
constrainedenergysourcestooperate(Callouetal.,2010),(Toldinasetal,2014).Thus,itisimportant
toponderabouttheoptimizedenergyconsumptionofmobiledevices.Ubiquityofmobilephones
impliesthatsecureddatatransmissionoverthemobileenvironment,alongwithitsperformanceare
majorareasofconcern.Now-a-days,organizationsoperate theirbusinesseffectively through the
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implementationofvariousmobilecomputingtechniques.Thissituationdemandsforhighsecurity
oforganizations’sensitivedataandoptimizedenergyconsumptionofmobiledevices.

Atradeoffexistsbetweenthesecurityandtheenergyconsumptionofmobiledevices.Higher
securityisachievedwiththecryptographicalgorithmhavingabiggernumberofroundsandlong
encryptionkeysizes.Duetothehighercomputationcomplexityinvolved,cryptographicalgorithms
consumesubstantialamountofenergyandexecutiontime.Highersecuritydemandshigherenergy
consumption(Toldinasetal.,2014).Theexecutionofcryptographicalgorithmstoencryptthedata
resultsinreductionofbatterylifetimeinmobiledevices(Toldinasetal.,2014).Sincecryptographic
algorithmsarewidelyusedtoensuresecurityofdataatrestanddataintransitand,itisimportant
to examine the performance of cryptographic algorithms running within the context of energy
used.CentralProcessingUnit(CPU)executiontimewhichconsumesmajorityoftheenergyduring
execution,isusedasoneofthemetricstoanalyzecryptographicalgorithms’energyconsumption.
TheestimationofCPUexecutiontimeandenergyconsumptionareessential[11]tobecarriedoutin
themobileenvironment.Thus,anoptimizedenergymodelwhichsupportsthemostpossiblesecured
dataprocessingisessentialinthemobileenvironment.

Symmetricandasymmetricencryptionalgorithmsarechosenforthisstudyinordertoutilize
theadvantagesofbothcategoriesofcryptographicencryptionalgorithms.Thesamekeyisused
forencryptionanddecryptionprocessesofsymmetricencryption,whileseparatekeysareusedin
caseofasymmetricencryption(SinghandSupriya,2013).AdvancedEncryptionStandard(AES)is
chosenasthesymmetricencryptionalgorithmandRivest,Shamir,andAdelman(RSA)ischosen
astheasymmetricencryptionalgorithmforthisstudy.Assymmetriccryptographyinvolvesprivate
keymaintenance,itislesssecureandmorepronetonetworkattacks(JamgekarandJoshi,2013).
Compared to asymmetric cryptography, symmetric cryptography is faster and is a better fit for
applicationswhichsupportsheavydatatransfer.

Considering the wide popularity, AES algorithm has been chosen. Montoya et al. (2013)
concludeAESasanoptimumalgorithmformobileenvironment,wherethebatteryconsumptionis
acriticalfactor.Consideringthewideuseinencryptedconnectionsanddigitalsignatures(Karakra
andAlsadeh,2016),RSAalgorithmhasbeenchosen.OptimizedmodelsbasedonCPUexecution
timeofAESandRSAalgorithmshavebeenproposed.ThemetricchosenforthisstudyistheCPU
executiontimetakenbytheAESandRSAalgorithmforencryptingadatafile.

TheobjectiveofthisstudyistoexamineandfindouttheactualCPUexecutiontimetakenbythe
AESandRSAalgorithms.Thisresultcanbeusedtoanalyzeandoptimizetheenergyconsumption
oftheAESandRSAalgorithms.Therestofthepaperisorganizedasfollows:section2providesan
overviewoftherelatedliterature,whilesection3describestheproposedmodel.Section4provides
experimentalanalysisofdataand,section5compares themathematicalmodels.Theconclusion
summarizesthepaperandprovidespointersforfurtherworkinthisarena.

BACKGROUNd

AESalgorithmischosenforthisstudyasthisisoneofthemostwidelyusedsecurityalgorithmand
issuitablefortheresourceconstraintmobiledevices.LuandTseng(2002)haveproposedanAES
algorithmarchitecturewhichissuitableforthemobiledevices.Toldinasetal.(2014)proposeanenergy
securitytradeoffmodelbasedoncryptographywhichdescribeshowthecryptographicalgorithms’
securityandenergyconsumptionrelate.ThisstudyconcludesAESasoneofthemostenergyefficient
asymmetricalgorithmsamongotheranalyzedalgorithmssuchasRC4andSerpent.Theydiscussthata
higherdependencyexistsbetweenthekeysizeandtheenergyconsumptionofasymmetricalgorithms.
TheAESalgorithmisselectedbecauseitismostwidelyusedforencryptionandenergyefficiency.
RameshandSuruliandi(2013)havedoneacomparativestudyontheperformanceofcryptographic
algorithms,suchasAES,DataEncryptionStandard(DES),andBLOWFISHusingperformance
metrics-executiontime,memoryusageandthroughput.AstudyhasbeenconductedbyElminaam
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