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ABSTRACT

Fakecertificatesposeasevereproblemintoday’sworld;theyvouchforanindividual’sfalseskillset
andputanorganization’sreputationatrisk.Moreover,theexistingverificationprocessisperformedin
acentralizedmanner,oftentoocumbersomeandtime-consumingtotheend-user,lackingtransparency
intheeducationalinstitutions’Issuanceofcertificates.Of-late,blockchainisapromisingtechnology
thatprovidestransparent,secure,andreliablefeatures,whichofferssolutionstotheeducationsector.
Thispaperprovidesthesolutiontotheeducationalcertificationproblembyemployingtheblockchain
network.Weproposedapermissionedblockchainnetworkthatidentifies,authenticatestheIssuer,
adequateverification,securelysharesacademicrecordstotherecipients,andstoresthecertificate
credentialsintheblockchaininadistributedmanner.
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1. INTRodUCTIoN 

Certificatesaredocumentsthatserveasproofofaspecificeducationreceivedbyapersonoraseries
ofteststhat(s)hehasqualified.Theyaresignalsofachievementsormembershipsandareproof
ofaperson’sskillsets.Usuallyvouchedbyatrustworthyorganizationintherespectivefield,they
markexcellenceineducationfields(Bessa,E.E.,&Martins,J.S.(2019);Yumna,H.,Khan,M.M.,
Ikram,M.,&Ilyas,S.(2019,April).Degreesissuedbyuniversitiesvouchfortheprofessionalskill
setsofanindividualinnumerousvariousareas.ThecurrentsystemfortheIssuanceofcertificatesis
predominantlyanalog,makingitslowandintroducesinnumerablecomplications,whichessentially
rendersitunreliable.Foranycertificateprovidedbyacandidateapplyingforajob,theverification
processhastobetunneledtotherespectiveinstitutethatissuedthecertificateinthefirstplace.The
problemaggravateswhenitneedstobeverifiedwheretheinstituteisnotfraudulentandwhetherit
issuedthatcertificatetothatapplicant.Theonlywayoutingeneralistochecktheinstitute’svalidity
bythegovernmentauthoritytowhichit isaffiliated;afterthat,requesttheinstitutetoverifythe
applicant’scredentials.Intuitively,wecanobservethecomplicationsthatarisewithsuchasystem.One
ofthesolutionsprevalentistoissueonlinecertificatessecuredusingcryptographicmethods,butthat



International Journal of Information Security and Privacy
Volume 16 • Issue 1

2

predominantlymakessendingandreceivingthecertificateseasier.Still,theproblemsofcredibility
oftheIssuerandthevalidityofthecertificatesremainaproblem.Fraudulentonlinecertificatesare
alsoathreattothissystem.Certificationisplaguedbythethreatoffakecertificates,whichaffects
suchanessentialandvitaldocument’strustvalue.Theessenceofcertificationisfundamentalin
everydaylife.Therearemanyadvantagestocreatingadigitalinfrastructureforcertificates.Still,it
involvesatrustedthirdparty,incurstheadditionalcost,andforeachattempttoverifyacertificate’s
credentials,thethird-partyentityneedstobecontacted.Anotherbottleneckthatsurfacesarethecase
whereacertificateneedstoberevokedduetosomediscrepancies.Theissuingauthoritycanforward
therequesttothetrustedthirdparty.Still,evenaftercancellation,therecipienthasacopyofthe
originalone,whichcanbemisused,i.e.,adynamicmechanismforcertificatevalidationisabsent,
whichcanaddatemporaldimensiontoeachvalidationattempttoanycopyofthecertificatethatever
existed.Thispaperprovidesthesolutiontotheeducationalcertificationproblembyemployingthe
blockchainnetwork.Thisnetworkworkasatrustedsystemforsecuring,transparent,sharing,and
verifyingacademicachievementsthatcanbeappliedtothenon-formalandformaleducationsectorto
safeguardtheirbrandsandreputations.Specifically,thisnetworkmanagestheacademiccredentialsin
distributednature,recordedandimmutable;newentriesareinitiatedandvalidatedwithoutanythird-
partyintermediariesasthekeeperoftrust.Further,theparticipantsoftheblockchainnetwork(BN)
cancertifytheintegrityofthewhole.Toachievethis,first,wewillcreateablockchainnetworkfor
issuingcertificates.Second,establishingthecryptographicidentitymanagementsystemfordifferent
participants. Third, ensuring the integrity, transparent Issuance, and more effortless verification
procedureforallparticipantsbyeliminatingatrustedthirdpartyrequirement.Hence,weprovide
ascalable,efficient,anddurablenetworkforeducationalinstitutions,whichensurestransparency,
immutability,trust,andeaseofusetoallparticipants.

Thissectionalsopresentstheliteraturesurvey,whichprovidesthebasisfortheproposedwork.
Initially,wepresentedsomeofthelimitationsofcurrentdigitalcertificatesbasedonaweboftrust.
First,toensuretheintegrityofanydigitaldataortransaction,digitalsignaturesmakeuseofathird-
partycertificateforcontrollinganyaspectofthecertificationandverificationprocess,whichcan
bedisingenuous.Second,Currentdigitalsignaturesdonothaveauniversallyusedopenstandard.
Third,Duetoitscentralizednature,asinglepointoffailurecaneasilydestroytheelectronicrecords
orbeprone to large-scaledata-leaksdue todigitalcertificates’registries.Basedonthese issues,
Existingliteratureproposedvariousmechanismstoprovidethesolutions.In(MITMediaLab,2018),
Blockcertsprovidesasolutionthathasbeenexploredpartiallytoissuedigitalcertificatestogroups
ofindividualsusingblockchain,calledBlockcerts.MITMediaLabimplementsthisBlockcert.The
Blockcertsprovidesthesolutionstoissue,view,andverifycertificatesusingblockchainandprovides
thefacilitytorevokeacertificate.In(World’sfirstblockchaincareerverificationplatform,2018),Gary
McKayetal.proposedtheAPPIIplatformthatprovidesrecruitment,careermanagement,andonline
verification.ThisAPPIIisablockchain-basedframeworkthatverifiesindividuals’assertions,where
theemployercaneasilyfindthetoptalentofindividualsandincreaseproductivity.However,this
methodisverycostlyandtime-consuming.In(InstantlyVerifyQualifications”,Gradba.se,2018)The
GradbaseisaLondonstartup-basedcompany.Theyprovidedthesolutionstorulesoutthefraudsters
atthebeginningoftherecruitingprocess.TheyusetheBitcoinBlockchaintechnologythatverifies
the individualdata instantaneouslyof their truequalificationsandguarantees thedegreeclaim’s
authentication.Butitisathird-partycompanythatassurestherecruitersandIssuers(educational
institutions)whouploadthestudentrecordsongradbaseBitcoinBlockchain.EKO(https://www.
echolink.info,2018)isapublicblockchain-basedsystemforDistributedApplications(DApps)that
verifieseducationcertificates.Specifically,itprovidestrustedinformationtothejobproviderson
thecandidate’seducation,skill,andworkexperience.However,apublicblockchainisnotsuitable
forthecertificationsystembecauseithasprivacy,scalability,andstorageissues.

In(Li,H.,&Han,D.(2019))proposedtheEduRSSschemetostoreandshareeducationalrecords
usingablockchainnetwork.Theirworkisbasedonanoff-chainstoragemechanismthatstoresthe



 

 

22 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/verifiable-authentication-and-issuance-of-

academic-certificates-using-permissioned-blockchain-

network/284052

Related Content

The Role of Cybersecurity Certifications
Adrian Davis (2019). Cybersecurity Education for Awareness and Compliance (pp.

222-248).

www.irma-international.org/chapter/the-role-of-cybersecurity-certifications/225927

Cybercrime and Cybersecurity Laws in Current and Future Contexts With

Evolving Crimes Across National Boundaries
Banhita Sarkar, Anirban Mitraand Sujoy Chatterjee (2023). Exploring Cyber Criminals

and Data Privacy Measures (pp. 268-281).

www.irma-international.org/chapter/cybercrime-and-cybersecurity-laws-in-current-and-future-

contexts-with-evolving-crimes-across-national-boundaries/330219

Perturbation-Based Fuzzified K-Mode Clustering Method for Privacy

Preserving Recommender System
Abhaya Kumar Sahoo, Srishti Raj, Chittaranjan Pradhan, Bhabani Shankar Prasad

Mishra, Rabindra Kumar Barikand Ankit Vidyarthi (2022). International Journal of

Information Security and Privacy (pp. 1-20).

www.irma-international.org/article/perturbation-based-fuzzified-k-mode-clustering-method-for-

privacy-preserving-recommender-system/285021

Combining Elliptic Curve Cryptography and Blockchain Technology to

Secure Data Storage in Cloud Environments
Faiza Benmenzerand Rachid Beghdad (2022). International Journal of Information

Security and Privacy (pp. 1-20).

www.irma-international.org/article/combining-elliptic-curve-cryptography-and-blockchain-

technology-to-secure-data-storage-in-cloud-environments/307072

http://www.igi-global.com/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-blockchain-network/284052
http://www.igi-global.com/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-blockchain-network/284052
http://www.igi-global.com/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-blockchain-network/284052
http://www.igi-global.com/article/verifiable-authentication-and-issuance-of-academic-certificates-using-permissioned-blockchain-network/284052
http://www.irma-international.org/chapter/the-role-of-cybersecurity-certifications/225927
http://www.irma-international.org/chapter/cybercrime-and-cybersecurity-laws-in-current-and-future-contexts-with-evolving-crimes-across-national-boundaries/330219
http://www.irma-international.org/chapter/cybercrime-and-cybersecurity-laws-in-current-and-future-contexts-with-evolving-crimes-across-national-boundaries/330219
http://www.irma-international.org/article/perturbation-based-fuzzified-k-mode-clustering-method-for-privacy-preserving-recommender-system/285021
http://www.irma-international.org/article/perturbation-based-fuzzified-k-mode-clustering-method-for-privacy-preserving-recommender-system/285021
http://www.irma-international.org/article/combining-elliptic-curve-cryptography-and-blockchain-technology-to-secure-data-storage-in-cloud-environments/307072
http://www.irma-international.org/article/combining-elliptic-curve-cryptography-and-blockchain-technology-to-secure-data-storage-in-cloud-environments/307072


Intelligent Transportation Systems Security and Privacy
Guilherme Santo, Leonel Santos, Rogério L. C. Costaand Carlos Rabadão (2023).

Information Security and Privacy in Smart Devices: Tools, Methods, and Applications

(pp. 122-141).

www.irma-international.org/chapter/intelligent-transportation-systems-security-and-

privacy/321341

http://www.irma-international.org/chapter/intelligent-transportation-systems-security-and-privacy/321341
http://www.irma-international.org/chapter/intelligent-transportation-systems-security-and-privacy/321341

