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ABSTRACT

Toavoidinformationsystemsmalfunction,theirintegritydisruption,availabilityviolation,aswell
asdataconfidentiality,itisnecessarytodetectanomaliesininformationsystemoperationasquickly
aspossible.Theanomaliesareusuallycausedbymaliciousactivity–informationsystemsattacks.
However,thecurrentapproachestodetectanomaliesininformationsystemsfunctioninghavenever
been perfect. In particular, statistical and signature-based techniques do not allow detection of
anomaliesbasedonmodificationsofwell-knownattacks.Dynamicapproachesbasedonmachine
learningtechniquesresultinfalseresponsesandfrequentanomalymiss-outs.Therefore,varioushybrid
solutionsarebeingfrequentlyofferedonthebasisofthosetwoapproaches.Thepapersuggestsa
hybridapproachtodetectanomaliesbycombiningcomputationallyefficientclassifiersofmachine
learningwithaccuracyincreaseduetoweightedvoting.Pilotevaluationofthedevelopedapproach
proveditsfeasibilityforanomalydetectionsystems.
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1. INTRoDUCTIoN

Itishighlyimportanttoquicklydetectanomaliesincomplexcomputernetworks,theonesthatcan
becausedbymaliciousattacks.Suchattackscanresultinnetworkinabilitytofunctionproperly,data
lossormisrepresentationorevenitsleak.Forearlydetectionofanomaliesspecialsoftwaresystems
areusedtodetectandclassifythem.Similarsystemsarebuiltonthebasisofthetraditionalsignature-
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basedtechniquestodetectanomalies(Afeketal.,2019;AlYousef&Abdelmajeed,2019),aswellas
machinelearningtechniques(Sultanaetal.,2019;Yuetal.,2017).Signature-basedtechniquesdonot
allowdetectionofanomaliescausedbyattacksthataresomemodificationsofwell-knownattacks
(Chakravartyetal.,2019),andapproachesbasedonmachinelearningcanresultinfalseresponses
andanomalymiss-outs(Gaoetal.,2019;Umeretal.,2017).

Manyspecialistshavebeenworkingtoovercomethesedrawbacks(Xuetal.,2018;Ramanet
al.,2017;Leetal.,2017).Inparticular,thesignaturesareusedasatrainingsettotrainclassifiers
(Hoang&Nguyen,2019).Therearehybridapproachesbasedonensemblesofclassifiers(Khraisatet
al.,2019;Zhangetal.,2018).Theexistingapproacheshoweverdonotallowdetectionofanomalies
thatarerelevanttoneworformallyknownmodifiedattackswithhighaccuracyandlownumberof
falsepositiveresponsesatthesametime.

Intheseconditionsthesearchformorereliableapproachestodetectanomalieshasbecomeurgent.
Thepaperoffersahybridapproachtodetectanomaliesbysignatureanalysisandweightedvotingof
classifiersthatarebuiltonthebasisofmachinelearning.Theclassifierswerechosentobelogistic
regression,stochasticgradientdescentanddecisiontree.Suchachoiceisexplainedbyrelatively
lowcomputationalcomplexityofalgorithms,becausetheanomalydetectionsystemisdesignedto
operateinrealtime.Theexperimentscarriedoutprovedthatthesuggestedapproachfeatureshigh
accuracyofdetectionofwell-knownandnewanomaliesaswellashighrepetitiveness.

Further, thepaper isorganizedas follows: section 2 considers some studies about anomaly
detectionwherewewillchoosesuitablecomponentstoimplementthecombinedapproachaswellas
viewvariousdatasetsandchooseasuitabletoinvestigatethesuggestedapproach;section 3describes
thesuggestedapproach;section 4fullyconsiderstheexperimentcarriedoutanddrawstheconclusion
abouttheeffectivenessofthesuggestedapproachandthepotentialoftheresearchinthisfield.

2. ReLATeD WoRKS

2.1. Approaches to Detect Anomalies
Therehavebeenvariousclassificationsofapproachestodetectnetworkanomalies.Inparticular,in
study(Ahmedetal.,2016)theapproachesaredividedintothefollowinggroups:

• Knowledge-basedtechniques(wheresignatureanalysisismostfrequentlyused);
• Behavioraltechniques;
• Statisticaltechniques;
• Classifiersbasedonmachinelearninganddatamining(whichincludedecisiontrees,logistic

regression,supportvectormachine,artificialneuralnetworksandmanyothers);
• Ensemblesofseveralclassifiersandhybridapproaches.

Eachoftheapproachestodetectanomalieshasitsadvantagesanddisadvantages.Inparticular,
signatureanalysisisalmostfaultlessforthefirstandsecondtypesoferrorswhendetectingwell-
knownanomalies.Computationalcomplexitydependsonthesizeofsignaturebaseandthenumber
ofparametersofeachsignature.

Behavioralandstatistical techniquesfeaturetheproblemswithaccuracyandlowprevalence
(Ahmedetal.,2016).Thatiswhywedonotconsidertheminourstudy.

Hybridapproachestogetherwithsignatureanalysisemployensemblesofclassifiersbasedon
machinelearning.Theseensemblesareimplementedbytheterminalclassifierwhichirreversibly
relegatesthecurrenteventofnetworkactivitytoacertaingroupbyaggregatingclassifiersoutputs
(Choi&Jang,2018).Suchapproachesallowustoreceivehigheraccuracyanddetectbothwell-known
andunknownanomalies(Fernandesetal.,2019).Someclassifiersarelimitedtobeusedinhybrid
approachesbecauseoftheircomputationalcomplexity.
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