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ABSTRACT

Assigningdevelopersforhighlysecuredsoftwareprojectsrequiresidentifyingdevelopers’tendency
tocontributetowardsvulnerablesoftwarecodescalleddeveloper-centricsecurityvulnerabilityto
mitigateissuesonhumanresourcemanagement,financial,andprojecttimelines.Thereareproblems
inassessingthepreviouscodebasesinevaluatingthedeveloper-centricsecurityvulnerabilitylevel
ofeachdeveloper.Thus,thispapersuggestsamethodtoevaluatethisthroughthetechno-behavioral
featuresoftheirpreviousprojects.Consequently,theauthorspresentresultsofanexploratorystudy
ofthedeveloper-centricsecurityvulnerabilitylevelpredictionusingadatasetof1,827developersby
logicallyselecting13techno-behavioralfeatures.Theresultsdepictthatthereisacorrelationbetween
techno-behavioralfeaturesanddeveloper-centricsecurityvulnerabilitywith89.46%accuracy.This
modelenablestopredictdeveloper-centricsecurityvulnerabilitylevelofanydeveloperiftherequired
techno-behavioralfeaturesareavailable,avoidingtheanalysisofhis/herpreviouscodebases.
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INTRoDUCTIoN

Computer software should satisfy two types of requirements in the application domain namely
functionalandnon-functionalrequirements.Bothareequallyimportanttobesatisfiedregardless
of their operational industry domain. Moreover, software quality has been described by many
characteristicaspects.Thereareseveralmetricsforsoftwarequalitythatcanbeusedtoevaluatethe
qualitiesofsoftwaresuchasscalability,security,reliability,andusability(Gorton,2011).Among
allthesequalitymetrics,softwaresecurityhasbeendescribedasoneofthemostsignificantquality
attribute(Stephensonetal.,1992)since,asecurityvulnerabilitycanbeacauseofahugedisaster
whichcanlosebilliondollarsofassets(Willetts,2014)toanorganizationorevenlives(Csulaket
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al.,2017).Generally,functionalissuesinasoftwarewhichcanbeconsideredascausingdefectsin
softwarearepossibletobetestedandvalidatedbyexecutingtestscenariosofthebusinesslogic.
However,non-functionalissueswhichcanbeconsideredascausingvulnerabilityinthesoftwareare
difficulttoidentifysinceitmaynotgetexposedbytheexecutionofpredeterminedtestscenarios
(Zimmermannetal.,2010;Krsul,1998).Itshouldbenotedthattheterm‘software vulnerability’is
mainlyreferredtointhecomputingdomainconcerningasecurityflaw,glitch,orweaknessfoundin
softwareorinanoperatingsystem(OS)thatcanleadtosecurityconcerns.

AlthoughmanyComputer-AidedSoftwareEngineering(CASE)toolsareavailable,humansstill
dominateasthecorecontributorsofthesoftwaredevelopmentprocess.Tothisend,itisaninevitably
applicablescenariothatsoftwareisvulnerabletofunctionalandnon-functionaldefectsduetohuman
mistakes.Softwaredefectsandvulnerabilitieshavemanysimilaritiessincebothareincurreddueto
humanmistakes.However,vulnerabilitiesdifferfromdefectssincetheyareactivelyobservedbythe
attackerswithmaliciousandcriminalintentwhiledefectsareexposedthroughthevalidusecasesof
itsnormalusage(Krsul,1998).Thevulnerabilityofasoftwareapplicationcouldoccuratanystage
ofthesoftwaredevelopmentlifecycleandmaybeintroducedduetovariousreasonssuchasinvalid
requirementspecification,weakarchitecturaldesigns,weakandvulnerableimplementationtechniques,
andalgorithmsandweaktestscenariosexecuted.Inthisstudy,thefocusisscopedonvulnerabilities
thatthedeveloperhascausedorcontributedtosourcecodeofthesoftware.Eachsoftwaredeveloper
hasauniqueskilllevel,experience,capacity,technologyinterests,domaininterests,andmanyother
characteristicswhichcanaffecttheoverallqualityofthesoftwarepositivelyornegativelythathe/
shedevelops.

Inlarge-scalesoftwaredevelopmentprojects,itisimportant,butacomplextasktoensurethat
alldevelopersareskilledandexperiencedenoughtocontributeandcollaboratetowardsthesuccess
oftheprojectavoidinganysecurityvulnerabilitiesinsoftwarethroughoutthedevelopmentlifecycle.
Thus, itwillbea challenging task to evaluate and identifyadeveloper’s tendency tocontribute
towardsvulnerablesoftwarecodeswhichareforconveniencetermedasadeveloper-centric security 
vulnerabilityinthispaperfromthispointonwards.Priorknowledgeofdeveloper-centricsecurity
vulnerability issignificantwhenthereisaneedforselectingdeveloper teamsforhighlysecured
mission-criticalsoftwaredevelopmentprojects.Tothisend,itwouldbebetterifdeveloper-centric
securityvulnerabilitycouldbeidentifiedinadvanceandtakenasaparameterintothedeveloper
selectioncriteriaattheveryinitialstageofthesoftwareproject.Thisisbecausedeveloperswith
lessornovulnerabilitypredictionmayminimizetheriskofcausingsecurityvulnerabilitiesinthe
finalsoftwareproduct.Otherwise,itwillbeatime-consumingandtedioustasktoinvestigatethe
accumulating codebaseof anongoing softwareproject for securityvulnerability.Moreover, this
investigationprocessmustbedoneoneachdeveloperbasisidentifyingindividualcodefragments
inthecodebasealongwiththeirvulnerabilities.Ifthedevelopercodecontributionhasnotbeenup
tothesecuritystandardsorpracticesitmaycausepracticalissuesinhumanresourcemanagement
leadingtosubstitutionsorswapsindeveloperteamsandtheirresponsibilities.Thisisnotafeasible
taskinthecontextofcertainprojectssuchashighlysecuredmission-criticalsoftwaredevelopment
projectswithstrictproject timelinesandmanyother technicalandnon-technicalconstraintsand
mayalsoaddasignificantamountofextracost/overheadtothesoftwareproject.Itshouldalsobe
notedthatdetectingthesecurityvulnerabilityofongoingsoftwareprojectsrequiresspecialtoolsto
haveaccesstothecodebaseoftheprojectandismoredifficultthanidentifyingasoftwaredefect
thatmayoccurduetoafunctionalissue(Zimmermannetal.,2010;Krsul,1998).Addingtothis
complexity,theaccessibilityofthecodebaseofhighlysecuredmission-criticalprojectsmayvery
wellsubjecttorestrictions.Hence,itemphasizestherequirementtohaveamechanismtoidentify
thepotentialdeveloper-centricvulnerabilityinadvancethusmitigatingthesecurityvulnerabilityof
ongoingsoftwareprojects.

A probable scenario is to analyze the quality features of the previously developed software
codebase to find out the responsible developers who have contributed security-wise weak code
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