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ABSTRACT

Oneoftheimportantissuesinthetelemedicinefieldreferstoanadvancedsecurecommunication.
Digitalimagewatermarkingisanidealsolutionsinceitprotectstheelectronicpatient’sinformation
fromunauthorizedaccess.Thispaperpresentsanovelblindfragile-basedimagewatermarkingscheme
inspatialdomainthatmergesspeeduprobustfeatures(SURF)descriptorwiththewell-knownWeber
descriptors(WDs)andArnoldalgorithm.Itprovidesagoodwayforenhancingtheimagequality
andtimecomplexityformedicaldataintegrity.Firstly,thewatermarkimageisshuffledusingArnold
chaoticmap.Secondly,theSURFtechniqueispracticedtoregionofinterest(ROI)ofthemedical
imageandthentheblocksaroundtheSURFpointsareselectedtoinsertthewatermark.Finally,the
watermarkisencrustedandextractedusingWDs.Experimentalresultsshowgoodimagefidelity
withtheshortestexecutiontimetoensuremedicalimageintegrity.
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1. INTRoDUCTIoN

Theworldhaswitnessedanimprovementinhumanhealthcareconditionsinrecentyears,dueto
continuous technological advances to improve patient safety by identifying early patient risks.
However,healthcareorganizationsareawareoftechnologieswhenitcomestounauthorizedaccess
acrossunsecurednetworks.Disruptionofhealthstatusmayviolatetheconfidentialityofsensitive
secretinformation.

Digitalwatermarkingtechniqueshaveemergedinrecentyearstocontributeonsecurityissues
regardingconfidentialityandintegrityofmedicalimages.Awatermarkcanbeembeddedintoahost
image(Singhetal.,2019)toensureimageprotection,contentauthentication,andintegrity(Molina-
Garciaetal.,2020;Akhtarkavanetal.,2020).Imagewatermarkingcanbeclassifiedasrobust,semi-
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fragile,orfragile(Liuetal.,2019;Hsuetal.,2020;Ortizetal.,2019).Therobustapproachesareoften
usedforownershipproofingwheretheembeddedwatermarkshouldbesupertoughagainstanyattempt
todeleteit(Nejatietal.,2019;Wangetal.,2017).Insemi-fragileapproaches,thewatermarkmust
dealwithatleastminorattacks(Hurrahetal.,2020),unlikefragileapproacheswherethewatermark
isbrakedafterundergoinganyoperation(Prasadetal.,2020).Fragileandsemi-fragiletechniques
canbeusedfordataintegrityandauthenticity(Yuetal.,2019;Borahetal.,2020).Additionally,
theimagewatermarkingtechniquescouldbeclassifiedasblind(Lietal.,2020),wherethereceiver
couldextracttheembeddedwatermarkwithoutrequiringtheoriginalwatermarkorthehostimage,
Semi-blind(Horngetal.,2014)andnon-blind(Lietal.,2020)whererespectivelytheembedded
watermark,hostimagearerequiredtoextractthewatermark.

Severalwatermarkingmethodshavebeenproposed(Haghighietal.,2019;Molina-Garciaetal.,
2020;Akhtarkavanetal.,2020;Hurrahetal.,2020;Gulletal.,2020;Bhaleraoetal.,2020).Each
onehasitsadvantagesanddrawbacks.Thestudyandanalysisofseveralmethodshaveindicated
thattheyshouldbeusedinasecureandimperceptiblemannerwithlowcomputationalcomplexity.
Atthesametime,thereceivercouldcheckiftheembeddedwatermarkedimagewasalteredduring
transmission.Inhealthcare,anyalterationontheimagecontentpresentsaseriousconcernduetothe
sensitiveinformationinmedicalimages;evenasmoothalterationwillinciteincorrectinterpretation
fromthephysician.Medicalimageshavespecificfeaturescomparedtootherkindofimagessuchas:
less texture.Weneedtoconstantlyconsidertheimportanceofeachpixelinmedicalinterpretation
toachievecorrectmedicalinterpretation.

To overcome the challenges mentioned above, fragile watermarking techniques are widely
adoptedtosecuremedicalimages.Inthispaper,weproposeanewsecureandfastwatermarking
techniquewithenhancedimperceptibilityfortamperdetectionissue.TheapproachcombinesSpeed
UpRobustFeatures(SURF)Descriptors,WeberDescriptors(WDs)andArnoldChaoticMap(ACM),
toenhancemedicalimagequalitywhenembeddingawatermarkbyimprovingdata’sauthenticity
andprovidingsufficientwatermarksecurity.Webenefitfrommultipleadvantagesofthepowerful
SURFdescriptorstoachievelesscomputationalcomplexitywhileensuringwatermarkrecovery.The
proposedapproachappliedWDstobothembeddingandextractingprocessesfortamperdetection,
whileArnold’schaoticmapisusedtosecurethewatermark.

Therestof thepaper isorganizedasfollows:Relatedworksarepresentedinsection2.The
fundamentaltheoriesoftheproposedapproachareexplainedinsection3.Theproposedalgorithm
isdiscussedinSection4.ResultsandperformanceanalysisaredescribedinSection5.Section6
presentsourconclusionandfutureworks.

2. ReLATeD WoRKS

Overthelastyears,therehavebeenmanyfragilewatermarkingmethods(Haghighietal.,2019;Sinhal
etal.,2019;Tohidietal.,2019;Molina-Garciaetal.,2020;Akhtarkavanetal.,2020;Bhaleraoetal.,
2020;Hurrahetal.,2020;Gulletal.,2020).Theproposedmethodscovertheimageauthentication
issueandpreservetheconfidentialityandprivacyofhealthdata.In(Haghighietal.,2019),theauthors
presentedafragileblindwatermarkingschemeusingLiftingWaveletTransform(LWT),Chebyshev
System,andGeneticAlgorithm(GA).TheLWTandimageblocksdifferencingareusedforgenerating
fourcompactdigests.Fourchancesareobtainedtorecover2×2destroyedblocks.Finally,theGAis
usedtooptimizetheembeddedbitsforbetterimperceptibility.Theexperimentalresultsindicatedthat
theproposedmethodprovidesasignificantimprovementintermsofsafeguard,tamperdetection,and
recoveryaccuracycomparedtoexistingmethods.However,themethodrequireshighexecutiontime.

In(Sinhaletal.,2019)authorspresentedatamperingdetectionandrecoverywatermarkingmethod
basedonmultipleLSBbitsubstitutions.Thefragilewatermarkbitsareembeddedusingrandom
insertion.Thistechniqueshowsgoodresultintermsofalteringdetectionaccuracyandrecovery,but
sufferingfromlowimperceptibilitydegree(i.e.lessthan40dB).
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