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Abstract

This chapter describes a peer-to-peer approach for managing data backup
and recovery in an enterprise environment. Data management systems in
enterprises constitute a significant portion of the total cost of management
of data in enterprise systems. Maintaining data with a high degree of
availability and reliability is typically done by having a centralized backup
system that maintains backup copies of data. The maintenance of a large
dedicated backup server for data management requires a highly scalable
network and storage infrastructure, leading to a major expense center
within the enterprise. With the current trends in workstation disk storage,
an alternative peer-to-peer paradigm for data management can offer an
approach that provides equivalent performance at a fraction of the cost of
the centralized backup system. The author hopes that the contents of the
chapter would lead to the development of more solutions that harness the
power of peer-to-peer networks.
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Introduction

Peer-to-peer (P2P) technology has become mainstream media story due to its
widespread use in exchanging popular files, and has almost become synonymous
with music swapping over the Internet. The popularity of peer-to-peer systems
on the Internet underscores the amount of scalability and ease of administration
that is offered by that technology. These features enable peer to peer technology
to be exploited for many other applications, both over the Internet as well as
within enterprise networks. In this chapter, we look at one such application of
peer-to-peer systems which can result in substantial cost savings for many
enterprises.

One of the key support functions expected of an IT department in most medium-
and large-scale companies is that of backup and recovery of files stored on the
various computers within the enterprise. Data stored in a computer may be lost
due to various causes, such as user mistakes, power outages, disk crashes,
accidental erasures, viruses, and so forth. Data management systems within an
enterprise facilitate the recovery of lost data. The standard modus operandi of
data management systems is to make automated periodic copies of data,
restoring files from the most recent backup copy when required.

Most enterprises operate a backup server to maintain backup copies of data
across the different machines in an enterprise. Such backup servers must have
the capacity to store all of the data present in a large number of client computers
while providing a very high level of availability. Due to the volume of data in an
enterprise, backup servers tend to be high-end, expensive machines with high-
capacity data storage devices. Many vendors provide software products that
provide data backup and restore functions.

The operation and maintenance of backup servers is an expensive operation for
most enterprises. For every dollar spent on new storage hardware, enterprises
are estimated to spend three dollars to manage data (Clark, 2002). In many
enterprises, the growing cost of IT operations is a significant concern. Further-
more, industrial surveys indicate that up to 60% of storage capacity in an
enterprise typically remains unused.

The excess storage capacity available in the devices can be exploited to provide
data backup services to other devices in the enterprise. This can enable
machines in an enterprise to provide collaborative backup service to each other,
eliminating the need for an expensive backup server. The caveat, of course,
would be to ensure that the collaborative backup remains as reliable as the
traditional backup server.

This chapter describes a peer-to-peer system for data backup and recovery
services, and analyzes its reliability and availability. Our calculations show that
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