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ABSTRACT

Cloud-based platforms are helping organizations like health care systems to improve conditions of patients
and saving their lives. Medical professionals are making use of cloud technology to collect information
regarding patients more than before and exchange it over different geographical regions. However, the
exchange of patient data and information is taking place via complex systems with huge vulnerabilities
and risks. In this article, the authors have outlined a model for preserving privacy in data storage used
in health care systems by validating access to the data through IP based detection and geographical
location-based security techniques. Later, the privacy is enabled by using k-mean clustering technique
for validating the user access and avail subscriptions whenever consumer want to use the organization
services. The authors also provide the concept of using constant key length encryption technique to
secure data on cloud storage irrespective of the type of user.
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1. INTRODUCTION

Proper utilization of Cloud Computing for storage of Electronic Health Records is significantly marking
difference than relying on paper medical records which was hindering and limiting the coordination and
communication between patients and doctors (Aziz & Guled, 2016). Cloud computing enables users to
access information stored on shared pool of resources at remote places with different data transfer &
delivery interfaces. Cloud computing definition in (Vouk, 2008) is “A large-scale distributed computing
paradigm that is driven by economies of scale, in which a pool of abstracted, virtualized, dynamically
scalable, managed computing power, storage, platforms, and services are delivered on demand to exter-
nal customers over the Internet.” A cloud storage provider provides support in terms of storage to the
consumers to store their sensitive and non-sensitive data on the cloud (Dillon, Chen, & Chang, 2010).
Cloud storage models can be implemented as public storage model, private storage model and hybrid
storage model. A storage provider provides additional services to the consumers like file sharing, docu-
ment compatibility, backup of data, big data storage, scale up and scale down, etc. (Naruchitparames &
Gunes, 2011). Despite the enormous business and specialized favorable circumstances of the storage
benefits of cloud computing, the confidentiality of data is one of the major flaws in the acceptance of
cloud. Cloud is a multi-tenant environment in which consumers consume Cloud Service provider’s
infrastructure which is shared among other consumers (Grobauer, Walloschek, & Stocker, 2011). The
question of privacy and confidentiality comes in mind immediately whenever a user shares informa-
tion in cloud. Privacy and security become an obstacle in the adoption of the cloud on a massive level
(Rong, Nguyen, & Jaatun, 2012). The major problem in cloud storage is that owner does not have full
control over the data which is stored on the cloud. If any unauthentic user attempts to use the services
of cloud of any user, then there need to have a full proof security mechanism to protect unauthorized
access the data (Javaid & Ijaz, 2013). Therefore, consumer wants to have full proof security policies to
apply before storing data on cloud.

The outline of the paper is structured as follows: Section 2 describes the related work on privacy and
security of data storage on cloud. In Section 3, the problem is proposed and an approach for enhancing
security on data storage is outlined. Section 4 discusses experimental setup and results are drawn in
Section 5. Conclusion and future scope of the approach is given in section 6.

2. RELATED WORK

Several methods have been outlined to provide and preserve privacy to the shared data on cloud platforms
and health care systems. Some privacy issues are highlighted in (Na & Xumin, 2010). In this paper, the
authors analyse and survey security and privacy in cloud computing environments. Zissis & Lekkas,
2012) attempt to evaluate cloud computing security by introducing a trusted third party and eliminating
unique threats.

(Dawoud & Turgay Altilar, 2017) defined and provided the possible scenarios for the integration of
cloud systems with e-health care systems. The various requirements in terms of privacy and security
for these scenarios are also defined. The authors have proposed the complete guidelines for the security
and privacy challenges in e- health systems with cloud systems.

(Wang, Ma, Xhafa, Zhang, & Luo, 2016) described several identity-based cryptographic techniques
including new identity based proxy re-encryption for securing e-health systems. They concluded that

899



11 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/cloud-storage-privacy-in-health-care-systems-

based-on-ip-and-geo-location-validation-using-k-mean-clustering-
technique/280209

Related Content

Secure and Optimized Mobile Based Merchant Payment Protocol using Signcryption
Shaik Shakeel Ahamad, V. N. Sastryand Siba K. Udgata (2012). International Journal of Information
Security and Privacy (pp. 64-94).

www.irma-international.org/article/secure-optimized-mobile-based-merchant/68822

A State-of-the-Art Review of Data Stream Anonymization Schemes
Aderonke B. Sakpereand Anne V. D. M. Kayem (2014). Information Security in Diverse Computing
Environments (pp. 24-50).

www.irma-international.org/chapter/a-state-of-the-art-review-of-data-stream-anonymization-schemes/114368

Methods for Extracting the Skeleton of an Image Based on Cellular Automata With a Hexagonal
Coating Form and Radon Transform

Ruslan Leonidovich Motornyukand Stepan Mykolayovych Bilan (2020). Handbook of Research on
Intelligent Data Processing and Information Security Systems (pp. 289-329).

www.irma-international.org/chapter/methods-for-extracting-the-skeleton-of-an-image-based-on-cellular-automata-with-a-

hexagonal-coating-form-and-radon-transform/243046

Feasibility Approaches to Reduce the Unreliability of Gas, Nuclear, Coal, Solar and Wind
Electricity Production

Roy L. Nersesianand Kenneth David Strang (2017). International Journal of Risk and Contingency
Management (pp. 54-69).

www.irma-international.org/article/feasibility-approaches-to-reduce-the-unreliability-of-gas-nuclear-coal-solar-and-wind-

electricity-production/170490

ETP-AKEP Enhanced Three Party Authenticated Key Exchange Protocols for Data Integrity in
Cloud Environments

Kalluri Rama Krishnaand C. V. Guru Rao (2022). International Journal of Information Security and Privacy
(pp. 1-15).
www.irma-international.org/article/etp-akep-enhanced-three-party-authenticated-key-exchange-protocols-for-data-

integrity-in-cloud-environments/310515



http://www.igi-global.com/chapter/cloud-storage-privacy-in-health-care-systems-based-on-ip-and-geo-location-validation-using-k-mean-clustering-technique/280209
http://www.igi-global.com/chapter/cloud-storage-privacy-in-health-care-systems-based-on-ip-and-geo-location-validation-using-k-mean-clustering-technique/280209
http://www.igi-global.com/chapter/cloud-storage-privacy-in-health-care-systems-based-on-ip-and-geo-location-validation-using-k-mean-clustering-technique/280209
http://www.irma-international.org/article/secure-optimized-mobile-based-merchant/68822
http://www.irma-international.org/chapter/a-state-of-the-art-review-of-data-stream-anonymization-schemes/114368
http://www.irma-international.org/chapter/methods-for-extracting-the-skeleton-of-an-image-based-on-cellular-automata-with-a-hexagonal-coating-form-and-radon-transform/243046
http://www.irma-international.org/chapter/methods-for-extracting-the-skeleton-of-an-image-based-on-cellular-automata-with-a-hexagonal-coating-form-and-radon-transform/243046
http://www.irma-international.org/article/feasibility-approaches-to-reduce-the-unreliability-of-gas-nuclear-coal-solar-and-wind-electricity-production/170490
http://www.irma-international.org/article/feasibility-approaches-to-reduce-the-unreliability-of-gas-nuclear-coal-solar-and-wind-electricity-production/170490
http://www.irma-international.org/article/etp-akep-enhanced-three-party-authenticated-key-exchange-protocols-for-data-integrity-in-cloud-environments/310515
http://www.irma-international.org/article/etp-akep-enhanced-three-party-authenticated-key-exchange-protocols-for-data-integrity-in-cloud-environments/310515

