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Chapter VI
Privacy Management of
Patient—-Centered E-Health

Olli P. Jiarvinen
Finnish Game and Fisheries Research Institute, Finland

ABSTRACT

This chapter introduces the privacy management framework as a means of studying patient-centered

e-health. The chapter raises some important issues in regards to the privacy domain of e-health and of-

fers a privacy framework to look at the issue that addresses some of the concerns people and industries

have regarding privacy. The framework does not neglect the important distinction between the different
interests affected by e-health. It acknowledges the voluntary nature of the way in which individuals have
surrendered control over personal information in exchange for the benefits that information technology

brings. Because the applications of information technology are logically malleable, there are sufficient

strategic reasons to suggest that privacy management as a concept and practice will survive, and that
to ignore privacy issues might be fatal for the success of PCEH.

INTRODUCTION

Transactional and interactive patient-centered e-
health (PCEH) has many directimpacts on health
service. Most e-health Web sites are pitched pub-
licly as tools that give individuals greater control
over their lives and their healthcare. Electronic
health information on the Internet can be easily
accessible to many different people. A health
provider’s ability to quickly access a customer’s
entire medical record, assembled from various

sources, can facilitate diagnosis and eliminate
medical errors, such as prescribing incompatible
medications. Healthrecords are kept and shared for
diagnosis and treatment of the customer, payment
of healthcare services rendered, public health re-
porting, research, and even for marketing and use
by the media. Individuals can interact with doctors
and other participants in chatrooms and by e-mail,
and they can obtain healthcare services, such as
second opinions and medical consultations, and
products such as prescription drugs, online (Choy,
Hudson, Pritts, & Goldman, 2001).
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Unfortunately, such information practices may
conflict with individuals’ desires to be shielded
from unauthorized use of their personal informa-
tion. All of these activities involve the exchange
of information with or without the consent of the
individual, and with or without their knowledge.
Mouse clicks and keystrokes are frequently
recorded by online health organizations. That
means information about which Web sites he or
she visits, how long he or she stays there, and
where he or she goes afterward are recorded.
The majority of data exchange is visible to the
individual, but there are many methods through
which a Web site can gather information without
the individual being aware, including cookies and
data-mining. Whenever he or she visits a Web site,
alarge amount of information may easily become
available to the Web site. When transactions are
stored and exchanged using electronic services,
personally identifiable information become more
widely accessible and potentially vulnerable.
Even when a customer orders a medicine from an
online pharmacy, transactional information about
the purchase is recorded, and information about
that particular transaction can be (and frequently
is) used for future business decisions and actions
(Jarvinen, 2005).

The ability to provide differentiated, consis-
tently superior service on the Internet will be
crucial to the survival of healthcare providers
and affiliated organizations, and the customer
vulnerability is exceptionally high, due to the
sensitive nature of information. The protection
of individuals’ personal health information is
not an option but a necessity, but the study of 39
U.S. health providers’ privacy policies submits
that health providers’ Web sites are still at rela-
tively early stages in their privacy issue evolution
(Jarvinen, 2005). Many practices suggest privacy
is not a fundamental priority for those organiza-
tions. Most Web sites do not meet fair information
practices—such as providing adequate privacy
notice, giving customers some control over their
information, and holding business partners to
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the same privacy standards. Every analyzed Web
site had a privacy policy, but the responsibility is
left to the customer to read and understand the
entire privacy policy at every visit. Many of the
analyzed privacy policies contained technical
and confusing language (i.e., unnatural language)
that makes it difficult for the customers to fully
understand what they are agreeing to.

When the ethical problems involving e-health
are considered, none is more paradigmatic than
the issue of privacy. Given the ability of informa-
tion technology to widely gather, endlessly store,
cheaply transfer, efficiently sort, and effortlessly
locate information, we are justifiably concerned
that e-health may provide the means to invade our
privacy and reveal information that is harmful
to us. Information and knowledge easily cross
cultural, institutional, organizational, and many
other boundaries, and e-health application and its
context may be so novel that there are no conve-
nient customs or laws established anywhere to
cope with privacy issues. A vacuum in terms of
privacy practice may occur in every culture. The
key detail of the Internet is that there is no such
thing as “absolute privacy.” There is no central
authority or management, and no one to install
the technology or establish network-wide security
and privacy policies. We are, however, reluctant
to give up the advantages and the services of the
Web technology. We appreciate the easy access
to the Web site services when checking health
information, buying the drugstore items, and
many other things. The number and kinds of
PCEH applications increase dramatically each
year, and the impact of the Web technology is
felt around the planet.

The widespread use of personally identifiable
information (PII) and the complexity of Web infra-
structure is acombination that makes solitude and
privacy more essential to the individual. Privacy
has emerged as a central policy concern as more
people go online every day. Not surprisingly, a
great many people are fretful about the things
that could happen online and the way in which
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