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AbstrAct

In this chapter, consumer online privacy legal issues are identified and discussed. Followed by the lit-
erature review in consumer online privacy legislation and litigation, a relational model is presented to 
explore the relationship of the issues, legal protections, and the remedies and risks for not complying 
with the legal requirements. Two survey studies are used to reinforce the vital need for a stronger role 
by the government and business community as well as the privacy awareness from online consumers 
themselves. This chapter is concluded with a vital call for consumer privacy education and awareness 
and government and legislators’ attention and timely responses with legislation that protects consumers 
against those who would misuse the technology.
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IntroductIon

Information privacy is defined as the right of in-
dividuals to control information about themselves 
(Richards, 2006). As the Internet becomes more 
popular and more people are using it as a daily 
means of communication, information sharing, 
entertainment, and commerce, there are more 
opportunities for breaches of privacy and mali-
cious intent attacks. There have been numerous 
bills introduced in the House of Representatives 
and the Senate in recent years attempting to leg-
islate protections for consumers regarding online 
privacy. Many of these attempts at legislation fail 
to become laws. This study aims to examine con-
sumer online privacy legal issues, recent litigation 
topics, and the present active legislation. The topic 
will be of interest because some of the legislation 
does not provide more consumer protection but is 
instead taking away consumer privacy such as the 
USA Patriot Act and the Homeland Security Act 
enacted after the terrorist attacks of September 
11, 2001. These laws give government more ac-
cess to private information instead of providing 
consumers with increased protections.  

Some relevant privacy issues are underage 
consumer protections, health information privacy, 
lack of consumer control over information stored 
in databases, information security breaches, and 
identity theft. Recent litigation in the United States 
in the information security area has been over the 
lack of protection over the information gathered 
and stored by companies from consumers. The 
Federal Trade Commission (FTC) has initiated 
lawsuits against companies not providing the 
level of information protection they should. The 
FTC charged Petco with Web site security flaws 
that allowed a structured query language (SQL) 
injection attacker to gain consumer credit card 
information (FTC File No. 032 3221, 2004). The 
FTC also charged BJ’s Wholesale Club with failing 
to secure credit card magnetic stripe information 
appropriately (FTC v. BJ’s Wholesale Club, Inc, 
2005). There was also a class action suit filed on 

behalf of Banknorth, N.A. (Visa and Mastercard) 
charging BJ’s Wholesale Club that “hackers” 
gained access to credit card information of card-
holders and used the information fraudulently 
(FTC v. BJ’s Wholesale Club, Inc, 2005). These 
instances are examples of companies failing to 
take proper measures to secure consumer informa-
tion. The stolen personal information could have 
been gathered through an online interaction or a 
personal visit to the company. These examples 
show that it does not matter how a consumer 
interacts with a company, either on the Web, in 
person, or on the phone, the company stores the 
information they gather in databases on their 
systems and all of the information is a target.     

Current laws relating to consumer online pri-
vacy and protections are the U.S. Safe Web Act 
of 2006, the USA Patriot Act of 2001, Homeland 
Security Act: Cyber Security Enhancement Act 
of 2001, the Federal Privacy Act of 1974, the 
Children’s Online Privacy and Protection Act of 
2000, and the Health Insurance Portability and 
Accountability Act of 1996. The points pertain-
ing to consumer privacy and protection will be 
included. Not all parts of the laws may be appli-
cable to the subject of this chapter.  

In the following section, consumer online 
privacy legal issues are identified and discussed.  
Followed by the literature review in consumer 
online privacy legislation and litigation, the 
authors present a relational model to explore the 
relationship of the issues, legal protections, and 
the remedies and risks for not complying with the 
legal requirements. Two survey studies are used 
to reinforce the vital need for a stronger role by 
the government and business community as well 
as the privacy awareness from online consumers 
themselves. This chapter is concluded with a vital 
call for consumer privacy education and aware-
ness and government and legislators’ attention 
and timely responses with legislation that protects 
consumers against those who would misuse the 
technology. 



 

 

15 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage: www.igi-

global.com/chapter/taxonomic-view-consumer-online-privacy/27729

Related Content

Strengths of Online Travel Agencies From the Perspective of the Digital Tourist
Mercedes Marzo-Navarro, Carmen Berne-Manero, María Gómez-Campilloand Marta Pedraja-Iglesias (2019).

Predicting Trends and Building Strategies for Consumer Engagement in Retail Environments (pp. 187-210).

www.irma-international.org/chapter/strengths-of-online-travel-agencies-from-the-perspective-of-the-digital-tourist/228221

User Satisfaction with Web Portals: An Empirical Study
Li Xiaoand Subhasish Dasgupta (2005). Web Systems Design and Online Consumer Behavior (pp. 192-204).

www.irma-international.org/chapter/user-satisfaction-web-portals/31248

360° Video as an Opportunity for the Inclusion of Product Placement
Jani Pavliand Tina Tomaži (2020). Handbook of Research on Transmedia Storytelling, Audience Engagement,

and Business Strategies (pp. 188-214).

www.irma-international.org/chapter/360-video-as-an-opportunity-for-the-inclusion-of-product-placement/253393

Digital Learning Analytics Recommender System for Universities
Hadeel Alharbiand Kamaljeet Sandhu (2020). Digital Innovations for Customer Engagement, Management,

and Organizational Improvement (pp. 184-199).

www.irma-international.org/chapter/digital-learning-analytics-recommender-system-for-universities/255058

Fan Culture in the Digital Age: Online Football Fan Forums as the Virtual Extensions of Football

Terraces
Anl Sayanand Gunes Ekin Aksan (2020). Handbook of Research on the Impact of Fandom in Society and

Consumerism (pp. 357-377).

www.irma-international.org/chapter/fan-culture-in-the-digital-age/237699

http://www.igi-global.com/chapter/taxonomic-view-consumer-online-privacy/27729
http://www.igi-global.com/chapter/taxonomic-view-consumer-online-privacy/27729
http://www.irma-international.org/chapter/strengths-of-online-travel-agencies-from-the-perspective-of-the-digital-tourist/228221
http://www.irma-international.org/chapter/user-satisfaction-web-portals/31248
http://www.irma-international.org/chapter/360-video-as-an-opportunity-for-the-inclusion-of-product-placement/253393
http://www.irma-international.org/chapter/digital-learning-analytics-recommender-system-for-universities/255058
http://www.irma-international.org/chapter/fan-culture-in-the-digital-age/237699

