
DOI: 10.4018/IJCWT.2021040102

International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 2 • April-June 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



12

Detecting Markers of Radicalisation 
in Social Media Posts:
Insights From Modified Delphi 
Technique and Literature Review
Loo Seng Neo, Home Team Behavioural Sciences Centre, Singapore & School of Social Sciences, Nanyang Technological 
University, Singapore

ABSTRACT

Thisstudyinvolvedthecreationoffactorsandindicatorsthatcandetectradicalizationinsocialmedia
posts.Aconcurrentapproachofanexpertknowledgeacquisitionprocess(modifiedDelphitechnique)
andliteraturereviewwasutilized.SevenSingaporesubject-matterexpertsinthefieldofterrorism
evaluatedfactorsthatwerecollatedfromsixterrorismriskassessmenttools(ERG22+,IVP,TRAP-
18,MLG,VERA-2,andCyber-VERA).Theyidentifythosethatareofmostconsiderablerelevance
fordetectingradicalizationinsocialmediaposts.Aparallelliteraturereviewononlineradicalization
wasconductedtocomplementthefindingsfromtheexpertpanel.Indoingso,12factorsandtheir
42observableindicatorswerederived.Thesefactorsandindicatorshavethepotentialtoguidethe
developmentofcyber-focusedscreeningtoolstodetectradicalizationinsocialmediaposts.
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1. INTRoDUCTIoN

Theinternethasbecomeoneofthemostimportantarenasforterroriststospreadtheirmessagesand
toradicalizerecruitsindifferentpartsoftheworld,includingSingapore.Thegrowthinnumbers
of self-radicalized individuals—facilitated by the internet—and the rising urgency to detect and
takedownradicalcontentonsocialmediamaketheidentificationoffactorsandindicatorstodetect
onlineradicalizationatimelypursuit.Despitethegrowingdemand,thereisapaucityofresearch
on risk assessment instruments that are designed specifically for detecting online radicalization
(Khader,2016).

Existingterrorismriskassessmenttoolscouldprovideinsightsonthedifficulttaskofascertaining
therelevantfactorsandindicatorsforaninstrumenttodetectonlineradicalization.Inrecenttimes,
manyterrorismriskassessmenttoolswerecreated,ofwhichLloyd(2019)reviewedsixcommonly
usedtools:ExtremismRiskGuide(ERG22+),IslamicRadicalisation(IR-46),IdentifyingVulnerable
People(IVP),Multi-LevelGuidelines(MLG),TerroristRadicalisationAssessmentProtocol(TRAP-
18),andViolentExtremismRiskAssessment-2(VERA-2).Giventhatthefactorswithinthesetools
weredevelopedbasedonthecreators’empiricalresearchandinterviewswithterroristoffenders,
theyhavesomeformofvalidity,therebymakingthemanidealstartingpointtoidentifyfactorsand
indicatorsforonlineradicalization.Thealternativewouldbetoconductanin-depthliteraturereview
toappraisevariousstudiesonriskfactorsforonlineradicalization.
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Thus, this paper used a modified Delphi technique (with seven Singapore subject-matter
experts[SMEs]inthefieldofterrorism)combinedwithaliteraturereviewonriskfactorsforonline
radicalizationtoconstructalistoffactorsandindicators.AsimilarapproachwasalsousedbyPost
etal.(2002),intheirattempttomeasuretheriskthataterroristgroupwouldpose.Figure1outlines
theresearchprocessforthisstudy.

Intermsoffactorandindicatordevelopment,SchuurmanandEijkman(2015)suggestthatit
isusefultotaponandincorporatetheknowledgeandexperienceofterrorismpractitioners.Hence,
theSMEs’opinionsontherelevanceofthefactorsfromexistingterrorismriskassessmenttoolsfor
identifyingfactorsforonlineradicalizationwassought.Theseexistingtoolsproviderelevantdata
pointsforthisstudy—i.e.,todevelopacyber-focusedriskassessment—astheywerecreatedbased
on in-depth literature reviewand thecreators’professionalexperience.Additionally, theparallel
literaturereviewof therelevant researchpublicationsserved tocomplement theresults fromthe
expertpanelbycontextualizingtheidentifiedfactorstoextantresearch,andintheprocess,identify
essentialfactorsandindicatorsofinterest.

2. MoDIFIeD DeLPHI TeCHNIQUe

In the 1950s, Olaf Helmer and Norman Dalkey developed the Delphi technique at the RAND
Corporation.ThisresearchmethodologyseekstogatherknowledgefromSMEsonaspecifictopicof
interest(Dalkey&Helmer,1963).Itisaniterativeprocessdesignedtocollect—usuallyviasurveys
thatareinterspersedwithfeedback—andachieveaconvergenceofopinionsfromSMEs.Theprocess
stopswhenconsensusisreached,suggestingthattheSMEshadagreeduponacollectivesolution
totheresearchquestion.Thismethodologyisparticularlyusefulforresearchareaswherethereisa
paucityofinformationaboutaproblemorphenomenon.Forexample,thisresearchmethodhasbeen

Figure 1. The research process to identify the factors and their associated indicators
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