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ABSTRACT

Numerous organizations are using aspects of the cloud to store data, but as sensitive data is placed on
the cloud, privacy and security become difficult to maintain. When users upload data to the cloud, they
may become increasingly vulnerable to account hijacking, unauthorized access, and the data may be-
come unavailable because of various technical reasons. Questions remain about the security of sensitive
data in the cloud, and in this chapter, the authors perform an analysis of 36 peer reviewed publications
describing 30 observations of cloud computing technology (2010-2017). In the articles, applications of
cloud computing include, for instance, business (26%) and the internet of things (1oT; 2%), and the result
suggests that some issues are unique to a particular domain (such as business, education, health) and
some issues cross all domains. The results suggest that data integrity issues have the highest number of
solutions whereas data breaches have the lowest number of solutions.
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Cloud Computing Security Issues of Sensitive Data

BACKGROUND

Cloud computing is a rapidly developing technology, partly because of its ability to lessen the cost of
computing through distributing data and computational resources along with the scalability and adaptive-
ness of its architecture. Consequently numerous organisations are now using ‘the cloud’ to store data but
as more data is placed on the cloud privacy and security issues increase. Within this review we perform
an analysis of 36 peer-reviewed publications describing 30 observations of cloud computing technology
relating to security (2010-2017). In the articles applications of cloud computing to the Internet of Things
and broader business uses are examined and our result suggests that some security issues are unique to a
particular domain but some issues cross all domains. The results also suggest that ‘data integrity’ issues
have the highest number of solutions (20%) whereas data breaches have the lowest number of solutions
(8%). This study should be useful as a reference for researchers interested in cloud computing security
and privacy and their current and emergent solutions.

1.  Graphical Abstract: Pictorial representation of the abstract of this research is shown in Figure 1.

Figure 1. Graphical abstraction of the study: this chapter examined the recent scientific works, data for
this examination is gathered from 30 scientific works (2010-201)

INTRODUCTION

Internet use in all domains is growing rapidly with increasing requests for the processing and storage of
complex data (Weihua & Shibing, 2013). Cloud computing evolved from the convergence of Grid Com-
puting, Effectiveness Computing and SaaS and the move to third-party vendors for large-scale computing

1643



24 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/cloud-computing-security-issues-of-sensitive-

data/275358

Related Content

Quality Evaluation of Cloud and Fog Computing Services in 5G Networks

Stojan Kitanov, Borislav Popovskiand Toni Janevski (2021). Research Anthology on Architectures,
Frameworks, and Integration Strategies for Distributed and Cloud Computing (pp. 1770-1805).
www.irma-international.org/chapter/quality-evaluation-of-cloud-and-fog-computing-services-in-5g-networks/275364

Attitudes Towards Cloud Computing Adoption in Emerging Economies

Mohammad Alsharo (2021). Research Anthology on Architectures, Frameworks, and Integration Strategies
for Distributed and Cloud Computing (pp. 2100-2115).
www.irma-international.org/chapter/attitudes-towards-cloud-computing-adoption-in-emerging-economies/275381

Enhancing Learner-Centered Instruction through Tutorial Management Using Cloud Computing
John K. Thuku, Elizaphan M. Maina, Samson R. Ondigiand Henry O. Ayot (2021). Research Anthology on
Architectures, Frameworks, and Integration Strategies for Distributed and Cloud Computing (pp. 358-374).
www.irma-international.org/chapter/enhancing-learner-centered-instruction-through-tutorial-management-using-cloud-
computing/275290

From Cloud Computing to Fog Computing: Platforms for the Internet of Things (IoT)
Sanjay P. Ahujaand Niharika Deval (2021). Research Anthology on Architectures, Frameworks, and
Integration Strategies for Distributed and Cloud Computing (pp. 999-1010).
www.irma-international.org/chapter/from-cloud-computing-to-fog-computing/275324

Distributed Top-K Join Queries Optimizing for RDF Datasets

Jinguang Gu, Hao Dong, Zhao Liuand Fangfang Xu (2021). Research Anthology on Architectures,
Frameworks, and Integration Strategies for Distributed and Cloud Computing (pp. 1895-1913).
www.irma-international.org/chapter/distributed-top-k-join-queries-optimizing-for-rdf-datasets/275370



http://www.igi-global.com/chapter/cloud-computing-security-issues-of-sensitive-data/275358
http://www.igi-global.com/chapter/cloud-computing-security-issues-of-sensitive-data/275358
http://www.irma-international.org/chapter/quality-evaluation-of-cloud-and-fog-computing-services-in-5g-networks/275364
http://www.irma-international.org/chapter/attitudes-towards-cloud-computing-adoption-in-emerging-economies/275381
http://www.irma-international.org/chapter/enhancing-learner-centered-instruction-through-tutorial-management-using-cloud-computing/275290
http://www.irma-international.org/chapter/enhancing-learner-centered-instruction-through-tutorial-management-using-cloud-computing/275290
http://www.irma-international.org/chapter/from-cloud-computing-to-fog-computing/275324
http://www.irma-international.org/chapter/distributed-top-k-join-queries-optimizing-for-rdf-datasets/275370

