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ABSTRACT

This chapter contains the state of the art of the latest security issues of cloud computing as well as se-
curity issues of internet of things (IoT) applications. It discusses the integration of IoT platforms with 
cloud computing services, security of the hosted data, intrusion and anomaly detection techniques used 
to detect attacks in virtualized networks. The chapter also discusses some of the lightweight anomaly 
detection techniques to use in integrated constrained devices’ ecosystems with cloud computing envi-
ronments. This chapter focuses on efficient integration of cloud hosting with IoT applications as well as 
integration of lightweight intrusion detection systems in the latter environments.

Anomaly Detection in Cloud 
Computing and Internet of 

Things Environments:
Latest Technologies

Rachid Cherkaoui
Mohammed V University, Morocco

Mostapha Zbakh
Mohammed V University, Morocco

An Braeken
Vrije Universiteit Brussel, Belgium

Abdellah Touhafi
 https://orcid.org/0000-0001-8891-180X

Vrije Universiteit Brussel, Belgium



812

Anomaly Detection in Cloud Computing and Internet of Things Environments
 

INTRODUCTION

Nowadays, cloud computing is a well-known term in scientific and professional domains. It is the main 
interest of many specialists in information and communication technologies. Foster et al. (2008) define 
cloud computing as “A large-scale distributed computing paradigm that is driven by economies of scale, 
in which a pool of abstracted, virtualized, dynamically-scalable, managed computing power, storage, 
platforms, and services are delivered on demand to external customers over the Internet”. Cloud comput-
ing as defined by Mell and Grance of NIST (2011) is “…a model for enabling ubiquitous, convenient, 
on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with minimal manage-
ment effort or service provider interaction. This cloud model is composed of five essential characteristics, 
three service models, and four deployment models.”, as shown in Figure 1. Cloud computing services 
are increasingly popular during the last years. These days, everyone uses cloud computing services 
when consulting an email service, social networks, academic applications, professional software, etc. 
Indeed, Forbes state that the “Worldwide spending on public cloud services will grow at a 19.4% CAGR 
from $70B in 2015 to $141B in 2019.”. This grow shows the importance of this technology. Actually, 
cloud computing is very helpful to many fields like Healthcare, E-Commerce, Big data, Education and 
Research, etc.

Internet of things (IoT) is a new paradigm which interest a very large research community and IT 
professionals. IoT permits the users to gather data from sensors and many types of devices (mobile phone, 
phablets, sensors, computers, etc.) and send the data to servers or stations via internet. Figure 2 shows a 
simple architecture of IoT environments. Because the devices used in the IoT domain are in most cases 
constrained which means they have less RAM and processing capacity, cloud computing is one of the 
best options for IoT applications when talking about hosting and organization of data. One of the residing 
issues in these environments is data hacking and compromising. If the data collected from IoT devices 

Figure 1. The five essential characteristics, three service models, and four deployment models of the 
cloud model based on definition of cloud computing by NIST
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