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ABSTRACT

Themovementtowardsdigitaleraintroducescentralizationofinformation,webservices,applications,
anddevices.Thefraudsterkeepsaneyeoverongoingtransactionandforgesdatabyusingdifferent
techniquesastrafficmonitoring,sessionhijacking,phishing,andnetworkbottleneck.Inthisstudy,
theauthorsdesignaframeworkusingdeeplearningalgorithmtosuspectthefraudulencetransaction
and evaluate the performance of the proposed system by updating data repositories. The neural
network-basedsequenceclassificationtechniqueisusedforfrauddetectionofcreditcardtransactions
byincludingthresholdvaluetomeasurethedeviationoftransaction.Thereconstructionerror(MSE)
andpredefinedthresholdvalueof4.9isusedfordeterminationoffraudulenttransactions.
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1. INTRODUCTION

Thecontinuousincreaseinonlinetransactionsleadstotheissueofinformationsecuritywherefraud
transactionsthroughcreditcardsbringsdowncustomersfinancialconditionregularlyandwillworst
impactbankingsector.Theauthors(Chengetal.,2019)foundthattheneedforelectronicpaymentis
increasedduetoextensiveinclinationofuserstowardsinternettodigitizetheera.Thisintroducesthe
needofsecuretransactionmodelforcreditcardsystem.Therigorousmethodofauthenticationand
authorizationneedsmoresecuritywhichisachievablebyconductingresearch.Theimplementation
ofresearchmodelunderhigh-qualitysupervisionrestrictsthefinanciallossesthroughcreditcard
transactions.Theanticipationoflossduetocreditcardfraudtransactionhasbecomecriticalbecause
statisticalinformationisnotavailabletousers.Thecreditcardfraudisclassifiedintotwocategories
asoperationalandrule-basedfraud.

The operational fraud is implemented by manipulating information of authorization and
authenticity,basedontheapproachfollowedbyfraudstertogainunauthorizedaccess.Theusers
identity is obtained from the card issuer forviolating cyber security.The rule-based credit card
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fraudulenceoccursifthecreditcardisapprovedandisissuedtofraudsterforgainingunauthorized
accesstothecredentialandmakethefaketransactionformoneyoftheactualcarduser.Theexample
ofrule-basedfraudisbehaviorbasedfraudwhichactsaccordingtothebehavioroffraudstersby
stealingthecardorgainingaccesstolostcard.Thecounteredcreditcardfraudtakesplacebystealing
fraudsterinformationandbehavesasalegitimateusertogaintheaccesstomimictheidentityofactual
user.Thetransactionperiodofcounterfeitisshort.Theanotherapproachoffraudisbyobtainingthe
informationofcreditcardbycallinganactualuser.

Theinformationtechnologyisconstantlyevolvingbyprovidingeaseandperfectsecuritysystems.
Theinformationsecuritymodelisrequiredtoenhanceinformationtechnology.Inthecaseofcredit
cardfraudsystem,thereisrequirementofstandardsecuritypolicieswithafrauddetectionmodel
overneuralnetworkbaseddeeplearningapproach.Thecompaniesandorganizationsalwayslooksup
tofrauddetectionsystemandwillkeeponseekingtheevolutioninthesecurityfieldbyconducting
moreresearchinthisfieldforrefiningtheprevailingsystem.Thetechniquesusedintheexisting
systemisdividedintotwosectionsofmachinelearningasobservedandunobservedlearningwhere
observedlearningisusedwithlabeledattributesforvalidationpurpose,thatincludethedecisiontree
andrandomforest,supportvectormachineandnaivebayes.

Theunsupervisedlearningdonotincludelabeleddatabutincludecertainalgorithmsasclustering
whichisusedtoclusterdatabasedonsimilarityandneuralnetworkbasedalgorithmthatincludes
the artificial neural network, convolution neural network, and recurrent neural network. In the
contextofartificialintelligenceanddatascience,(Awoyemietal.,2017)foundthatthegeneration
oftheeffectivemodelisneededtotrainondatabutthegenerationofthemodelisnotsufficientto
optimizetheresultthatcannotpredictthefutureuntiltheresponsiblefactorsareincludedaspolicy,
infrastructure,platformandutilityofthesystem.Themostimportantaspectisthequalityofdata,
wherethequalityofdatadoesnotmeancollectionofdatafromanysourcesmeanwhileitdepends
onseveralfactorsastimeusedinasurvey,theactivityofthesurvey,manpowerusedinthesurvey,
historyofdata,dimensionsofdata,andmutuallyrelatedinformation.Themodelbasedonsupervised
andunsupervisedmachinelearningtechniquesneedsasusceptiblescorecalledfraudulencelikelihood
valuetoacceptorrejectthetransactionandtodetectthefraud.

Thefigure1illustratestheworkingofauthenticationsystemusingadecentralizationsystem,
where therequestof thecreditcard transactionisreceived, tested,validated,andisrejectedand
acceptedonsuccessfuldeploymentintheexistingchainofevents.Intheauthenticationsystem,a
modelcontainsacopyoftransactionthatcomesforvalidationandverification.

Figure 1. Authentication system
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