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ABSTRACT

Quantum internet is an innovative approach to secure communication. Quantum internet is the next
revolution in technology that enables the devices to perform operations that are beyond the classical
internet. Quantum internet with quantum cryptography is one of the best solutions for secure data com-
munication. Quantum internet uses the fundamental laws of quantum physics, which make it secure
against sophisticated network attacks. In this research, the authors described quantum cryptography,
which enhances the secure transmission over quantum internet using cryptographic protocols. These
protocols use random bits transformations, which prevent attackers to make out the patterns of random
bits transformations. Also, they introduced the conceptual OSI model for quantum internet, which makes
it easy to understand the working of the quantum internet at different layers. Quantum internet can be
implemented in intelligence network, satellite communication, critical infrastructure, etc. This can mark
a significant change in secure communication.

l. INTRODUCTION
The Internet is the collection of networks that uses Internet Protocol suite for communication as well
as a nice medium to connect with the entire world. However, this Classical Internet is vulnerable to

Eavesdropping, Masquerading, and Sniffing of data. Due to such vulnerabilities like this, the Classical
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Internet s not safe from sophisticated Cyber Attacks. So, to overcome these vulnerabilities it is a necessity
to develop a network that is more secure as compared to the Classical Network. Quantum Internet is a
novel approach for communication as well as securely access the Internet. The development of Quantum
Internet is inspired by the concept of Quantum Computing and the vulnerabilities exist in the Classical
Internet. Quantum is the smallest amount of entity that can be excitation of quantized wave or field, as
a photon and also it could be used as a physical entity in an interaction. This interaction is possible with
the help of Quantum bits which are also known as Qubits. So, a Qubit is a unit that is used to measure
Quantum Information. To transfer Quantum Information over Quantum Channel an approach is used
called Quantum Teleportation. This can be achieved through entanglement of photons / information
which is known as swapping of information / photons, in simple terms. The phenomenon of entangle-
ment forms the basis of a quantum internet. There are some fundamental differences between a future
quantum internet and therefore the internet that we see today. Stephanie Wehner said that two quantum
bits are often ‘entangled’ Such entanglement is sort of a connection this is often very different to things
for classical link layer protocols where we typically just send signals. therein case, there’s no sense of
connection inbuilt at a fundamental level. (Quantaneo, 2019)

Quantum Internet may be able provide reasonable level of security by utilizing the mentioned terms
and principles. In this chapter we will cover each of the above-mentioned topics as well as introduced
OSI reference model for Quantum Internet which will be helpful to understand the Quantum communi-
cation flow. The basics of the quantum communication based on Quantum physics principles which are
“Heisenberg Uncertainty Principle” and “No cloning theorem” are well explained in this chapter. The
goal of Quantum internet security can be achieved through Quantum cryptography, which have been
described here as an essential element of securing Quantum communication which will overwhelm weak-
ness into the classical internet. Although a fully comprehend quantum network is still a far-off vision,
recent breakthroughs in transmitting, storing and manipulating quantum information have convinced
some physicists that a simple proof of principle is imminent. (Anathaswamy A., 2020)

A. Quantum Bit

Quantum bit (or Qubit) is a unit that represents Quantum information on Quantum Internet. The term
“qubit” was introduced by Ben Schumacher in a “intriguing and valuable conversations” with Bill Woot-
ters paper published in 1995. (Whurley, 2017) There is the number of elemental particles like electron or
photon that can be used in Quantum Computer and their charge represents 0 and/or 1 which are known
as Qubit. In the Classical Internet, the Classical bit has two possible states, either 0 or 1 at a time. On
the contrary, the Quantum Internet possesses two states of Qubit, 0 and 1 simultaneously. So, two Qubits
can contain information about four states. In general, the state of a Qubit is described by:

ly) = al0) + BI1)

Where o and f are probability amplitudes and can in general both be complex numbers and y is Qubit.

This type of phenomenon of Qubit known as a state of superposition. Quantum Information can be
in a variety of forms such as (i)The Polarization State of Photon, (ii) The Spin of an Electron and (iii)
Excited State of an Atom.
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