
Copyright © 2021, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



1

 

EXECUTIVE SUMMARY

Internet of things (IoT) architecture is an ecosystem of connected physical objects 
that are accessible through the internet. The ‘thing’ in IoT could be a person with 
a heart monitor or an automobile with built-in-sensors (i.e., objects that have been 
assigned an IP address and have the ability to collect and transfer data over a network 
without manual assistance or intervention). The embedded technology in the objects 
helps them to interact with internal states or the external environment, which in 
turn affects the decisions taken. IoT world where all the devices and appliances are 
connected to a network and are used collaboratively to achieve complex tasks that 
require a high degree of intelligence, and IoT is an interaction between the physical 
and digital words using sensors and actuators. Furthermore, the IoT architecture 
may combine features and technologies suggested by various methodologies. IoT 
architecture is designed where the digital and real worlds are integrating and 
interacting constantly, and various technologies are merged together to form IoT.
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Architecture of IoT and Challenges

ARCHITECTURE OF IOT AND CHALLENGES

World of IoT (Internet of Things) is a place where devices and appliances are 
correlated to a network and are used collaboratively to obtain complicated tasks 
that require a high degree of intelligence. It act as an interplay between the physical 
and digital phrases using sensors and actuators. Like Remote help supplications, 
communication networks, and setting mindful processing of events are some of 
the building blocks of IoT. IoT attempts to picture as a combined network of smart 
objects and human beings accountable for operating them who are successful of 
collectively and universally communicating with one other. It’s a genuine model in 
a dispensed environment, making an interconnectivity among objects as a serious 
constraint. A faultless activity of its components to interface the physical and virtual 
domains together a comprehensive system design of IoT is needed. Additionally a 
crucial part of IoT systems with the great use of smartphones(little change in the 
statement), state-of-the-art architectures need to have a sure level of adaptableness 
to suitably handle dynamic communications within the complete ecosystem due to 
the fact of mobility and dynamic trade of vicinity. In fact, some distance from being 
a mere buzzword, it stands for many more. Indeed, just as the IoT has the strength to 
alternate and improve our everyday lives along with the method in which we function 
as a society, it can also radically changes the way business run and ultimately the 
way we become aware of every issue of our world. There is no single harmony on 
architecture for IoT which is approved comprehensively. Various architectures have 
been projected by means of distinct researchers. And also Government encouraged, to 
support the environment, standard living and increasing more smart IOT applications 
to play the vital roles in the market. (Er.Pooja yadav and Ankur mittal,2018)

Three- and Five-Layer Architectures

IoT ecosystem there is no solitary harmony on architecture for IoT, which is approved 
universally. The most fundamental architecture is a three -layer architecture as 
shown in Figure 1 to be in initial stages of IoT. The architecture has three layers, 
i.e., perception, network, application layers.

The perception layer also known as a physical layer, is use to sense physical 
parameters or finds different smart substances in the environment, the data which 
is sensed in perception layer can be transferred via networks like 3G, LAN, radio 
frequency identification RFID, (Zhang, D, Yang, L.T. Chen, M & Zhao S,2016) 
Bluetooth, near field communication (NFC) (Nagashree, R.N & Rao,2014) and 
wireless devices. The network layer is mainly used to connect the smart devices. 
The application layer is liable for taking care of the particular application services 
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