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ABSTRACT

Traditional cybersecurity, security or information security awareness programs have become ineffec-
tive to change people’s behavior in recognizing, failing to block or reporting cyberthreats within their
organizational environment. As a result, human errors and actions continue to demonstrate that we are
the weakest links in cybersecurity. This article studies the most recent cybersecurity awareness programs
and its attributes. Furthermore, the authors compiled recent awareness methodologies, frameworks and
approaches. The authors introduce a suggested awareness training model to address existing deficiencies
in awareness training. The Cybersecurity Awareness TRAining Model (CATRAM) has been designed
to deliver training to different organizational audiences, each of these groups with specific content and
separate objectives. The authors concluded their study by addressing the need of future research to target
new approaches to keep cybersecurity awareness focused on the everchanging cyberthreat landscape.
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An Effective Cybersecurity Training Model to Support an Organizational Awareness Program

INTRODUCTION

A good Cybersecurity Awareness Program must include adequate training that is aligned with the or-
ganization’s objectives, the focus to raise cybersecurity awareness while performing employee’s duties
and an interactive communication between all stakeholders for any cybersecurity matter.

Awareness programs may fail if they are not designed to change people’s behavior and likewise
if a positive impact on any organization cannot be achieved. A cybersecurity awareness program is a
corporate long-term investment that will help to create a cybersecurity culture if training is delivered
on a continuous basis. A more aggressive vision of the awareness aim is to go beyond the prevention of
cybersecurity incidents.

We believe that the proposed Cybersecurity Awareness TR Aining Model (CATRAM) can represent
a solid foundation for the implementation of any organizational cybersecurity awareness program. CA-
TRAM can also review any awareness training model that is consistent and updated with the current
cyberthreat landscape.

Despite enough cybersecurity measures, employees continue to be the weakest link in cybersecu-
rity. Staff are directly connected to financial losses related to data breaches and cybersecurity incidents
(Pendergast, 2016).

Cano (2016) emphasizes that one of the consequences of current information security training meth-
odologies is the “Bottom-up delegation”; this scenario does not allow end users to practice freedom and
autonomy when it comes to data protection but instead follow and abide certain organizational informa-
tion security policies.

LITERATURE REVIEW

According to the Gartner Magic Quadrant (2016) for Security Awareness Computer-Based Training
where leaders, visionaries, challengers and niche players are positioned. The Leaders are SANS Institute,
Wombat Security Technologies, PhishMe, MediaPro, Security Innovation, Inspired eLearning, Terranova
WW, PhishLine, Global Learning Systems, The Security Awareness Company; Visionary vendors are
Popcom Training and Security Mentor; Challenger vendors are BeOne Development, KnowBe4 and
Optiv Security and last but not least are niche players like Junglemap, Digital Defense, Symantec (Blackfn
Security) and Secure Mentem.

According to the Global Security Awareness Report from SANS (2017), time and communication
were identified as the critical takeaways to a thriving awareness program. The findings highlighted
poor communication to engage people, the problem of time and lack of resources being assigned to a
corporate awareness program. The participants reported that they implemented awareness and behavior
change (54.6%), had a compliance awareness program (27.1%), achieved long-term sustainment and
culture change (9.8%), defined a program with robust metrics (0.9%) and did not have a cybersecurity
awareness program at all (7.6%).

Symantec (2014) argues that poorly trained personnel increases the risks of disclosure and loss of
sensitive data like Personal Identifiable Information (PII) and Intellectual Property (IP). Its Security
Awareness Program reduces vulnerabilities by creating a corporate culture and train employees to pro-
tect any organization critical assets from cyberattacks, exploitation, fraud and unauthorized access. The
main topics of Symantec’s training program are information security, threats, vulnerabilities, counter-
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