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ABSTRACT

Thispaperpresents thenature,effects,anddynamicsofcybercrime inNigeriaand itseffects to
economicdevelopmentinthecountry.Thepaperissourcedforsecondarydatathrough,journals,
periodicalsandpublicationsaswellasobtainedprimarydatafromthefield.Primarydatawassourced
through the distribution of 66 questionnaires using the purposive sampling technique. Findings
revealedthatthereexistsaninsecurecyberspaceinNigeriaandtheactivitiesofthecybercriminals
affects theeconomynegativelybydiscouragingNigerians frompartaking inelectronic services/
transactions,thusdiscouragingNigeriansfromacceptingtheconceptofdigitaleconomy.Findingsalso
revealedthatactivitiessuchasunauthorizedaccess,hackingandcracking,onlinefraud,identitytheft,
cyberterrorism,amongstothersweredominantthreatsinthecyberspaceandfinallythecyberspace
providejobsandbyimplicationcontributetothesocioeconomicdevelopmentoftheNigerianState.
Recommendationsprofferedincludethefederalgovernmenttotrainandretrainforensicexpertsin
allfinancial/securityagenciestowardsachievingasecuredcyberspaceandtheneedforthefederal,
state,andlocalgovernmentstocreateawarenessamongstothers.
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INTRoDUCTIoN

Theadventoftheinternethasrevolutionisedthepresentsocietybydrivingandsustainingeconomic
growth in developed and developing countries hence providing a platform for a new means of
communicationandmaking theworldaglobalvillage.Cyberspacehasopenedup societies and
citiestothetechnologydrivenworldandalsotothreats.Mostdigitalinformationandtransactions
arecarriedoutstoredinthecyberspaceandaresusceptibletoattacks.

Nigeriahasapopulationofover200milliom(WorldBank,2019),withastaggering258,493,026
Mobile GSM users, as of November, 2018. In 2019, the Nigerian Communication Commission
revealedthatabout160millionpeoplesubscribedtotheinternet(NCC,2019;Punch,2019a)though
Nigeriaisrated47intheworldasitrelatestothenumberofinternetsubscribers.TheITUConnect
2030,suggeststhattherewillbe70percentInternetpenetrationby2023worldwide,thustheneed
aforasecuredcyberspace(GCI,2018).
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ThenumberofGSMusersandinternetsubscribersincreasesonamonthlybasis;thequestion
remains;arethesesubscriberssecuredintheCyberspace.Mostactivitiesarepresentlycarriedout
viainternetandbeingreliedupontoserveasmediumtoservice-orientedoperationsbutitshouldbe
notedthattheoverrelianceonthecyberspaceexposespersons/businessestocyber-attacks/threats.

Cyberspaceisaninternationalandunstabledomainwhichisidentifiedbytheuseofelectrons
andelectromagneticspectrumwhoseaimistocreate,modify,store,exchange,extract,useanddelete
informationwithoutasoleadministrator(Mayer,2014).Nigeriabeingontheinternationaldomain
benefitsfromtheexistenceofcyberspace.Asadevelopingcountrywithagrowingeconomy,Nigeria
standsagreaterchanceofbenefitingfromthisspacebecauseofherpopulationwhichisfastgrowing
andalsoservesasamarkethubforAfrica(Ukwuoma,2019).Suchbenefitsinclude;servingasan
informationresource,servesamediumofcommunication,andsocialnetworking(Majid,2012).

Thecyberspacehasassisteddeveloping/developedcountriesgrowandsustainitseconomy.These
benefitscomewithamajorchallenge,whichiscyberattacks.CountriessuchastheUSA,UKand
Russiawiththebestandstringentcyberspacesecuritymeasureshavesufferedsetback,asattacksand
fraudulentactivitieshasaffectedcitizens,businessesandGovernmentandhasmadethecyberspace
communitytooperatewithcaution(Oulsola,etal.,2014).Thesefraudulentactivitiesarecarried
outwiththesoleaimoffinancialgainsbyattackingbankaccountsofindividuals,businessesand
governments.InformationTechnology(IT)contributesimmenselytotheNigerianeconomyandother
developedcountriessuchastheUnitedStatesandUnitedKingdom,howeverITexposescitizens,
firmsandStatestothedangerthatareoftenbeenperpetuatedintheCyberspace.

The number of cyber criminals in Nigeria and around the world is on the rise because
interconnectivityandcommunicationmediumviathecyberspacehasalsoincreased,whichhasmade
itextremelydifficulttoapprehendandpersecutethesecybercriminalswiththeirtargetsbeenany
ITorITrelateddevices/services.Thepersistenceofcybercrimeisinontherisebecauseitiseasyto
executeandveryrewarding,theFBIincollaborationwiththeEFCC,currentlyreleased/published
alistofNigerianswhoareonthemostwantedlistanddefraudedindividualsandcompaniesoflike
sum,although,thishassoundedawarningtothosewhointendtoandcurrentlypracticingtheactto
desistorfacethewrathofthelaw.

AccordingtoareportoftheCouncilofEconomicAdviserstothePresidentoftheUnitedState
(2018),acyberactivitycouldberegardedasmaliciousactivityifanunauthorizedusertriestomar
theprivacyofavailableinformation/communicationsystemsorcouldbereferredtoasanactivityto
attacktheconfidentiality,IntegrityandAvailability(CIA)ofinformationorcomputers(Naserand
Zolkipli,2013).Itisbasedontheseactivitiesthatcountrieshavedevelopedcybersecuritymeasures
to curb the activities of unauthorized use. The Federal Bureau of Investigation alongside other
investigativebodieshavetriedtoclampdowntheactivitiesofcybercriminalsthroughcollaboration
withStatesyetthecrimeactivitiesstillpersist.In2017,theDirectorofNationalIntelligenceinthe
UnitedStatespositedthattheactivitiesofmischievouselementsinthecyberspaceisontheincrease
andhasdegeneratedtobecomethestrategicthreattothegovernmentandindustrysources,malicious
cyberactivityisagrowingconcernforboththepublicandprivatesectorsandfurtherstatedthat
cyberthreatswerethemostimportantstrategicthreatchallengingtheUSeconomyandtheworld
economiesatlarge.

Mbanaso,ChukwudebeandAtimati(2015)positsthatsocio-economic,politicalandcultural
activities of every State is currently driven by cyberspace and could cause serious damage if it
interruptedorcollapses.Theyalsosuggestedthattheinternetwhichisalsoreferredtoasthecyberspace
hasbecomeaplatformforwar,novelties,networkingandcriminality.

TheNigerianCommunicationCommission(NCC)issaddledwiththeresponsibilitytoregulate
thecyberspaceandthecommissions’effectivenessledtotheinternetavailabilitytoruralandurban
areasinthecountry.ItallstartedwiththeuseofVSATtechnologyandthentheGSM,3G,4Gand
presently theprovisionof testinggroundof the5Gtechnology(NCC,2019).Interestingly, these
trendsprovidedjobsfortheunemployedyouthsandprovidedaplatformforbusinesstothrivein



 

 

10 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/cybercrime/269724

Related Content

Financial Cybercrimes During COVID-19 Pandemic: The Case of Africa
Usman Sambo, Babayo Sule, Misbahu Ibrahim Zamfaraand Marie G. Nakitende

(2023). Concepts, Cases, and Regulations in Financial Fraud and Corruption (pp.

317-343).

www.irma-international.org/chapter/financial-cybercrimes-during-covid-19-pandemic/320030

Daubechies Wavelets Based Robust Audio Fingerprinting for Content-Based

Audio Retrieval
Wei Sun, Zhe-Ming Lu, Fa-Xin Yuand Rong-Jun Shen (2012). International Journal of

Digital Crime and Forensics (pp. 49-69).

www.irma-international.org/article/daubechies-wavelets-based-robust-audio/68409

Performance Evaluation and Scheme Selection of Person Re-Identification

Algorithms in Video Surveillance
Yu Lu, Lingchen Gu, Ju Liuand Peng Lan (2019). International Journal of Digital

Crime and Forensics (pp. 50-65).

www.irma-international.org/article/performance-evaluation-and-scheme-selection-of-person-re-

identification-algorithms-in-video-surveillance/238884

Cryptopometry as a Methodology for Investigating Encrypted Material
Niall McGrath, Pavel Gladyshevand Joe Carthy (2010). International Journal of Digital

Crime and Forensics (pp. 1-20).

www.irma-international.org/article/cryptopometry-methodology-investigating-encrypted-

material/41713

Improvement of the PBFT Algorithm Based on Grouping and Reputation

Value Voting
Shannan Liu, Ronghua Zhang, Changzheng Liu, Chenxi Xu, Jie Zhouand Jiaojiao

Wang (2022). International Journal of Digital Crime and Forensics (pp. 1-15).

www.irma-international.org/article/improvement-of-the-pbft-algorithm-based-on-grouping-and-

reputation-value-voting/315615

http://www.igi-global.com/article/cybercrime/269724
http://www.igi-global.com/article/cybercrime/269724
http://www.irma-international.org/chapter/financial-cybercrimes-during-covid-19-pandemic/320030
http://www.irma-international.org/article/daubechies-wavelets-based-robust-audio/68409
http://www.irma-international.org/article/performance-evaluation-and-scheme-selection-of-person-re-identification-algorithms-in-video-surveillance/238884
http://www.irma-international.org/article/performance-evaluation-and-scheme-selection-of-person-re-identification-algorithms-in-video-surveillance/238884
http://www.irma-international.org/article/cryptopometry-methodology-investigating-encrypted-material/41713
http://www.irma-international.org/article/cryptopometry-methodology-investigating-encrypted-material/41713
http://www.irma-international.org/article/improvement-of-the-pbft-algorithm-based-on-grouping-and-reputation-value-voting/315615
http://www.irma-international.org/article/improvement-of-the-pbft-algorithm-based-on-grouping-and-reputation-value-voting/315615

