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Abstract

Government agencies collect and disseminate data that bear on the most important issues of
public interest. Advances in information technology, particularly the Internet, have created
a globalized technology society and multiplied the tension between demands for ever more
comprehensive databases and demands for the shelter of privacy. In reconciling information
privacy and information access, agencies must address a host of difficult problems. These
include providing access to information while protecting confidentiality, coping with health
information databases, and ensuring consistency with international standards. The policies
of agencies are determined by what is right for them to do, what works for them, and what
they are required to do by law. They must interpret and respect the ethical imperatives of
democratic accountability, constitutional empowerment, individual autonomy, and infor-
mation justice. In managing confidentiality and data-access functions, agencies have two
basic tools: techniques for disclosure limitation through restricted data and administrative
procedures through restricted access.
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Introduction

We continue to see advances in the technology of computing and communications allowing
the capture of enormous amounts of data, storage in very large databases, complex analyses,
and the dissemination of information products to individuals, governments, businesses, and
other organizations. This technology has increased the tension between information privacy
and information access, adding significant stress to those, like government statistical agen-
cies, that broker between data providers and data users. With technology as its driver, the
context of this dynamic is an ever-globalizing society exemplified by e-commerce across
national boundaries, international outsourcing, and worldwide terrorism. This article will
examine the implications of a globalized technology society for confidentiality and privacy,
exploring technical, ethical, and policy issues.

A globalized technology society could raise the spectre of a world devoid of humanity, its
sparse landscape dominated by robotic automatons. Or it could facilitate meaningful and
productive human interaction across the globe. Perhaps less to the extremes, a globalized
technology society might promote economic efficiency while testing privacy through new
tools for data capture, storage, integration, and dissemination.

Asfaras privacy and confidentiality are concerned, a globalized technology society is one that
processes information in ways radically different than the world has ever experienced—not
that globalization itself is a new phenomenon. In fact, history suggests a remarkable series
of stages of globalization, each made possible by quite different technological advances.
Specifically, building on Thomas Friedman’s (2005) formulation in The World is Flat: A
Brief History of the Twenty-First Century, we put forward three stages:

1.  Globalization 1.0 (1400 A.D. to WWI) with changes in transportation technology
allowing the great explorers like Vasco de Gama (1460-1524) and Christopher Co-
lumbus (1451-1506) and culminated in steamships and airplanes

2. Globalization 2.0 (WWI to 2000) with changes in communication key, giving us
telephones, fax, radio and TV, and e-mail

3. Globalization 3.0 (2000 to now) with computing power key, allowing PCs (personal
computers) to be linked by fiber optics and the initiation of GRID computing (an
emerging global, distributed parallel processing infrastructure)

Each stage has had more impact on the way people can work with information. Globalization
1.0 allowed mail packets—now dubbed “snail mail” packets—to be sent around the world in
months and then days. Globalization 2.0 made communication electronic and cut the global
circuit to seconds. Globalization 3.0 not only makes communications links quicker, but also
makes them more complex, increasing the density of the web of connections.

The CSID Data Process

Taking a broader view of what happens with information, we can examine the CSID data
process (Duncan, 2004).
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