
DOI: 10.4018/IJEIS.2021010105

International Journal of Enterprise Information Systems
Volume 17 • Issue 1 • January-March 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



85

Internet of Things (IoT) 
Interoperability Success Criteria
Hany  Abdelghaffar, German University in Cairo, Egypt

Mohamed Abousteit, German University in Cairo, Egypt

ABSTRACT

Todelivermorevaluetocustomers,companiesarestrivingtooffermoredigitalservices,andthe
internetof things(IOT)is themainenabler tomaximizesuchvalue.However,oneof themajor
challengescompaniesarefacingisdigitalserviceintegrationwithotherproviders,whereIoTplatform
isplayingimportantroletoachievesuchintegrationopeningdoorforinteroperabilitywithinactors
intheIoTecosystem.TherehavebeenalittleresearchaddressingIoTplatformsinteroperabilityfrom
businessvalueperspective,consideringtechnicalandnon-technicalfactorsasselectioncriteriatoadopt
suchplatforms.Thispaperusesacasestudyasamethod.Tovalidatethesuggestedinteroperability
criteria,interviewswereconductedforIoTplatformprovidersandtwothingsproviders.Itwasobserved
thatconsideringtechnicalfactorsalonewhenselectingIoTplatformmakecompaniesoverseethe
valuetechnologyaddtotheirbusinessasIoTplatformisnotonlyabouttechnologybutalsoabout
businessmodelinwhichthisplatformwillbeoperatingandthecompanypositionandroleinIoT
ecosystem.ThepapercontributesbyprovidingcriteriatoachieveinteroperabilityforIoTplatform
frombothtechnicalandbusinessaspects.
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INTRodUCTIoN

Internet-of-things is anetworkofphysicalobject that is collectingandexchangingdata through
embeddedsensors,electronics,softwareandnetworkconnectivity(Triantafyllou,Sarigiannidis,and
Lagkas,2018).IntegrationisakeycomponentoftheIoTasitaidsincommunicatingthecollected
datatoserverswhereanalyticsandotheroperationscanbeperformed.Integrationplatformsisneeded
to provide integration between different vertical services being provided (Giudice et al., 2015).
However,thedevelopmentofnewservicesthatrequiretheintegrationofmultipleIoTservicesare
facedbyfragmentationinIoTservicestack.Thiswillopenthedoortounlocknewcapabilitiesand
providehorizontalintegrationamongstservices.

CloudcanofferaneffectivesolutionforIoTservicemanagementandcompositionaswellas
forimplementingapplicationsandservicesthatexploitthethingsorthedataproducedbythem(Li
etal.,2016).Theintegrationandinteroperabilitywithmainstreambusinesssoftwareplatformsis
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enhancedandextendedbyreal-timeanalytics,businessintelligenceandagent-basedautonomous
services.Informationsharingmayberewardedthroughincentives,thus,transformingtheinternet-of-
thingsfromacost-focusedexperimenttoarevenue-generatinginfrastructurethatenablethetrading
ofenrichedinformationandacceleratebusinessinnovation(Vermesan&Freiss,2014).Thecost
mightalsoexistduetothechangesintheprocesses(Savić,2019).

Asadevelopingbusinesstechnologyarea,itcomeswithseveralchallengesasithasdifferent
aspectsfromtraditionalIT(Pettey,2016).Byyear2030,billionsofobjectsanddevicessuchasvehicles,
refrigerators,washingmachines,etc...areexpectedtobeconnected(Giudice,Campanella,&Dezi,
2015).Allobjectswillbeconnectedtoanetworkwhichmeansinformationandcommunicationsystems
willbeinvisiblyembeddedintheeverydaylife(Gubbiaetal.,2013).Tofacilitatecommunication,
dataflow,devicemanagementanabundanceofIoTplatformsolutionsthatprovideconnectivityfor
sensorsandactuatorstotheInternetisbeingexperienced(Mineraudetal.,2016).Theseplatforms
mustmeettheexpectationsofdifferentplayersintheIoTecosystem,includingdeviceproviders,
applicationdevelopers,andend-users,amongotherstogainawidespreadadoption.(Affia,etal.,
2019;Mineraudetal.,2016).

AwiderangeofIoTintegrationplatformsbecamerecentlyavailable.Theycansupportentire
development to deployment of IoT applications and systems. The first challenge companies are
facingwhenconsideringtheexploitationofIoTischoosingthesuitableIoTplatformtoservetheir
businesspurposes(AnderssonandMattsson,2015).SeveralCloudplatformscanbeusedforIoT
applications,varyingfromsimpledatacollectionplatformsforamateurstocomplexmultipledomain
semanticintegrationofferings(Noura,2019).TheIoTplatformsareevaluatedfromtheperspective
ofhowwidelytheycoverthedefinedinteroperabilityrequirementsofIoTapplicationproviders,IoT
thingsprovidersandIoTPlatformprovidersthroughoutthelifecycleoftheirapplicationorservice.
(Alyetal.,2018).

Itisnotaneasychallenge,technologyleadersarerequiredtoevaluateandselectfromawide
rangeoftechnologiesrangingfromopensourcesoftwaretoturnkeyIoTplatformstocloudbased
(Janakiram,2016).ThisresearchisanattempttodevelopcriteriatoIdentifymainselectioncriteriafor
IoT(Middleware)integrationplatform.ThepurposeofthisstudyistounderstandIoTinteroperability
amongdifferentIOTplatforms.Toachievethis,thereisaneedtoidentifycorecomponentsofIoT
platformandreviewIoTplatformintegrationcapabilitieswhichhelpsinselectinganinteroperable
IoT platform. Accordingly, this research help to answer the following question: How to achieve 
interoperability in IoT platforms?

THEoRETICAL BACKGRoUNd

Elements of IoT Ecosystem
IoToriginatesinthepossibilityofconnectingpeople,goodsandoperationsovertheinternetthrougha
globalnetwork.IoTisdefinedastheconnectionofphysicalobjectsandplacedviainternet(Bonanomi,
etal.2019;Noura,Gaedke,&Atiquzzaman,2018).ThroughtheIoT,thingsacquiregreaterutility,
therebyincreasingtheservicesthattheyoffertoconsumers(Giudiceetal.,2015).IoTisthenext
waveofinternet,manydefinitionsemphasizethedifferentaspectsofIoT(O’Brien,2016).IoTisa
conceptandaparadigmthatconsiderpervasivepresenceintheenvironmentofavarietyofobjects
thatcanthroughwirelessandwiredconnectionanduniqueidentifierscaninteractwitheachother
andcooperatewithotherthings/objectstocreateanewapplication/Serviceandreachcommongoals
(Cubo,Nieto,&Pimentel,2014)..(Vermesan,Freiss,2014).Weber&Weber(2010)definesIoTas
“aworldwherephysicalobjectsareseamlesslyintegratedintotheinformationnetwork,andwhere
thephysicalobjectscanbecomeactiveparticipantsinbusinessprocesses.

IoTcaninteractwithouthumanintervention(ShancangLietal,2015). Itdescribesavision
whereobjectsbecomepartoftheInternet:whereeveryobjectisuniquelyidentifiedandaccessible
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