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ABSTRACT

Disastershavealwaysbeenpartofhumanhistory.Althoughglobalsafetyhasincreasedoverthe
years,itisaquestionifthepositivetrendwillcontinue.Themostdiscussedmajoruncertaintyis
climatechange,temporarilydwarfedbytheCOVID-19viruspandemic.Therearehowevermany
other challenges due to an increasingly connected and complex world. Failure to recognize an
approachingdanger isashumanas theexaggerationbythosewhogetworriedtooeasily.Ifrisk
managementsystemsshallhandlethenewrisks,substantialadvancesinhowtoidentifynewrisks
areneededaswellasimprovementsintheidentificationofcost-efficientmitigations.Thecollateral
damagecausedbymitigativemeasurescanbehigh.Invasiveactions,possiblyamplifiedbysocialand
traditionalmedia,maydisruptsupplychainsandfactories,andwholeeconomiesmightsuffer.Arisk
managementsystemthatcanidentifytypesofglobalrisksandevaluatemeasuresoncost-efficiency
isneededtoseeifthecurecouldbecomeworsethanthedisease.
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INTRODUCTION

Someofthenewhazardsthatmayemergefromacomplexandconnectedworldmayhavethepotential
tobecomemajorrisks,inparticularwhentheycombine.Thesizeoftheserisksisunknownandalmost
impossibletocalculate,partlybecauseitisdifficulttoestimatetheprobabilityoftheiroccurrences
anddependencies,andpartlybecausetheadverseconsequencesmightescalatetounknownlevels.

In today´s interconnectedandglobalsociety,collateraldamagescausedbyearlyandradical
mitigationmaycausemoreharmthanthedisasteritself.Radicaleffortstoavoidspreadoftherecent
Coronavirus(Covid-19)comprisedtheisolationofwholecommunitiesandevencountries,severe
travelbansandisolationoflargenumberofpeople.Supplychainswereinterruptedwhichresultedin
theshutdownofmanyfactories,notonlyinChina.Oversizingmitigativeactionsofthescaletaken,
whichisthenumberoneandfirstadviceincontingencymanagement,maynotbethebestactionin
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today´scomplexworld.ItmayhavebeencorrectintheCovid-19case,butthedecision-makersdid
reallynotknowthat.

Willitbepossibletoconductreliableandvalidverificationsofthedecisionprocessesafterwards?
Probablynot, ifde-briefsarebasedonsubjectivebeliefsandimpressions.Self-justificationswill
impederationalandobjectiveconsiderations.Amodernriskandcontingencymanagementsystem
wouldrecordcommunicationandalldecisionsmadeonceanemergencywasdeclaredandcontingency
staffset.Itwillthenbepossibletoevaluatetheconsequencesofthedecisionsobjectivelyandin
hindsighttoinvestigateifthecurehadbecomeworsethanthedisease.

Amajorshortcomingofpresentapproachestoriskmanagementisthatthetotalriskofamajor
incidentisusuallyonlycalculatedforparticulartypesofthreatsandforsingle,oralimitednumberof
consequences.Riskmanagementsystemsareusuallynotdesignedtocapturehowriskmayescalate
intightlycoupled,complexsystems.Theadditionaldetrimentaleffectsduetocomplexitiesmightbe
morerelatedtosocialandbehaviouralissuesthanphysicalandtechnicalones.Apertinentquestion
istherefore:Canthementionedshortcomingsofriskmanagementbealleviatedbyanew,advanced
andinteractiveriskmanagementsystembasedonbehaviorandcognitivescience,usingstochastic
systemsandsystemdynamicsmodels?

BACKGROUND

Therehasbeenaconsiderablesafetyimprovementoverthelastcenturies.Theaveragelifeexpectancy
atbirthof theworldpopulation in1770wasslightlybelow30years, rising to70years in2018
(Roser, 2019). The advancement in technology and science has led to increased production of
food,newmedicinesandvaccines,andbettertreatmentandcare.Obesityisalargerproblemtoday
thanstarvation,thenumberofpeoplekilledinwarsandbydiseasesarereduced(Pinker,2011).A
comprehensiveoverviewofthetotalglobalhealthsituationandpositiveoveralltrendcanbeobtained
fromtheGlobalBurdenofDiseases,InjuriesandRiskFactorsStudy(GBD)(cf.Stanawayet.al.,
2018andRoser&Ritchie2019).

Theprospectforthefuture,however,ismoreuncertainasmanynewrisksmightemerge(Harari,
2016),somefortheverysamereasonsthatbroughtaboutthesafetygains.Pasttrendisnoguarantee
forcontinuedsafetyimprovements.Globalwarmingandpollution,thegrowingdebtbubble,reduced
effectsofantibiotics,newviruses,artificialintelligenceandrobotswheremanisnotintheloop,the
harvestingofpersonaldatafortargetedcommercials,thechallengefordemocracybytheinfluence
on people’s voting behavior through use of big data (Rose, 2019), (cyber)wars, overpopulation,
pandemicsandmigrations.Theinequalityofwealthbetweenthepoorandtheveryrichisgrowing
(Piketty,2014).Financialcapitalisincreasingmuchmorethanproductioncapital.Someofthese
changesmightbebenign,othersmightnot.Theymayinteractinwaysthatarenotabletoforesee,
butit islikelythatfinancialturmoilmayoccur.Minorconflictsmayleadtosocialunrestdueto
rapidspreadinsocialmedia(Jackson,2017).Beliefsystemscontradictingsciencemayshakethe
foundationofthewelfarestate.Theriseofvictimhoodculture(Campbell&Manning,2018),identity
politicsandno-platforminginitiativesmightposeathreattofreedomofspeech,andthusthebasisfor
thewesternversionofhumanrightsanddemocracy(Lukianoff&Haidt,2018).Somehazardsmay
reinforceeachother,e.g.throughamplificationeffectsofperceivedriskinsocialsettings(Fjaeran
&Aven2019).Thefuturehasindeednumerouschallenges,andtheymaycomeasbothnegative
uncertainties(risks)andpositiveopportunities.

Black Swans and Unknown Unknowns
Regardlessoftheamountofeffortsputintoriskanalyses,theremightberisksthatareunknownat
thetimeofanalysis.Someriskcausesorhazardsmayneitherbecapturedbyriskanalysesnorby
previousaccidentinvestigationsandmaythusescapeourattention.Large,unknownriskshavebeen
givendifferentnames,likeBlackSwans(Taleb,2010),GreyRhinos(Wucker,2016))andunknown
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