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ABSTRACT

Onlinesocialnetworks(OSNs)areusedtoconnectpeopleandpropagateinformationaroundthe
globe.Alongwithinformationpropagation,rumorsalsopenetrateacrosstheOSNsinamassiveorder.
Controllingtherumorpropagationisutmostimportanttoreducethedamageitcausestosociety.
EducatingtheindividualparticipantsofOSNsisoneoftheeffectivewaystocontroltherumorfaster.
ToeducatepeopleinOSNs,thispaperproposesadefensiverumorcontrolapproachthatspreadsanti-
rumorsbytheinspirationfromtheimmunizationstrategiesofsocialinsects.Inthisapproach,anew
informationpropagationmodelisdefinedtostudythedefensivenatureoftrueinformationagainst
rumors.Then,ananti-rumorpropagationmethodwithasetofinfluentialspreadersisemployedto
defendagainsttherumor.Theproposedapproachiscomparedwiththeexistingrumorcontainment
approachesandtheresultsindicatethattheproposedapproachworkswellincontrollingtherumors.
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1. INTRODUCTION

Theproliferationofinternet-enableddevicessuchassmartphoneshasledtotheincreasedusageof
OnlineSocialNetworks(OSNs)forreal-timeinformationsharing(Leskovec,Backstrom,&Kleinberg,
2009;Guille,Hacid,Favre,&Zighed,2013).Thiskindof informationsharinghelpsthesociety
indisseminationoftheusefulinformationonalargescaleinashorterduration(Bakshy,Rosenn,
Marlow,&Adamic,2012).Also,OSNsarehelpingforthegrowthoforganizationalbusinessesby
findingnewcustomerbases/marketingmedium(Pham,Tran,Thipwong,&Huang,2019)andOSNs
serveasorganization’scrucialdecisionpropagationplatformduringdisastrousevents(Ngamassi,
Ramakrishnan,&Rahman,2016;Subramaniyaswamy,etal.,2017).However,alongwithuseful
informationpropagationandincreasingthebusinessprospects,OSNsalsoserveasfertilelandfor
falseinformationorrumorpropagationonanunprecedentedscale(Wen,etal.,2015).Forexample,
in2013,therewasarumorinitiatedatOSNsrelatedtoBarackObama’sinjuryinanexplosionatthe
WhiteHouse.ThisrumorhasmadeamajorcrackdownontheU.SstockmarketamountedtoU.S
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dollar136.5billionwithinthreeminutesofpropagation(Domm,2013)(Foster,2013).Thisshows
thattherumorspreadsfasterthannormalinformationinonlinemediumslikeOSNs(Doerr,Fouz,
&Friedrich,2011).Suchanexacerbatedpropagationcausesirreversibledamagetosocietyduring
emergencyeventsasanegativeeffect.Consequently,researchesonidentifyingandcontrollingthe
rumorshavebeenarisingrecentinterestamongindustryexpertsandacademicians.

RumorinOSNscanbedefinedasaninformation/storythatisunverifiedorauthenticitysource
isunknownduringitscirculationinthenetwork(DiFonzo&Bordia,2007).Therehavebeenvarious
researchworkstoprotecttheOSNsfromrumorsthroughdifferentmethodologiessuchas:blocking
rumorspreadthroughnodeblocking(Hu,Pan,Hou,&He,2018)andlinkblocking(Kimura,Saito,&
Motoda,2009),defeatingrumorspreadthrough‘anti-rumor’informationasaprotectivemechanism
(Li,Zhu,Li,Kim,&Huang,2013;Afassinou,2014;Tong,etal.,2017).Inareal-worldsituation,
blockingtheindividualshasprivacyanduseragreementissuesinlargescalenetworkslikeOSNs
(Ahn,Shehab,&Squicciarini,2011;Huber,Weippl,Kitzler,&Goluch,2011).So,theprotective
mechanismthroughanti-rumorinformationisawidelyacceptedandmorefocusedsolutiondomain
forrumorcontainmentproblems(Tripathy,Bagchi,&Mehta,2010).

When a rumor spreads in OSNs, the authorities or individuals in the network identify true
informationagainsttherumorandpropagateitinthenetwork(Ji,Liu,&Xiang,2014).Thisactof
defendingagainstrumorsthroughanti-rumorpropagationprotectstheOSNsbybreakingtherumorin
thenetwork.ThisdefensivemechanismtoprotectOSNscanbestudiedfromthedefensivemechanism
ofsocialinsectstoprotectagainstthepathogeninthereal-world.Thedefensivemechanismofboth
possessesthesamebehaviorsuchasone-to-onecontact,fast-spreadingofepidemicsinthesystemof
socialinsects(Naug&Camazine,2002)andOSNs(Doerr,Fouz,&Friedrich,2011),anddefending
protectionusingthesetofindividualsagainsttheepidemicsinsocialinsects(Myles,2002)aswell
asOSNs(Li,Zhu,Li,Kim,&Huang,2013).Hence,thedefendingprotectionmechanismofsocial
insectsisemployedintheproposedapproachtocontroltherumorsinOSNs.

Socialinsectsleadagrouplivingincolonies.Thedefensivesystemsoftheseinsectshaveevolved
asaco-operativeimmuneprotectionsystemagainsttheparasiteinfection.Thediseasetransmission
insuchcoloniesiscontrolledorremovedusingtheco-operativeactionsofindividualinsectsasa
groupdefensiveprotectionatthecolonylevel.Inthiswork,thedefensiveprotectionactofinsects
suchas‘Dampwoodtermites’(Rosengaus,Jordan,Lefebvre,&Traniello,1999;Myles,2002)has
inspiredthisstudytocontrolrumorpropagationinOSNs.Theinfectedtermitescreatevibrationin
responsetopathogeninfection.Thisdefensiveactionfromnestmatesisidentifiedbyothertermites
toescapefromtheinfection.Thesetermitestransmittheimmunizationthroughthecontact.Such
behavioral response of termites against the pathogen effectively removes the infection from the
colonyinashorttime.

Themainobjectiveofthisworkistospreadanti-rumorsagainstrumorpropagationwiththehelp
ofthemostinfluentialspreadersinthenetwork.Toenablefasteranti-rumorpropagationinthenetwork,
thispaperdefinestwonewsetsofmostinfluencerscalledflockingandgushinginfluencerstoinitiate
theanti-rumorpropagation.Flockingandgushinginfluencersspreadtheinformationasaco-operative
approachamongtheparticipantsinthenetwork.Whentheinformationinitiatedfromflockingand
gushinginfluencers,allotherparticipantstrytocommunicatewithneighborsasacontagiouseffect.
Thissortofbehaviorissameastheco-operativebehaviorofsocialinsects.Previousworksonrumor
containmentthrough‘anti-rumor’propagationconsidervariousoptimizationfactorsinidentifying
theinitialspreaders,propagatingtrueinformation,andcompetingagainstrumorpropagation(He,
Song,Chen,&Jiang,2012;Liu,etal.,2016).But,noneofthesediscusstheco-operativerumor
containmentapproachthathandlesrumorsthroughflockingandgushinginformationpropagation.

Inthiswork,anovelrumorcontainmentapproachcalledRumorControlviaDefensiveProtection
(RC-DP)isproposedtospread‘anti-rumor’asdefensiveprotectionagainsttherumors.Thisapproach
triestocombatrumorsusingaco-operativerumorcontainingbehavior.First,theproposedworkmodels
thepropagationofanti-rumorasadefensiveactagainsttherumorpropagation.Thispropagation
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