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Abstract

The integration of heterogeneous mobile/wireless 
networks using an IP-based core network materi-
alizes the beyond third generation (B3G) mobile 
networks. Along with a variety of new perspec-
tives, the new network model raises new security 
concerns, mainly, because of the complexity of the 
deployed architecture and the heterogeneity of the 
employed technologies. In this chapter, we exam-
ine and analyze the security architectures and the 
related security protocols, which are employed in 
B3G networks focusing on their functionality and 
the supported security services. The objectives of 
these protocols are to protect the involved parties 
and the data exchanged among them. To achieve 
these, they employ mechanisms that provide mutual 
authentication as well as ensure the confidential-
ity and integrity of the data transferred over the 
wireless interface and specific parts of the core net-
work. Finally, based on the analysis of the security 
mechanisms, we present a comparison of them that 

aims at highlighting the deployment advantages of 
each one and classifies the latter in terms of: (1) 
security, (2) mobility, and (3) reliability.

Introduction

The evolution and successful deployment of wire-
less LANs (WLANs) worldwide has yielded a de-
mand to integrate them with third generation (3G) 
mobile networks. The key goal of this integration 
is to develop heterogeneous mobile data networks, 
named as beyond 3G (B3G) networks, capable of 
supporting ubiquitous computing. Currently, the 
network architecture (3rd Generation Partnership 
Project [3GPP] TS 23.234, 2006) that integrates 
3G and WLAN specifies two different access sce-
narios: (1) the WLAN Direct IP Access and (2) the 
WLAN 3GPP IP Access. The first scenario provides 
to a user an IP connection to the public Internet 
or to an intranet via the WLAN access network 
(WLAN-AN), while the second allows a user to 
connect to packet switch (PS) based services (such 
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as wireless application protocol [WAP], mobile 
multimedia services [MMS], location-based ser-
vices [LBS] etc.) or to the public Internet, through 
the 3G public land mobile network (PLMN).

Along with a variety of new perspectives, the 
new network model (3G-WLAN) raises new secu-
rity concerns, mainly, because of the complexity 
of the deployed architecture and the heterogeneity 
of the employed technologies. In addition, new 
security vulnerabilities are emerging, which might 
be exploited by adversaries to perform malicious 
actions that result in fraud attacks, inappropriate 
resource management, and loss of revenue. Thus, 
the proper design and a comprehensive evaluation 
of the security mechanisms used in the 3G-WLAN 
network architecture is of vital importance for the 
effective integration of the different technologies 
in a secure manner.

In this chapter we examine and analyze the 
security architectures and the related security 
protocols, which are employed in B3G, focusing 
on their functionality and the supported security 
services for both WLAN Direct IP Access and 
3GPP IP Access scenarios. Each access scenario 
(i.e., WLAN Direct Access and WLAN 3GPP IP 
Access) in B3G networks incorporates a specific 
security architecture, which aims at protecting the 
involved parties (i.e., the mobile users, the WLAN, 
and the 3G network) and the data exchanged 
among them. We elaborate on the various secu-
rity protocols of the B3G security architectures 
that provide mutual authentication (i.e., user and 
network authentication) as well as confidentiality 
and integrity services to the data transferred over 
the air interface of the deployed WLANs and 
specific parts of the core network. Finally, based 
on the analysis of the two access scenarios and the 
security architecture that each one employs, we 
present a comparison of them. This comparison 
aims at highlighting the deployment advantages 
of each scenario and classifying them in terms of: 
(1) security, (2) mobility, and (3) reliability.

The rest of this chapter is organized as fol-
lows. The next section outlines the B3G network 

architectures and presents the WLAN Direct IP 
Access and the 3GPP IP Access scenarios. The 
third section elaborates on the B3G security archi-
tectures analyzing the related security protocols 
for each scenario. The fourth section compares the 
security architectures and consequently, the two 
access scenarios. Finally, the fifth section contains 
the conclusions.

Background

The B3G Network Architecture

As shown in Figure 1, the B3G network archi-
tecture includes three individual networks: (I) 
the WLAN-AN, (II) the visited 3G PLMN, and 
(III) the home 3G PLMN. Note that Figure 1 il-
lustrates the architecture for a general case where 
the WLAN is not directly connected to the user’s 
home 3G PLMN. The WLAN-AN includes the 
wireless access points (APs), the network access 
servers (NAS), the authentication, authorization, 
accounting (AAA) proxy (Laat, Gross, Gommans, 
Vollbrecht, & Spence, 2000), and the WLAN-ac-
cess gateway (WLAN-AG). The wireless APs 
provide connectivity to mobile users and act like 
AAA clients, which communicate with an AAA 
proxy via the Diameter (Calhoun, Loughney, Gutt-
man, Zorn, & Arkko, 2003) or the Radius (Rigney, 
Rubens, Simpson, & Willens, 1997) protocol to 
convey user subscription and authentication infor-
mation. The AAA proxy relays AAA information 
between the WLAN and the home 3G PLMN. The 
NAS allows only legitimate users to have access 
to the public Internet, and finally, the WLAN-AG 
is a gateway to 3G PLMN networks. It is assumed 
that WLAN is based on the IEEE 802.11 standard 
(IEEE std 802.11, 1999).

On the other hand, the visited 3G PLMN in-
cludes an AAA proxy that forwards AAA informa-
tion to the AAA server (located in the home 3G 
PLMN), and a wireless access gateway (WAG), 
which is a data gateway that routes users’ data to 



 

 

20 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/security-architectures-b3g-mobile-

networks/26685

Related Content

Protocol Analysis for the 3G IP Multimedia Subsystem
M. Alam (2007). Encyclopedia of Mobile Computing and Commerce (pp. 778-784).

www.irma-international.org/chapter/protocol-analysis-multimedia-subsystem/17174

N-Tuple Algebra as a Unifying System to Process Data and Knowledge
Boris Alexandrovich Kulikand Alexander Yakovlevich Fridman (2019). Advanced Methodologies and

Technologies in Network Architecture, Mobile Computing, and Data Analytics (pp. 602-615).

www.irma-international.org/chapter/n-tuple-algebra-as-a-unifying-system-to-process-data-and-knowledge/214646

Mobile Users in Smart Spaces
L. Oliveira, Hyggo Almeidaand Angelo Perkusich (2007). Encyclopedia of Mobile Computing and

Commerce (pp. 621-626).

www.irma-international.org/chapter/mobile-users-smart-spaces/17145

Voice Application Generator Platform for Real Time Multimedia Vehicle Sensor based

Notifications
Guillermo Cueva-Fernandez, Jordán Pascual Espadaand Vicente García-Díaz (2015). International Journal

of Handheld Computing Research (pp. 20-33).

www.irma-international.org/article/voice-application-generator-platform-for-real-time-multimedia-vehicle-sensor-based-

notifications/138113

Enterprise Network Packet Filtering for Mobile Cryptographic Identities
Janne Lindqvist, Essi Vehmersalo, Miika Komuand Jukka Manner (2012). Emergent Trends in Personal,

Mobile, and Handheld Computing Technologies (pp. 75-89).

www.irma-international.org/chapter/enterprise-network-packet-filtering-mobile/65333

http://www.igi-global.com/chapter/security-architectures-b3g-mobile-networks/26685
http://www.igi-global.com/chapter/security-architectures-b3g-mobile-networks/26685
http://www.irma-international.org/chapter/protocol-analysis-multimedia-subsystem/17174
http://www.irma-international.org/chapter/n-tuple-algebra-as-a-unifying-system-to-process-data-and-knowledge/214646
http://www.irma-international.org/chapter/mobile-users-smart-spaces/17145
http://www.irma-international.org/article/voice-application-generator-platform-for-real-time-multimedia-vehicle-sensor-based-notifications/138113
http://www.irma-international.org/article/voice-application-generator-platform-for-real-time-multimedia-vehicle-sensor-based-notifications/138113
http://www.irma-international.org/chapter/enterprise-network-packet-filtering-mobile/65333

