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AbstrAct

In the wireless world, there has recently been 
much interest in alternate serialization formats 
for XML data, mostly driven by the weak capa-
bilities of both devices and networks. However, 
it is difficult to make an alternate serialization 
format compatible with XML security features 
such as encryption and signing. We consider 
here ways to integrate an alternate format with 
security, and present a solution that we see as a 
viable alternative. In addition to this, we present 
extensive performance measurements, including 
ones on a mobile phone on the effect of an alternate 
format when using XML-based security. These 
measurements indicate that, in the wireless world, 
reducing message sizes is the most pressing con-
cern, and that processing efficiency gains of an 
alternate format are a much smaller concern. We 

also make specific recommendations on security 
usage based on our measurements.

IntroductIon

In recent years, two developments in the comput-
ing landscape appear to be having a significant 
impact on the future. One of these is the rising 
popularity of XML (extensible markup language), 
which is now being used also for machine-to-
machine messaging, most notably in the form 
of SOAP (World Wide Web Consortium [W3C], 
2003a, 2003b). The other is the increasing number 
of available mobile devices with sophisticated 
networking capabilities, potentially heralding an 
age of truly pervasive, or ubiquitous, computing 
(Satyanarayanan, 2001; Weiser, 1993).
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XML Security

In a pervasive computing situation, a person 
carries a small computing device, such as a smart 
phone or a PDA (personal digital assistant). These 
kinds of devices have much less processing power 
available than typical personal computers. They 
are normally battery powered, meaning that the 
available energy should not be squandered, es-
pecially as battery capabilities tend to increase 
very slowly over time. Finally, their connection 
to other computers, including to the Internet, will 
often be on a low-bandwidth, high-latency wire-
less link, though in some places more powerful 
devices can take advantage of wireless LAN (local 
area network) hotspots that provide much better 
network connectivity.

There has been concern that XML is not suit-
able for use on mobile devices due to its verbosity 
and processing requirements. Because of this, 
there have been proposals to replace XML with 
an alternate binary XML format, which would 
be compatible with XML on some level but is 
purported to be more compact and more efficient 
to process. When communicating with existing 
systems on a fixed network, gateways can convert 
between this binary format and XML to permit 
piecewise introduction of the new format. A well-
known gateway-based solution is the wireless 
application protocol (WAP; WAP Forum, 2001a) 
that includes one of the earliest binary formats 
for XML (W3C, 1999).

However, compatibility achieved through 
gateways breaks down in the case of security fea-
tures such as encryption and digital signatures. If 
serialized content is encrypted, a gateway cannot 
convert it, so the ultimate recipient needs to be 
able to understand the used format. In the case of 
signatures, the signature will be computed over 
the serialized form, so again the recipient will 
need to be able to regenerate that version.

In this article, we explore the effect of a binary 
format in the context of XML security, in par-
ticular to determine what benefits, if any, such a 
format could bring. We focus on communication 
between a mobile device using a wireless link and 

a server in a fixed network. While direct peer-to-
peer communication between mobile devices is 
also an important topic, the issues of compatibility 
arise more strongly in the client-server case due 
to the number of existing deployed systems.

The main contributions of this article are a 
review of options for achieving compatibility 
between different formats and a comparison. We 
present extensive measurements, of both time and 
energy consumption, that were performed with 
real mobile devices over real networks. Finally, 
drawing on our measurements, we make recom-
mendations for new features in XML security 
specifications that would support mobile devices 
better than is currently achievable.

We begin the article with usage scenarios 
supporting fine-grained XML security and an 
overview of the relevant specifications. We con-
tinue by presenting three different compatibility 
options to allow use of a binary format, and then 
show measurements using our proposed option. 
Next, we review related work, and finally conclude 
the article with specific recommendations and 
some view of the future.

XMl securIty

There are several existing ways to secure network 
traffic, many of which can be deployed immedi-
ately without needing to worry about interoper-
ability at the application layer. On the network 
layer, it is possible to use IP (Internet protocol) 
security (Kent & Atkinson, 1998) for authentica-
tion and encryption. Transport-layer connections 
can be secured with SSL (secure sockets layer; 
Freier, Karlton, & Kocher, 1996), which provides 
authentication and a secure communication chan-
nel. The problems with these are that they only 
secure network traffic, so stored data need to 
be reencrypted and re-signed, and they lack the 
granularity to support some use cases that require 
multiple transport-layer connections.
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