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and Internet of Things:
Review and Open Research Issues
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ABSTRACT

Cloudcomputing,internetofthings(IoT),artificialintelligence,andbigdataarefourverydifferent
technologiesthatarealreadydiscussedseparately.Theuseofthefourtechnologiesisrequiredtobe
moreandmorenecessaryinthepresentdayinordertomakethemimportantcomponentsintoday’s
worldtechnology.Inthispaper,theauthorscentertheirattentionontheintegrationofcloud,IoT,big
data,andartificialintelligence.Severalkindsofresearchpapershavesurveyedartificialintelligence,
cloud,IoT,andbigdataseparatelyand,moreprecisely,theirmainproperties,characteristics,underlying
technologies, and open issues. However, to the greatest of the authors’ knowledge, these works
requireadetailedanalysisofthenewparadigmthatcombinesthefourtechnologies,whichsuggests
completelynewchallengesandresearchissues.Tobridgethisgap,thispaperpresentsasurveyon
theintegrationofcloud,IoT,artificialintelligence,andbigdata.
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INTRODUCTION

InternetofThings(IoT)isanetworkofSmartdeviceswhichcollectandtransferthedatabetweenthem.
Thenumberofconnecteddeviceswillbemorethanthirteenbilliondevicesin2020andseventeen
billionin2025.ItwillcreateTrillionsofDataeveryhour.Forseveralyearsnow,theinternethas
notbeenlimitedtocomputersandothersmartphones.Nowalmostallobjectsareconnectabletothe
internet.TheInternetofThingshasnolimits.Forthis,businessesoperatevariouscommunication
networks.Inordertocontrolsuchenormousdata,thereisaneedforBigData.

BigDataisatermfordatasetsthataresolargeandhuge.So,usingBigDatacanmanagethose
hugedatawhichtheauthorsachievedfromIoTdevicesandothersources.

Theconceptofbigdataisaconceptgeneralizedsince2012toreflectthefactthatcompaniesare
confrontedwithdatacapacities(data)tobeprocessedmoreandmoreconsiderableandpresenting
greatcommercialandmarketingissues.Inordertocopeupwithscalingandrapidlyincreasingthe
volume,centralization,andinfrastructure,herecomesCloudComputing.

CloudComputing:CloudComputinggives thecentralizedplatform toaccess thedata from
anywhereintheworldwiththesharedinfrastructure.Now,everythingworksideally.Totreatall
thesedata,thereisaneedforArtificialIntelligence.

Thisarticle,publishedasanOpenAccessarticleonJanuary11,2021inthegoldOpenAccessjournal,InternationalJournalofWeb-Based
LearningandTeachingTechnologies(convertedtogoldOpenAccessJanuary1,2021),isdistributedunderthetermsoftheCreativeCom-
monsAttributionLicense(http://creativecommons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninany

medium,providedtheauthoroftheoriginalworkandoriginalpublicationsourceareproperlycredited.
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Artificial Intelligence: can use those data and learn from those data. It will predict or take
decisionsfromthosetrillionsofdata.So,theusualinformationcangetandpredictourfuturefrom
ourpast.TherearealotofAIoffers.So,therealpowercomeswiththeuseofallthetechnologies
forourbetterfuture.

Inthispaper,theauthorswilldiscusshowthesefourtechnologiesInternetofthings,artificial
intelligence,bigdataandcloudcomputingarerelatedtoeachother.

FUNDAMeNTAL CONCePTS

Inthemodernworld,theuseofnewtechnologyisimportantforseveralIToperationsandnumerous
industriessuchasbigdata,cloudcomputing,artificialintelligenceandIoT(Internetofthings)for
manyoftheirapplicationsforefficientmanagementofthecompany.Variousconceptsanddefinitions
arediscussedbelow.

Characteristics of Big Data
Bigdataisdatawhosescale,distribution,variety,and/ortimelinessneedtheuseofnewtechnical
architectures,analytics,andtoolsinordertoallowinsightsthatopennewsourcesofbusinessvalue.
Threemainfeaturescharacterizebigdata:volume,variety,andvelocity.Thevolumeofthedatais
itssize,andhowenormousitis.Velocityconcernstotheratewithwhichdataischanging,orhow
oftenitiscreated.Finally,varietyincludesthedifferentformatsandrepresentationsofdata,aswell
asthedifferentkindsofmethodsandtechniquesofanalyzingthedata(EMC,2012).

Characteristics of Cloud
Cloudcomputingis therealizationofutilitycomputingwhereresourcesareimplementedbythe
serviceproviderandthecloudcostumerwillpayastheyusetheresources.Theusercanaccessthe
cloudviaathinclient.Cloudalsoprovidesmemoryforalargenumberofdatatostoreandallows
computation.Hencealotofuserscanrelyonacloudasitreducestheinfrastructurechargethatthe
userneedstoinvest(Drissietal.,2015),(Drissietal.,2019).

Characteristics of IoT
InternetofThings:FutureinternetwillbemainlybasedonIOT.AsthetitleindicatestheInternet
ofThingsisnothingbutaninterconnectednetworkofthingswhichareembeddedwithsensorsand
actuators.Thethingmaybeanyreal-worldobject.Theseobjectshavetheabilitytocollectdatafrom
theenvironmentwiththehelpofsensorsandthereforetheyaretermedassmartobjects.Alarge
amountofdatawillbemanagedbysuchsmartobjects,whichwillbehelpfulinfutureanalysis.

Characteristics of INTeLLIGeNCe Artificial
Artificialintelligencerelatestoscienceandtechnologythatcansimulatehumansensing,thinking,
reasoningandaction,anddemonstrates thecapacity to solveproblemswithhuman intelligence.
Artificialintelligenceuseshumaninputdatatogetknowledgeandenhancesproblem-solvingthrough
machinelearningmode(Maurícioetal.,2018).LiteratureReview

In(Soldatosetal.,2012),theauthorsdescribedesignprinciplesforIOTcloudenvironmentand
alsointroduceaframeworkforconvergingcomputingmodelswithdevelopingIOTinfrastructure.
ThepaperhasexplainedthatfutureinternetismainlyfocusedonIOTandthereforeintegratedeasily
withtheservicessuchastheInternetofServices(IOS)andtheirstandards.ManagementofIOT
basedcloudenvironmentisnotsimpleandconsequently,thispaperintroducesthemainbuilding
blockofamiddlewearframework.Withthisframeworkserviceproviderscanefficientlyhandle
enduserrequestsbydeployingcloudutility-basedinfrastructure.Thepaperalsoexplainsthedesign
principlesfortheframework.
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