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ABSTRACT

DuetothelackoftrustonIoTdevices,theintegrationoffogcomputingandIoTdevicesishindered.
Trustisconsideredtohavetwonotions:subjectivetrustwheretheuserputshisindividualinterests
to the interactionsandobjective trustwhichdependsonlyon individual interactionexperiences.
Thispaperproposesareliabletrustcomputingmechanismbasedonsubjectiveandobjectivetrust.
Thesubjectivetrustiscalculatedfromfeedbackofmultiplesources.Theincentiveandpunishment
mechanismisappliedtothesubjectivetrusttoavoidmaliciousdevices.Theobjectivetrustiscalculated
basedonqualityofservices.TheoveralltrusthelpstheIoTdevicestodeterminethetrustworthiness
ofotherIoTdevicesandinturnhelpstoestablishatrustedenvironment.Theexperimentalresults
showthattheperformanceisbetterthanexistingmethodsintermsoftimerequiredtocalculatethe
overalltrust,reliability,andtrustworthinessofIoTdevices.
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1. INTRodUCTIoN

FogcomputingisadistributedcomputingmodelthatactsasanintermediatelayerbetweenCloud
layerandIoTlayer.DuetolargeextentuseofIoTdevicesinrecentdays,thecomputationaldemand
hasgrownalotandthisdemandisfulfilledbyintegratingFogcomputingwithIoTdevices.Thisis
possiblebyhavingFogcomputingplacedclosetoIoTdevices(Yousefpouret.al.,2019;Mahmud,
Srirama,Kotagiri&Buyya,2019;Atlam,Walters&Wills,2018).Fogcomputingnotonlyprovides
servicestoInternetofthings,butalsoextendsitsapplicationtoothernetworkingsystemssuchas
Mobilenetwork/Radioaccessnetwork,Powerlinecommunication,Contentdistributionnetwork,
healthcareapplicationsandVehicularnetwork(Mahmud,Kotagiri&Buyya,2018;Paul&Pinjari,
2018).Thisintegrationhasfacilitatedrealtimeandlatencysensitiveapplicationstobedeployed.But
duetolackoftrustonIoTdevices,theintegrationoffogcomputingandIoTdevicesishindering.

Numeroussecurityissuesandattacksexistsuchasmessageforging,messagetamperingand
replayattacks(Al-khafajiyet.al.,2019;Khalidet.al.,2019;Birje,Challagidad,Goudar&Tapale,
2015;Birje&Hallappanavar,2019;MounaJouini&LatifaBenArfaRabai,2016),whichdisturbsthe
securedcommunicationandtrustamongentities(UshaDivakaria&K.Chandrasekaran,2016).Trust
isthebasisfortheIoTdevicestocollaboratewitheachother(Yuan&Li,2018;Firdhous,Hassan
&Ghazali,2013).Itrequiresestablishmentofatrust thateliminatesthefearamongentitiesand
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providesrequiredqualityofservices(Houet.al.,2015;Gupta&Saini,2017).Thetrustmechanism
eliminatesthemaliciousserviceprovidersandallowsthetrueserviceproviderstoprovideservices.
Italsokeepsatrackonthequalityofservicesandkeepsacheckeachserviceprovidertoprovide
goodservices.HencethereisaneedofamechanismtocomputethetrustworthinessofIoTdevices.

Mostofthepreviousworkshaveconsideredeithersubjectivetrust(Jian&Qin,2015)orobjective
trustfortheirtrustcalculation.Thetrustcomputingmechanismbasedonsubjectivetrustinmany
workslacktheinformationfusionfrommultiplesourcesandproperweightassignmenttothefeedbacks
given(Azzedin&Ghaleb,2019;Challagidad,Birje&Goudar,2020).Trustmechanismbasedon
objectivetrustinmanyworkslacktheproperweightassignmenttothequalityofservicesparameters
(Zennaro,Ivanovska&Jøsang,2019).Alsotherearenoincentiveandpunishmentmechanismsto
promoteorwarntheIoTdevicestoprovidecorrectfeedback(Wang,Huang&Zou,2016;Tian,Yang,
Zhong&Liu,2014;Xionget.al.,2018;Lu&Mengshu,2005).Soitrequiresanattentiontofocuson
subjectiveandobjectivetrustwhichprovidesareliableandtrustworthytrustcomputationmechanism.

Therefore thisworkproposesa reliable trustcomputingmechanism thatworks in following
threesteps:

1. Thesubjectivetrustiscomputedthroughmultiplesourcefeedbackfusion.
2. Furthertheincentiveandpunishmentschemeisappliedtothecomputedsubjectivetrust
3. Theobjectivetrustiscomputedbasedonqualityofservices.

Thecontributionofthisworkistodesignareliabletrustcomputingmechanismwhichcombines
thesubjectiveandobjectivetrust.Also,incentiveandpunishmentmechanismisappliedtothetrust
valuetoboosttheIoTdevicesorpunishthemaliciousdevices.

Theorganizationofthepaperisasfollows.SectionIIexplainsabouttherelatedworkcarriedout
sofar.SectionIIIcoversarchitectureconsideredintheproposedworkandtrustcomputingmechanism.
SectionIVconsistsofresults.TheconclusionofthepaperiscoveredinSectionV.

2. ReLATed woRK

Zhang, Zhou & Fortino (2018) classified secure communication into 2 types: First type is
communicationbetweenIoTdevicesandFognodesandsecondiscommunicationbetweenfognodes
themselves.Thepaperpresents thearchitectureofFogcomputingandalsoshowstheassociated
possiblesecurityand trust issues.BecauseFog isextremelydistributed,employmentofsecurity
mechanismsforreliabledatacanaffectitsQoStoagreatdegree.Thepaperfocusesthenecessityto
findnewmechanismstoincreasethesecurityandtrustoftheFog.

Yasir Hussain & Zhiqiu Huang (2018) presented trust and reputation based model for the
maliciousnodesinfogIoTcomputing.Tocalculatetrust,multiplesourcesandreputationvalues
areassigneddifferentweights.Thisimprovesreliabilityofthesystemandhelpsthemodeltobe
unbiasedandeffective.ForthereputationcalculationinTRFIoT,animprovedversionofPageRank
systemisimplemented.

Wanget.al.,(2017)proposedafogbasedtrustcalculationmethodfortrustworthycommunication
insensorcloudsystem.Itfirstestablishesageneraltrustmodelthatdependsonpreviousfeature
valuesofthesensors’communication.Furtherwhensensorsuploadcommunicationfeaturestofog
nodesduringeachuploadinterval,thefognodescalculatethetrustvalueofthecommunicationsand
classifythesensorsinto:crediblenodes,suspectnodesandunbelievablenodes.Ifasensorisfound
asunbelievablenode,thefognodesendsthatinformationtotheothersensors.Then,theunbelievable
nodecannothaveaccesstoresources,suchaschannels,data,andsoon.Thetrustevaluationapproach
usesmultiplelinearregressionproblems.Alsoitadoptstheleastsquaresalgorithmtofindthebest
fitnessfunctionbetweensensors’behaviourandtheirtrustvalues.
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