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ABSTRACT

Thesociety’sincreasingrelianceonwebapplicationswiththegrowingonlinemarketanddigitization
ofalmosteveryservice,thereisanincreasingdemandforbetterreliability,security,andinteroperability
ofwebapplications.Testingbecomesanintegralpartofimprovingthisreliabilityonwebapplications.
Despitetheinnumerablenumberoftools,techniques,methodsfortestingwebapplications,thereis
stillscopeforexpansioninthecodecoverageofwebapplications.Mutationtestingwithitsexpansive
potentialtoexposevulnerabilitiesofwebapplicationstookabackseatowingtoitsexhaustivetesting
cycles.Somemutationoperatorsrelatedtosecurity,performance,andothernon-functionalattributes
ofwebapplicationsarepresentedinthecurrentwork.Inthecurrentwork,athoroughanalysisof
various mutations operators proposed by authors towards the non-existent operators thus far is
presented.Anaugmentof47%ofoperatorsoccurredinthepresentwork.Aconcisediscussionon
thescopeofworkfuturedirectionofworkispresented.
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1. INTRoDUCTIoN

Mutation testing is an establishedwhitebox fault based testingmethodoftenoverlooked for its
laboriousandexhaustiveexecutionoftestsuites.Seedingoffaultsatknownpoints,totryingtokill
mutantsbyconstantlyincreasingtheinputsize,toanalyzingthedeadmutantsversusthelivemutants
teststhetypicaltester’stimeconstraints(Woodward1993).Ifamutantisalive,thetestisre-executed
withanincreaseinthesampleinputsize.Ifamutantisalivedespiteincreasingtheinputsize,then
thetesterneedstoenhancehistestsuitewithanewtestcaseincorporatingthelivemutantasthenew
mutationoperator.Mutationtestingnotjusthelpsthoroughtestingofthesoftwareintestbutalsohelps
inenhancementoftestsuitetocatertothefutureneedslikeregressiontestingandhealthtestingof
thesoftwareintest,beitawebapplicationoranyapplication.However,athorougheffortwentinto
understandingtheneedsofawebapplicationintestinginthecurrentworkandaconsolidatedeffort
concludedthatwebapplicationtestingbecomescriticalgivenitsimmenseheterogeneityintermsof
interactions,implementations,languages,etc(Lakshmi&Millika2017).
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Someofthepopularcasestudieswhichemphasizedontheimportanceofpropertestingofweb
applicationsandimplicationsofapoorlytestedapplicationareasbelow.

PricingerroronAmazon’sUKsitelistsiPaqH1910PocketPCforunder$12insteadofregular
retailpriceof$449resultinginabnormallyhighsalesinMarch2003(News.comn.d).

PayPalsufferedfromserviceoutagesforfivedaysinOctober2004afterupgradingsite.They
reasonquotedtobeasglitchesinthesoftwareupdateandwaivedcustomerfeesforadayhttp://www.
eweek.com/article2/0,1759,1684427,00.asp(eWeek.comn.d.).

AbankinDenmarkexperiencesoutageduetoerrorsindatabaserecoveryroutinesfollowing
replacementofdefectivediskinApril2003(eWeek.comn.d.).

Comairairlineshadtocancelmorethan1,000flightsonChristmasDay2004whenitscomputer
systemsforreservationscrashedafteraroughweathercausedadamagetothephysicalcomputer
systemsoftheorganization(Internetnews.comn.d.).

Earlierresearchershavedonesomeextensiveworkintermsofproposingmutationoperators
for testing web applications (Kumar 2019; Kumar & Ramamoorthy 2018; Offutt et al., 2006;
Praphamontripong&Offutt2010;Kumar&Ramamoorthy2017;Schuler&Zeller2009;Schuleret
al.,2009).However,thereisadearthforsecurityrelatedmutationoperatorswhichcanfurtherreveal
securityvulnerabilitiesofwebapplications(Lakshmi&Mallika2017).

2. ReLATeD WoRK

Previousmutationsystemsmodelled(Fevzibellietal.,2016;Wang&Huang2008;Wangetal.,
2009;Martin&Xie2007)a)faultsbasedonlinktransitionsb)faultsbasedonarithmeticoperators
byreplacingthemwithanotherandc)operatorsthatsimulatesomeuncommonprogrammingerrors
(Mirshokraieetal.,2015;Misra2014;Nishiura&Maezawa2013;Leeetal.,2008;Ferrarietal.,
2008).Anexhaustivesurveyofvariouswebapplicationfaults(Sujata&Idate2013;Praphamontripong
2012;Karthikeyanetal.,2019;Delamareetal.,2009)ledtotheidentificationofseveralsecurity
vulnerabilitieswithwebapplications.Bymodellingeachsecurityvulnerability,auniqueoperator
is designed. The categories of web applications faults however overlap according to various
classificationsdonebyearlierresearchers(Jiangetal.,2009;Wang&Haga2014;Kumaretal.,
2018;Nanavatietal.,2015;Kouseretal.,2018).Inthecurrentwork,anattempttoproposemutation
operatorsforsessionmanagementandwebapplicationsecurityismade.Atooltoimplementthese
operatorsonaninhousebuiltwebapplicationisdone.Abroaderwebapplicationsfaultclassification
proposedbytheauthorsafteranexhaustivesurveyonvulnerabilitiesinwebapplicationsispresented
inFigure1.Afterthoroughsurveyitisevidentthatsomeoftheearlierresearcherscontributedseveral
mutationoperatorstowardstestingofwebapps.However, theircontributionsgot limitedonlyto
specifictypesoffaultsclassifiedintheFigure1.Theoperatorsproposedbyearlierresearchersare
presentedinTable1.

The remaining paper is structured as follows: Section 2 discusses the classification of web
faultsandmostvulnerableareasinawebapplicationandsomeofthemutationoperatorspresented
byearlierresearcherspertainingtothoseclassificationsofwebfaults.Section3presentstheweb
mutationoperatorsproposedbytheauthorsinearlierworksalongwithasetofanother5newoperators
fortestingwebapps.Section4presentsthearchitectureofatooldesignedandimplementedbythe
authorsfortestingwebapplicationsforthemutationoperatorsdiscussedinSection3.Section5deals
withtheresultsobtainedaftertestingfiveopensourcewebappswiththeoperatorsproposedbythe
authorsonthetooldiscussedinSection4.Sectionpresentsadetailedanalysisonthecontributionsof
theauthorsincomparisonwiththeexistingworkandfurtherhighlightsthefuturedirectionsofwork.

Dynamicwebapplicationssufferfromawidevarietyofvulnerabilitiesincludingapplication
logicfailures,sessionmanagement(Biqer&Diri2015),authenticationproblems,crosssitescripting
(Maithilietal.,2018),databaseconnectivityetc.duringruntime.Confidentialityofdataandsecurity
isacauseofgrowingconcerngiventhefailuresofmanyofthee-commerceapplicationsinthepast
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