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INTRODUCTION

With the growing demand of electricity, the traditional power transmission grids are unable to manage
instant upsurges in the utilization of electricity and thus often lead to blackouts and power outages (Gao,
Xiao, Liu, Liang & Cheng, 2012). Smart grid technology (Farhangi, 2010), which is a digital upgradation
of the traditional grids, can overcome the above-mentioned issues and thus provides reliable, secure, safe
and efficient power distribution and management. A smart grid system is mainly composed of control
centers, mobile workforce, substations, utilities and the customer premises (Saputro, Akkaya & Uludag,
2012). A reliable communication link between all these building blocks is the core element that gov-
erns the efficiency of the overall system. Some of the extensively used communication networks in this
technology are wide area network (WAN), neighborhood area network (NAN) and home area network
(HAN) (Saputro et at., 2012). For example, HAN is located in the customer premises and thus provides
a connection between the smart meter and the home appliances. These networks and their interrelation-
ships are depicted in Figure 1.

The routing protocols play a vital role in establishing a secure and reliable communication link be-
tween the components of the above-mentioned smart grid networks. In this regard, the ZigBee (Kinney
et al., 2003) routing protocol is commonly used in wireless HAN and provides a reliable, secure and
uninterrupted connection between various components of HAN, i.e., home appliances and the smart
meter (Saputro et at., 2012). Conventionally, the analysis of these network protocols is performed using
live testing and computer-based simulations (Lundgren, 2002) using network simulators (McCanne,
Floyd, Fall & Varadhan, 1997). These techniques can analyze a limited number of possible scenarios
and thus there is always a chance of missing a corner case, which compromises the accuracy of the
analysis. Moreover, round-off errors due to the involvement of the computer arithmetic also introduce
some approximations and thus we cannot certify a complete absence of bugs. Therefore, considering
the safety-critical applications of power and electricity in our daily tasks, these inaccurate results may
lead to many unwanted consequences.

Formal methods (Hasan & Tahar, 2015) have the ability to overcome these inherent limitations of the
above-mentioned conventional techniques. The formal methods based system analysis mainly involves
developing mathematical model of the given system based on some logic and verification of its intended
properties using deductive reasoning. The involvement of the logical modeling and deductive reasoning
enhances the chances of catching subtle errors that are often ignored by the traditional methods. For
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Figure 1. Smart grid Communication Network

-]

\
u“

Distribution
Automation

-

- "
-
- = —_ -~ "Data Collector

—————————————————— -
-

Mobile
Workforce

o o
r

|
Control E
Center <:>E
i

example, for a 32-input adder, we require 2% = 1.8446744 x 10" test vectors in the case of computer-
based simulations and it is checked for a limited number of these test vectors to reduce the number
of computational overheads. Thus, there is always a chance of missing a bug due to not using the test
vector to catch it. However, in the case of formal methods, we need to develop an implementation and
specification of the circuit using some appropriate logic and verify that the implementation meets the

1003



14 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/formal-verification-of-zighee-based-routing-

protocol-for-smart-grids/260245

Related Content

RMT: A Robust Multi-Scale Transformer Network for Power Transformer Fault Diagnosis
Yu Li, Zhibin Jiaand Yan Zhao (2026). International Journal of Information Technologies and Systems
Approach (pp. 1-18).

www.irma-international.org/article/rmt/400273

Crisis Response and Management

Sergey V. Zykov (2018). Encyclopedia of Information Science and Technology, Fourth Edition (pp. 1396-
1406).

www.irma-international.org/chapter/crisis-response-and-management/183854

Ethical Ambiguities in the Privacy Policies of Mobile Health and Fitness Applications

Devjani Senand Rukhsana Ahmed (2018). Encyclopedia of Information Science and Technology, Fourth
Edition (pp. 6083-6093).
www.irma-international.org/chapter/ethical-ambiguities-in-the-privacy-policies-of-mobile-health-and-fitness-
applications/184307

Rural Intelligent Public Transportation System Design: Applying the Design for Re-Engineering
of Transportation eCommerce System in Iran

Leila Esmaeiliand Seyyed AliReza Hashemi G. (2015). International Journal of Information Technologies
and Systems Approach (pp. 1-27).
www.irma-international.org/article/rural-intelligent-public-transportation-system-design/125626

Design and Implementation of Home Video Surveillance Systems Based on IoT Location Service
Wei Xuand Yujin Zhai (2023). International Journal of Information Technologies and Systems Approach
(pp. 1-18).
www.irma-international.org/article/design-and-implementation-of-home-video-surveillance-systems-based-on-iot-

location-service/318658



http://www.igi-global.com/chapter/formal-verification-of-zigbee-based-routing-protocol-for-smart-grids/260245
http://www.igi-global.com/chapter/formal-verification-of-zigbee-based-routing-protocol-for-smart-grids/260245
http://www.irma-international.org/article/rmt/400273
http://www.irma-international.org/chapter/crisis-response-and-management/183854
http://www.irma-international.org/chapter/ethical-ambiguities-in-the-privacy-policies-of-mobile-health-and-fitness-applications/184307
http://www.irma-international.org/chapter/ethical-ambiguities-in-the-privacy-policies-of-mobile-health-and-fitness-applications/184307
http://www.irma-international.org/article/rural-intelligent-public-transportation-system-design/125626
http://www.irma-international.org/article/design-and-implementation-of-home-video-surveillance-systems-based-on-iot-location-service/318658
http://www.irma-international.org/article/design-and-implementation-of-home-video-surveillance-systems-based-on-iot-location-service/318658

