
Section 4: Cyber Security and Data Protection

Copyright © 2021, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

528

DOI: 10.4018/978-1-7998-3479-3.ch038

INTRODUCTION

Internet-of-things (Stankovic, 2014) is a combination of sensor technology with Radio Frequency Iden-
tification Device (RFID) (Jia, 2012) (Fan, Gong, Du, Li, & Yang, 2015), Geological Information System 
(GIS) (Liu, 2014) (Lopez, Lopez, Prieto, & Quinde, 2017) and Global positioning system (GPS) (Kumar, 
2017) (Mala, Thushara, & Subbiah, 2017) (Jisha, Jyothindranath, & Kumary, 2017). The devices com-
municate with each other using integrated technology. The integration has aided to improve the quality 
of one’s life minimizing human efforts. The technology consisting of a variety of devices aims to think, 
hear which aid in their doings and share information with each other. Four components are used to do 
the same. Sensing, heterogeneous access, information processing, applications, and services come to-
gether to bring the technology into play. The devices using the underlying technology turn the doings to 
become smarter. The applications include transportation (Melis, 2016) (Masek, et al., 2016), agriculture 
(Mat, 2016) (Popović, 2017), industry automation (Shrouf, 2014), emergency response (Yang, 2013) 
(Rathore, 2016) and healthcare (Muhammad, 2017) (Mano, 2016). Security (Andrea, 2015) and privacy 
components can be added to make the technology better.

Security in these devices is one of the prior issues to be considered as these devices will not be un-
der continuous supervision. Hence the devices are liable to different kinds of attacks. Jamming attack 
(Alaba, 2017) (Kasinathan, 2013) is one such attack where the packets dispatched to the destination is 
hindered to reach the same. This leads to loss of packets and rarely the packets may reach the destina-
tion improperly. Many kinds of jammers are available. This includes basic jammers – reactive jammers, 
constant jammers, deceptive jammers, and random jammers. The second category of jammers namely 
intelligent jammers is of two kinds - statistical jammers and protocol-aware jammers. Each jammer has 
different characteristics and is active on different layers of the network. The descriptions of them are 
narrated in section 2.

The proposed work minimizes reactive jamming attack (Grover, 2014) (Babar, 2013) in the network. 
The work adopts some precautions to be taken to identify the adversaries before in hand. The method-
ology used will be able to detect the intruder earlier in the stage. Three kinds of precautions are taken 
in the proposed work. First, the devices are to sense the channel before commencing communication 
with any other device. They will be in continuous vigilance monitoring their surroundings. Second, 
to find the appropriate route, the device broadcasts sample bits addressing the receiving device. The 
reactive adversary sensing the packets are liable to transmit its packets. Hence the packets of the le-
gitimate source will not reach the desired destination or will take a lot of time to reach its destination. 
The receiver affixes the time and path from which the packet it has received. Using this information the 
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further communication path is set. As the device is continuously sensing the channel it will be able to 
figure out jammers to some extent. Third, every device dispatching the packets will be equipped with 
device-id. Using the device-id, a hash code is derived which uniquely identifies the device. The hash 
code is prefixed to the transmitted packets. The receivers analyze the prefixed code along with signal 
strength and continuous with the communication if found legitimate. Using these steps reliability to the 
communication is increased by 4%, the effectiveness is increased by 7.6% and energy is minimized by 
6.3% compared with the previous work.

The work is divided into eight sections. The introduction to the work is provided in section 1. Dif-
ferent kinds of jamming attacks are detailed in section 2 and Literature survey is explained in section 3. 
Section 4 contains the detailing of the proposed work. The details of the simulation are done in NS2 is 
provided in section 5 and the analysis of the same is provided in section 6. Section 7 details the future 
work to be taken. The work is concluded in section 8.

JAMMING ATTACKS

Different kinds of jamming attacks are available. Two kinds of jammers are available. They are basic 
and intelligent jammers (Hamza, 2016) (Noubir, 97-108). The basic jammers are into dispatching the 
packets are different intervals of time continuously or discreetly. Basic jammers are of four kinds- namely 
constant jammers, random jammers, deceptive jammers, and reactive jammers. The intelligent jammers 
are designed to understand the underlying technology and implement jamming to hinder the transmis-
sion. Intelligent jammers are of two kinds namely statistical jammer and protocol-aware jammer. Their 
characteristics are detailed in Table 1.

Table 1. Characteristics of different kinds of Jammers

Type of jammers Characteristics

Basic jammers

Constant jammers 
(Han, 2018)

· This kind of jammer is effective on physical layer. 
· The jammer transmits continuous random bits without following any MAC label.

Deceptive jammers 
(Lee, 2014)

· This kind of jammer is effective in MAC layer 
· The adversary continuously inject regular packets without any interval between packet 
transmission

Random jammers 
(Wei, 2014) 
(Sanguanpong, 2018)

· The jammers toggle between sleep and jamming state. 
· This kind of jammer is effective in MAC layer

Reactive jammers 
(Fadele, 2018) 
(Sciancalepore, 2018)

· This kind of jammer is effective in MAC layer 
· They emit radio signal on detecting any activity in the channel 
· These jammers keep the channel busy

Intelligent 
jammers

Statistical jammer 
(Ren, 2013)

· This kind of jammers are effective in physical layer 
· Observes the packet inter-arrival distribution and regulates itself to the traffic disrupting 
communication of the network

Protocol-aware 
jammer (Sufyan, 2013) 
(Toledo, 2008)

· These kinds of jammers are effective in MAC layer. 
· It Keeps itself updated with the operating rules and deprives the legitimate nodes using 
its database.
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