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ABSTRACT

Dataprotectionisachronicproblem.Technologyhashadasocialandethical impactonour
professional,social,andprivatelives.Itisimperativeforcomputingpractitionersandresearchers
to link theethicaldilemmasand the technologies to therelevantethical theories.Thispaper
arguesthatthecauseisrootedinourindifferencetoethics—onedoesn’ttakeethicsasseriously
intoconsiderationasoneshouldwhenformulatinginformationsecuritypoliciesandprotection
standards—andproposesanethics-basedapproachthatcanlessentheincidenceofhackingor
makehackingexasperate,aimingatmitigationratherthaneradication.Centraltothisapproach
isethicalcomputingpreconditionedonasoundunderstandingoftheapplicabletheoriesofethics
andashiftofviewofriskandethics.
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INTRoDUCTIoN

Dataprotectionisachronicproblem,anightmarethathauntsinformationsecurityandcorporate
managementperennially.Thesymptomistheincidenceofcyberattackscontinuesandthecostof
damageskeepsonsoaringdespitethebigspendingoncybersecurityuptobillionsofUSdollars
(Firstpost,2018;Gartner,2018;Talevski,2018)yetdataprotectionmustgoondespiteadisappointing
returnofinvestmentoncountermeasures.Whilethecauseisarguablyrootedinourindifferenceto
ethics–wedonottakeethicsseriouslyintoconsiderationasweshouldwhenformulatinginformation
securitypoliciesandprotectionstandards,thediagnosisisalackofasoundunderstandingofthe
applicabletheoriesofethicsandashiftofviewofriskandethics(Lee,2018a).Thisproblemneeds
urgentlyaremedialaction,anethics-basedapproachthataimstomitigateratherthaneradicate,that
is,tolessentheincidenceofhackingormakehackingexasperate,duetotheviciouscircleeffect
(Lee,2015a).Toapplytheproposedremedialframeworkispreconditionedonagoodappreciation
of thesocialandethical impactonourprofessional,social,andprivate livesconsequentialupon
theadvanceofthetechnologies(Stahl,TimmermansandMitttelstadt,2016),inordertolinkthe
ethicaldilemmasandthetechnologiestotherelevantethicaltheories.Thispaperwilldemonstrate
the remedial framework successively through a description of its key components including the
maintools:EthicalMatrixandHexa-dimensionMetricandconcludeswithanillustrationoflinking
theoriestosituationsusingafewcases.
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THE SyMPToMS 

Spending on Security
Securitybudgesriseexponentiallyandamounttomillionsofdollars.USHomelandSecurityResearch
reportedthatmajorfinancialinstitutionsspentin2016US$1.5billiononcybersecurity(USHomeland
SecurityResearch,2016).PWCreportedthatUKorganizationsdoubledspendingoninformation
security:onaverage£6.2min2016comparedto£3min2015(CyLon,2017).Gartnerpredicted
worldwidespendingoninformationsecuritywouldreach$86.4billionin2017,andexpecteditto
growto$93billionin2018(Bradley,2017).Further,GartnerindicatedthatHongKongwastoreach
HK$3.5billionthisyear,thatmainlandChinatoreachalmost23.9billionyuan(HK$27.2billion)
and27.3billionyuan,respectivelythisyearandin2019,andthatglobalspendingtoreachmorethan
US$114billionthisyearandtoUS$124billionin2019(Bushell-Embling,2018).

Ramifications of Cyberattacks
Cyberattacksculminateinconflictsatdifferentlevelsandscales,rangingfromindividualvictimization
tonation-to-nationwars.Theterm,cyberwar,wasinitiallycoinedforsymbolizingconflictsbetween
hackers fromone country and targeted firmsof another country (such as espionage campaigns)
resultinginthetheftofbusinessinformationsuchasbidprices,contractsandinformationrelatedto
mergersandacquisition,forexample,theUS-Chinatrade-basedandmilitary-orientedcyberespionage
someyearsago(Onag,2018).TheallegedRussianinterferenceoftheUSgeneralelectionin2016
(TheNewYorkTimes,2018a)andthebattlebetweenUKandRussiaoverthetamperingofBrexit
voting(TheNewYorkTimes,2018b)areotherexamplesofcyberwar.

Cyberwar is gradually used to denote conflicts at lower scales, between business
organizations, interest-groups, etc. For example, “Blocking of Internet Advertising” is a
battlebetweenadvertisersandusersadblockers(WickerandKarlsson,2017).Thefollowing
three cases of cyber-ransom exemplify another type of cyberwar. First, WannaCry has hit
computers fromtheUK’sNationalHealthServiceand infecteddozensofcomputersevery
minuteinmid-2017.Second,WannaMinetookovercomputersaroundtheworld,hijacking
themtomineacryptocurrencycalledMoneroearlythisyear(TheTelegraph,2017).Third,
aransomwareencryptedthefilesofinfectedusers,anddemandedpaymentfordecryptionof
US$300(HK$2,300)inbitcoinswithinthreedays,US$600(HK$4,700)after thethree-day
deadline,andallthefileswouldbepermanentlyencryptedafteroneweek(inHongKongon
15May2017)(HongKongFreePress,2017).

THE CAUSE

Intuitively,weblametheextant“ammunitions”,butitisnotfairbecausethedataprotection
software is implemented according to the design so the fault should lie in the design, not
in theammunitions themselves.Therefore, theextant softwarebeing impotent canonlybe
secondaryifitisacause.

Then,again, thedesign itself shouldnotbeblamedbecausedesign isgovernedby thedata
protectionpolicies(atcorporatelevel)andstandards(atoperationlevel).Hence,thedesign,which
leadstounsatisfactoryresults.Thesepoliciesandstandardsaresilentonthesocio-ethicalaspectof
theproblembutconcentrateonensuringagoodreturnoninvestmentofthetechnology(financial
viability)andanoptimalutilizationoftechnologiesacquired(technicalefficiency).Itfollowsthat
theammunitions,designedaccordingtothesepolicies,areincapableofcoveringissuesofasocial/
ethicalnature.Byimplication,thefaultliesinthepoliciesandstandards,anotherhigher-levelcause.
Bydeduction,theprimarycauseisthatwedonottakeethicsseriously.
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