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Chapter 11

Personnel Security

The importance of security issues relating to personnel policies has and
continues to be a factor in the overall protection of organizational systems.
Apart from the general managerial issues related to information security
discussed earlier in the book, this chapter will concentrate on discussing the
security issues related to contractual agreements between companies and their
employees, and what the implications are. These issues include the following:

• Personnel screening prior to employment.
• Application of a security policy and establishing confidentiality agree-

ments.
• Establishment and execution of a user training program in security.
• Establishing and execution of a policy dealing with handling security

incidents and malfunctions.

In our opinion, the importance of the above issues has significantly risen as a
result of the current wave of terrorist attacks. Terrorists are not living in an
isolated vacuum. Many are highly educated. They may seek regular employ-
ment for the following reasons:

• To carry out their sinister objectives by having access to their employer’s
facilities.
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• To build their cover story. A person without any legitimate employment
or source of money is first on the suspect list. Hence, any person wishing
to carry out non-legal activities usually tries to be as average as possible.
Regular employment by a reputable organization opens doors to future
opportunities, both good and evil;

• To finance their illegal operations. Terrorism can be quite an expensive
activity, and financing by external sources is being identified, tracked, and
terminated by governments worldwide.

The discussion of personnel security issues is divided into three parts: proce-
dures related to hiring a new staff member; procedures to be followed during
employment; and procedures to be followed when terminating an employment
contract. This discussion should be considered an emphasis or addition to well-
established hiring practices and procedures in the human resource domain.

Hiring New Staff

The first step in hiring new staff is the formation of the qualification require-
ments.
This aspect of the problem is well known and beyond the boundaries of this
book as it deals with the security issues. In the real world, many organizations
establish an ideal profile (consciously or unconsciously) of the most suitable
candidate, apart from determining the candidate’s qualifications. This profile
may also be composed of such parameters as age range, sex, ethnicity,
prohibited disabilities, and so forth. Setting up a desirable profile of a candidate
becomes a complex issue for a company, as many countries have regulations
prohibiting doing just that. Differentiations on the basis of ethnicity, religion,
disabilities, or sex are strictly forbidden in the U.S. and many other countries.
However, these are only deterrents and do not prevent selective profiling and
discrimination.
We do not believe that it is appropriate for this book to go further into other
justifications for profiling, but instead we wish to make a point. When people
are afraid of a group, they become suspect of others that appear to belong to
the same or similar group. Legal or not, the aftermath of the September 11th

attacks reactivated profiling in the sense that candidates for employment are
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