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Chapter 8

The NIST Cybersecurity
Framework

ABSTRACT

With the increase in cybercrimes over the last few years, a growing realization
for the need for cybersecurity has begun to be recognized by the nation.
Unfortunately, being aware that cybersecurity is something you need to worry
about and knowing what steps to take are two different things entirely. In
the United States, the National Institute of Standards and Technology (NIST)
developedthe Cyber Security Framework (CSF) to assist critical infrastructures
in determining what they need in order to secure their computer systems and
networks. While aimed at organizations, much of the guidance provided by
the CSF, especially the basic functions it identifies, are also valuable for
communities attempting to put together a community cybersecurity program.

INTRODUCTION

It is a common problem among individuals attempting to secure an
organization’s critical computer systems and networks to struggle with where
to begin. With limited budgets, where can the funds be used most wisely?
Can an incremental plan be developed to ultimately arrive at the security
posture desired but over a period of time that takes into consideration the
need to work within budgets?

The CCSMM introduced in this text is a plan to help guide communities
in the creation and maturation of their cybersecurity program. A geographic
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community, however, is made up of anumber of organizations and individuals
all of whom will contribute to the security, or insecurity, of the community.
This text focuses on the overall community’s program and does not delve
deeply into a plan for any one type of organization or sector. This is where
the NIST Cyber Security Framework (CSF) enters the picture. The CSF
was designed to provide guidance to the critical infrastructures on how to
organize their security efforts based on a plan to manage cybersecurity risk
in a cost-effective way.

The CSF contains a lot of great information and guidance. Unfortunately
for many organizations, in particular smaller organizations, the amount of
information contained in the CSF can be overwhelming leaving people in a
similar position to where they were before reading the CSF. Recognizing this,
NIST produced another document, Small Business Information Security: The
Fundamentals, which discusses much of what is introduced in the basic core
of the CSF without the overwhelming list of sub-categories and references
that the CSF contains. This allows small businesses to focus their efforts in
an organized manner as they go about securing their systems and networks.

For communities, the CSF also contains much information that will not
be immediately useable at the community level although it will pertain to
many of the individual organizations within the community. Instead, the
topics introduced in the companion document for small businesses that NIST
produced can help focus a community’s efforts providing an extra level of
guidance that will enable the community to organize their efforts. Thus, the
CCSMM and the CSF can go hand-in-hand within a community to help the
community address cybersecurity from different angles.

BACKGROUND

Since the 1990’s, the federal government has been keenly aware of the dangers
cyber events posed to the various critical infrastructures and thus focused
considerable attention on securing these infrastructures. PDD 63 issued in
1998 and discussed earlier in the text was a big step forward in organizing
the efforts of the various critical infrastructure sectors so that they could
collectively work together to solve the challenges they each faced. Then
in 2013 the White House issued Executive Order 13636 (2013) Improving
Critical Infrastructure Cybersecurity which continued the focus on the critical
infrastructures and attempted to keep things moving in a direction that would
lead to more secure infrastructures. Besides addressing information sharing as
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