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ABSTRACT

Best practices in digital forensics include a procedure to sanitize media on which forensic images will
be stored, thus eliminating potential challenges that contamination of the evidence may occur due to
data that exist on the media prior to storing forensic images. This article describes a research project
to empirically evaluate the extent to which wiping destination storage media affects evidence. The au-
thors specifically address whether the contents of forensic images differ in any way when written to a
freshly wiped and formatted medium when compared to the images being written to a similar medium
that had been populated with data and not wiped. They performed these experiments on different types
of storage devices.

INTRODUCTION

“The first phase of the computer forensics process — after identifying digital devices that might have a
nexus to an investigation — is data acquisition” (Kessler & Carlton, 2014). Within this data acquisition
phase, forensic examiners are tasked with creating an exact duplicate of the desired media, typically by
obtaining a bit-stream image of the original data (Carlton, 2007). It is essential that this first phase of the
computer forensics process be performed correctly, as failure to adhere to the established methodology
could result in the evidence not being admissible in court (Casey, 2011).

DOI: 10.4018/978-1-7998-3025-2.ch023

Copyright © 2020, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



A Study of Forensic Imaging to Evaluate “Unsanitized” Destination Storage Media

Currently, the established best practice for forensic data acquisition of media includes sanitizing the
target media (i.e., the media that will contain the forensic bit-stream image files [BSIFs] of the source
data). This sanitization task consists of wiping and freshly formatting the target media prior to writing
the BSIF onto it. This task is performed, presumably, to prevent contamination of evidence when writ-
ing forensic images onto media that contain “old” information (Kent, Chevalier, Grance, & Dang, 2006;
Nolan, O’Sullivan, Branson, & Waits, 2005; SWGDE, 2012).

We were concerned that because of the “best practice” status of this sanitization task, challenges
could be mounted to the validity of evidence contained within BSIFs stored on non-wiped media. Such
challenges have the potential to exclude digital evidence from being admitted solely due to the fact that
the scientific process of forensic data acquisition was not met rather than any direct proof that the BSIFs
were actually tainted. We posit that these challenges result from a deviation of ritual rather than a basis
in fact demonstrated by the science of the forensic data acquisition process. To evaluate our concerns and
measure our hypothesis, we established a series of experiments that are described in the following section.

We contend that the results of these reproducible and repeatable experiments conducted in a controlled
environment utilizing scientific methodology and subjected to peer-review will establish a basis from
which the courts can address this matter with confidence.

TESTING FRAMEWORK

Our test framework is presented below in four sections, identified as: hypothesis, test framework, test
design, and source data.

Hypotheses

Our null hypothesis is “wiping a storage medium has no affect on the content of a BSIF that is written
to that medium.” Thus, we are testing the claim that the sanitization task is unnecessary by a series of
experiments to measure the effect that sanitizing (i.e., wiping) target media has on forensically acquired
bit-stream images. This hypothesis is based upon the realities of current practice, in particular, the for-
mat of modern BSIFs and the large number of instances where the BSIF is written directly to a network
storage device that is clearly not “sanitized” prior to such storage.

Test Framework

There are many variables in the digital forensics data acquisition process, including the operating system
(OS) and file system of the source device, the OS of the acquisition device, the imaging tool employed
(which might be hardware or software), the type of destination media, and the type of BSIF. To test our
hypothesis, we concluded that the only relevant variable was the BSIF type.

There are a large number of BSIF formats (Forensics Wiki, 2012), including:

AccessData format (AD1)

Advanced File Format (AFF and AFF4)
dd raw image

Encase image (EO1, Ex01, LO1, and Lx01)

330



5 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/a-study-of-forensic-imaging-to-evaluate-

unsanitized-destination-storage-media/252697

Related Content

The Effect of Corruption Perception on Foreign Direct Investment: The Case of Latin America
Thiago Ferreira, Viviani Silva Lirio, Felippe Clementeand Tayo Oke (2023). Concepts and Cases of lllicit
Finance (pp. 204-219).
www.irma-international.org/chapter/the-effect-of-corruption-perception-on-foreign-direct-investment/328625

Learning Management Systems: Understand and Secure Your Educational Technology
Sharon L. Burton, Rondalynne McClintock, Darrell N. Burrell, Kim L. Brown-Jackson, Dustin Bessetteand
Shanel Lu (2015). New Threats and Countermeasures in Digital Crime and Cyber Terrorism (pp. 253-270).

www.irma-international.org/chapter/learning-management-systems/131407

Complexity Measures of Cryptographically Secure Boolean Functions
Chungath Srinivasan, K.V. Lakshmyand M. Sethumadhavan (2011). Cyber Security, Cyber Crime and
Cyber Forensics: Applications and Perspectives (pp. 220-230).

www.irma-international.org/chapter/complexity-measures-cryptographically-secure-boolean/50724

Design a Wireless Covert Channel Based on Dither Analog Chaotic Code

Pengcheng Cao, Weiwei Liu, Guangjie Liu, Jiangtao Zhai, Xiao-Peng Ji, Yuewei Daiand Huiwen Bai
(2021). International Journal of Digital Crime and Forensics (pp. 115-133).
www.irma-international.org/article/design-a-wireless-covert-channel-based-on-dither-analog-chaotic-code/272837

Safeguarding the Privacy of Electronic Medical Records

Jingquan Liand Michael J. Shaw (2012). Cyber Crime: Concepts, Methodologies, Tools and Applications
(pp- 891-901).

www.irma-international.org/chapter/safeguarding-privacy-electronic-medical-records/60987



http://www.igi-global.com/chapter/a-study-of-forensic-imaging-to-evaluate-unsanitized-destination-storage-media/252697
http://www.igi-global.com/chapter/a-study-of-forensic-imaging-to-evaluate-unsanitized-destination-storage-media/252697
http://www.irma-international.org/chapter/the-effect-of-corruption-perception-on-foreign-direct-investment/328625
http://www.irma-international.org/chapter/learning-management-systems/131407
http://www.irma-international.org/chapter/complexity-measures-cryptographically-secure-boolean/50724
http://www.irma-international.org/article/design-a-wireless-covert-channel-based-on-dither-analog-chaotic-code/272837
http://www.irma-international.org/chapter/safeguarding-privacy-electronic-medical-records/60987

