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ABSTRACT

Digital images are found everywhere from cell phones to the pages of online news sites. With the rapid
growth of the Internet and the popularity of digital image capturing devices, images have become major
source of information. Now-a-days fudge of images has become easy due to powerful advanced photo-
editing software and high-resolution cameras. In this article, the authors present a method for detect-
ing forgery, which is detected by estimating camera’s intrinsic noise properties. Differences in noise
parameters of the image are used as evidence of Image tampering. The method works in two steps. In
the first step, the given image is classified as forge or non-forge. In the second step, the forged region
in the image is detected. Results show that the proposed method outperforms the previous methods and
shows a detection accuracy of 85.76%.

1. INTRODUCTION

In the past decade, digital images have evolved to become an essential part of our life from entertainment
to mass media, from medical diagnosis to criminal justice, and even in national security. However, the
increasing sophistication of advanced photo-editing software (e.g. Adobe Photoshop, Corel Draw etc.),
help the people to forge images easily.
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These editing methods result in manipulated images with no obvious traces of these operations.
For the detection of these manipulations, the techniques are widely known as image forgery detection
techniques (Birajdar & Mankar, 2013). Image forgery detection deals with detection of the presence of
manipulation in an image. Two kinds of detection techniques are possible: Active forgery detection and
passive forgery detection. At the time of the birth of digital image forensics, active forgery detection
methods such as digital watermarking and signature served as major solutions to protect the integrity of
digital images. However, active methods require an authentication code to be embedded with the image.

In passive detection methods, the only information available with the method is just the image (Bi-
rajdar & Mankar, 2013). The detection is performed with the help of statistical properties derived from
the image. The main purpose of all forgery detection algorithms is to classify the images into one of
two clusters: either forged or non-forged. Based on this classification, the forged region can further be
located in the image. The objective of the proposed article is also to locate manipulated/forged region in
the image. In this paper, noise is used as a statistical feature for the detection of forgery. Noise proper-
ties are used as a clue for detection of forgery. Noise in the images is the variation in the intensity of the
image pixels either due to image processing steps or due to image generation processes or may be due
to transmission process. These variations are generally uniform across the whole image. This helps as
a tool for detection of forgery in image.

Previous approaches to detect forgery utilize the statistical properties of the image such as the prop-
erties and parameters associated with the devices which capture the image; the brightness, contrast and
intensity features, inconsistencies/irregularities introduced because of manipulation of the image can
also be used for detecting presence of manipulation in the image (Popescu & Farid, 2004). These fea-
tures tend to be same throughout the image if the complete image is original one whereas if parts of the
image are manipulated, these features may get inconsistent. These inconsistencies can be looked for in
an image, for detecting the presence of forgery.

A method based on resampling is introduced by Popescu and Farid (2005) to detect forgery in im-
ages where some resize, rotate operations have been performed. Method proposed by Johnson and Farid
(2005) is capable of detecting manipulations in image composites, i.e. the images which are consisting of
parts from different images. In an image, the lighting direction in various parts of the image is consistent
whereas if it is an image composite, the lighting directions in different parts of image will not match.
Therefore, this inconsistency in lighting direction is a trace for detecting forgery in an image.

Aberration based forgery detection technique was introduced in the literature by Johnson and Farid
(2006). When an image gets tampered, this aberration can be found to be inconsistent in the parts of the
image, thus pointing out forgery in the image. An analysis of DCT coefficients for detecting DQ effects
followed by modeling doctored DCT blocks is used for detecting forgery in JPEG images by (He, Lin,
Wang, & Tang, 2006). Another interesting technique was proposed by Li, Yuan, and Yu (2008). The
DCT block artifact grid (BAG) can be extracted from the JPEG image and the positions where grids
are not matched shows the presence of forgery. The work Proposed by Yuan (2011) detects the median
filtering (MF) manipulation, which is being done to hide the traces of tempering. A manipulated part in
the image can be detected as a JPEG ghost.

A method proposed by Rocha, Scheirer, Boult, and Goldenstein (201 1) detects forged regions inaJPEG
image, the hypothesis being the forge region is singly compressed whereas the rest parts of the image
is doubly compressed (also called as single compression forgery (SCF) hypothesis), A new probability
based model based on DCT coefficients of singly compressed and doubly compressed region in the JPEG
image are derived. On the basis of such model, the probability of each block being forged is measured.

93



9 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/an-image-forgery-detection-approach-based-on-

cameras-intrinsic-noise-properties/252681

Related Content

Improvement of the PBFT Algorithm Based on Grouping and Reputation Value Voting
Shannan Liu, Ronghua Zhang, Changzheng Liu, Chenxi Xu, Jie Zhouand Jiaojiao Wang (2022).
International Journal of Digital Crime and Forensics (pp. 1-15).
www.irma-international.org/article/improvement-of-the-pbft-algorithm-based-on-grouping-and-reputation-value-
voting/315615

Digital Image Splicing Detection Based on Markov Features in QDCT and QWT Domain

Ruxin Wang, Wei Lu, Jixian Li, Shijun Xiang, Xianfeng Zhaoand Jinwei Wang (2018). International Journal
of Digital Crime and Forensics (pp. 90-107).
www.irma-international.org/article/digital-image-splicing-detection-based-on-markov-features-in-qdct-and-gqwt-
domain/210139

Dynamic Semi-Group CIA Pattern Optimizing the Risk on RTS
Padma Lochan Pradhan (2017). International Journal of Digital Crime and Forensics (pp. 51-70).
www.irma-international.org/article/dynamic-semi-group-cia-pattern-optimizing-the-risk-on-rts/173783

Localization of Tampering Created with Facebook Images by Analyzing Block Factor Histogram
Voting

Archana V. Mire, Sanjay B. Dhok, Narendra. J. Mistryand Prakash D. Porey (2015). International Journal of
Digital Crime and Forensics (pp. 33-54).
www.irma-international.org/article/localization-of-tampering-created-with-facebook-images-by-analyzing-block-factor-

histogram-voting/139233

Machine Learning in Digital Forensics
(2025). Exploring the Cybersecurity Landscape Through Cyber Forensics (pp. 31-64).
www.irma-international.org/chapter/machine-learning-in-digital-forensics/370607



http://www.igi-global.com/chapter/an-image-forgery-detection-approach-based-on-cameras-intrinsic-noise-properties/252681
http://www.igi-global.com/chapter/an-image-forgery-detection-approach-based-on-cameras-intrinsic-noise-properties/252681
http://www.irma-international.org/article/improvement-of-the-pbft-algorithm-based-on-grouping-and-reputation-value-voting/315615
http://www.irma-international.org/article/improvement-of-the-pbft-algorithm-based-on-grouping-and-reputation-value-voting/315615
http://www.irma-international.org/article/digital-image-splicing-detection-based-on-markov-features-in-qdct-and-qwt-domain/210139
http://www.irma-international.org/article/digital-image-splicing-detection-based-on-markov-features-in-qdct-and-qwt-domain/210139
http://www.irma-international.org/article/dynamic-semi-group-cia-pattern-optimizing-the-risk-on-rts/173783
http://www.irma-international.org/article/localization-of-tampering-created-with-facebook-images-by-analyzing-block-factor-histogram-voting/139233
http://www.irma-international.org/article/localization-of-tampering-created-with-facebook-images-by-analyzing-block-factor-histogram-voting/139233
http://www.irma-international.org/chapter/machine-learning-in-digital-forensics/370607

