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ABSTRACT

Inorder toprotectandsecure thesensitivedataover the internet, thecurrentdata
securitymethodstypicallydependonthecryptographicsystems.Recentachievements
in quantum computing is a major challenge to such cryptography systems. In this
way, the quantum key distribution (QKD) technique evolves as a very important
techniquewhichgivesun-conditionaldatasecurity.This technique isbasedon the
lawsofquantumphysicsforitssecurity.Thisarticlegivesadetaileddescriptionof
theQKDtechnique.Thistechniquesecurestheencryptionkeydeliverybetweenthe
twoauthenticatedpartiesfromtheunauthorizedaccess.Inthenextphase,quantum
cryptography model is discussed. Finally, some important application areas and
limitationsofthistechnologyarebediscussed.
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1. INTRoDUCTIoN

Quantumcryptographyisanapproachthatallowstwopartiestoshareencryptionkeys
securely,eveninthepresenceofanintruder(Payaletal.,2014).Thistechniqueis
basedonthelawsofquantumphysicsforitssecurityanddetectstheeavesdropping
betweenthetwocommunicatedparties.Thiscanbedonebycomparingthebitsofa
datasubsetsharedbetweenthetwocommunicatedparties.

In the early 1970s, QC was introduced first by the Stephen Wiesner, when he
gives the principle of quantum conjugate-coding. His research paper “Conjugate
Coding”, was initially rejected by the IEEE Information theory but in 1983 was
eventuallypublished inSIGACTNews.Basedupon thisworkGillesBrassardand
BennettintroducedasecurecommunicationwaybasedontheWiesner’s“conjugate-
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coding”.BrassardandBennettstatedthatencryptionkeyscouldbedevelopedbased
onthephotonsoflightreachingareceiverandhowthesephotonswerereceived.The
photonsoflightcanbepolarizedinvariousdirectionsandorientationsbasedonthe
protocolsdeveloped(Poojaetal.,2016).Thesephoton’sorientationsareusedtoshow
compositionofbits,i.e.compositionof1sand0s.Thebitsrepresentationofpolarized
photonsisthebaseofQCthatgivesthelawofquantumkeydistribution(QKD).

Typically, QC depends up on the principles of quantum physics, i.e. photon
polarizationandHeisenberg’sUncertaintyPrinciple(Bennett,1999).According to
theprincipleofHeisenbergUncertainty,thequantumstateofanysystemcannotbe
measured,withoutdisturbingthatsystem.Therefore,photonpolarizationorparticles
oflightcanonlybeknownatthetimewhenitismeasured.Inthisway,activitiesof
eavesdropperthatproducesanunwantedchangeonthestateofquantumsystemcan
beensuredbeforetheencrypteddatacanbetransmittedtothereceiver.QCbasically
depends on the no cloning theory of quantum mechanics. The no-cloning theory
dependsontheprinciplethatnosinglephotoncanbereceived,andnosinglephoton
canbeduplicatedwithoutinformingtoothers(Padmavathietal.,2016).Theprinciple
ofphotonpolarizationshowshowphotonsoflightcanbepolarizedororientedina
particulardirection.Figure1showsthenetworkcommunicationprocess.

Inthisway,QKDtechniqueevolvesasaveryimportanttechniquewhichgives
un-conditionaldatasecurity.Thistechniqueisbasedonthelawsofquantumphysics
foritssecurity.Inthefirstphase,thispapergivesdetaileddescriptionoftheQuantum
KeyDistributiontechnique.Thistechniquesecurestheencryptionkeydeliverybetween
thetwoauthenticatedpartiesfromtheunauthorizedaccess.Inthenextphase,quantum
cryptographymodelcanbediscussed.Atlast,someimportantapplicationareasand
limitationsofthistechnologycanbediscussed.

Figure 1. Network communication process



 

 

8 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/a-quantum-key-distribution-technique-

using-quantum-cryptography/250839

Related Content

Governance Mechanisms in Web 2.0: The Case of Wikipedia
Christopher Goldspink (2011). Developments in Intelligent Agent Technologies and

Multi-Agent Systems: Concepts and Applications  (pp. 180-196).

www.irma-international.org/chapter/governance-mechanisms-web/49363

Realizing the NOSHAPE MAS Organizational Model: An Operational View
Hosny Ahmed Abbas (2015). International Journal of Agent Technologies and

Systems (pp. 75-104).

www.irma-international.org/article/realizing-the-noshape-mas-organizational-model/141873

Enhancing the Adaptation of BDI Agents Using Learning Techniques
Stephane Airiau, Lin Padgham, Sebastian Sardinaand Sandip Sen (2009).

International Journal of Agent Technologies and Systems (pp. 1-18).

www.irma-international.org/article/enhancing-adaptation-bdi-agents-using/1393

MAITS: A Multi-Agent-Based IT Security Approach
Dharmendra Sharma (2007). Architectural Design of Multi-Agent Systems:

Technologies and Techniques  (pp. 189-208).

www.irma-international.org/chapter/maits-multi-agent-based-security/5179

Unmanned Aerial Vehicle Swarms: The Design and Evaluation of Command

and Control Strategies using Agent-Based Modeling
Alexander G. Madey (2013). International Journal of Agent Technologies and

Systems (pp. 1-13).

www.irma-international.org/article/unmanned-aerial-vehicle-swarms/97686

http://www.igi-global.com/article/a-quantum-key-distribution-technique-using-quantum-cryptography/250839
http://www.igi-global.com/article/a-quantum-key-distribution-technique-using-quantum-cryptography/250839
http://www.igi-global.com/article/a-quantum-key-distribution-technique-using-quantum-cryptography/250839
http://www.irma-international.org/chapter/governance-mechanisms-web/49363
http://www.irma-international.org/article/realizing-the-noshape-mas-organizational-model/141873
http://www.irma-international.org/article/enhancing-adaptation-bdi-agents-using/1393
http://www.irma-international.org/chapter/maits-multi-agent-based-security/5179
http://www.irma-international.org/article/unmanned-aerial-vehicle-swarms/97686

