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ABSTRACT

In a cloud platform, the monitoring service has become a necessary infrastructure to manage
resourcesanddeliverdesirablequality-of-service(QoS).Althoughmanymonitoringsolutionshave
beenproposedinrecentyears,howtomitigatetheoverheadofmonitoringserviceisstillanopening
issue.Thisarticlepresentsanadaptivemonitoringframework,inwhichatrafficpredictionmodelis
introducedtoestimateshort-termtrafficoverhead.Basedonthispredictionmodel,anovelalgorithm
isproposedtodynamicallychangethesamplingfrequencyofsensorssoastoachievebettertradeoffs
betweenmonitoringaccuracyandoverhead.Also,amonitoringtopologyoptimizationmechanism
isincorporatedwhichenablestomakemorecost-effectivedecisionsonmonitoringmanagement.
Theproposedframeworkistestedinarealisticcloudandtheresultsindicatethatitcansignificantly
reducethecommunicationoverheadwhenperformingmonitoringtasksformultipletenants.
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1. INTRodUCTIoN

Inrecentyears,cloudcomputinghasemergedasaleadingparadigmtoenablecustomersdeploying
their applications in cost-effective and performance isolation manners (Khorshed et al., 2013;
Zhangetal.,2016).Accompanyingwiththenewopportunitiesbroughtbycloudcomputing,many
challengesalsoraisewhenthenumberofcloudresourcesarescaledup(Weingartneretal.,2015;
Singh&Chana,2016).Therefore,knowingtheonlinestatusofvariousresources(e.g.,availability,
capability,efficiency)playsacriticalroletoeffectivemanagingnowadayscloudinfrastructuresfrom
theperspectiveofcloudproviders(Manvi&Shyam,2014;Canali&Lancellotti,2014;Lu,etal.,
2016).Inaddition,afullknowledgeandcontrolofthecurrentstatusofthoseresourcesisalsohelpful
toimprovethedeliveredQoSoravoidSLAviolationsfromtheperspectiveofcloudusers(Serhani
etal.,2014;Fatemaetal.,2014;Tomaneketal.,2016).Asaresult,aneffectivecloudmonitoring
servicehasbecomeanecessaryinfrastructureincurrentcloudenvironments(Canali&Lancellotti,
2014;Wangetal.,2017;Mdhaffaretal.,2017).

Generallysaying,amonitoringserviceistocollectandaggregateperformance-relatedmetrics
fromdistributedresources(Balisetal.,2011;Fatemaetal.,2014).Byanalyzingmonitoringdata,
cloudproviderscanunderstandtheruntimestatusofunderlyingresources,andthendetect,diagnose
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orsolveproblemsbeforetheyhappen(Jing&Min,2011;Pardietal.,2013).Unfortunately,itisnot
easytomanagetheinformationofahugenumberofresourcesinareliableandscalablewaydueto
theenormousscaleandcomplexstructureofcloudcomputing,whichisespeciallytruewhenmultiple
tenantswithdifferentmonitoringrequirementsaretakenintoaccount(Fatemaetal.,2014;Du&
Li,2017).Inaddition,theinherentcharacteristicsofcloudsystems(suchasresourcevirtualization
andelasticresourceprovision)alsoincreasethedifficultiesofimplementinganon-intrusivecloud
monitoringservice(Montesetal.,2013;Povedano-Molinaetal.,2013).Inthepastdecade,manycloud
monitoringtools,orapproacheshavebeenproposed,eachhavingitsownadvantagesanddisadvantages
(Fatema et al., 2014; Wang et al., 2018). Even so, how to mitigate the overhead introduced by
monitoringserviceisstillakeyissuedneedtobeaddressed,sincegrowingscaleandcomplexityof
cloudplatformmakeitimpossibleforsimultaneousmonitoringallresourceswithoutintroducing
significantoverheadsonnetworkandstoragesubsystems(Fatemaetal.,2014;Wengetal.,2016).In
addition,monitoringdatacoveringallresourceelementswillbetoohugetobeefficientlyhandled,
andinmostscenarios,itisnotnecessary.Therefore,amoreflexiblemonitoringservicethatenables
todynamicallyadjustorcustomizemonitoringprocessinanon-demandmannerbecomesnecessary.

Inthisarticle,weaddressthemonitoringoverheadproblembypresentinganadaptivecloud
monitoringframework.Intheproposedframework,atrafficpredictionmodelisdesignedtoestimate
short-termtrafficoverheadbasedonhistoricalmonitoreddata,whichisthenusedtodynamically
changethesamplingfrequencyoflow-levelsensorswithattempttoachievebettertrade-offsbetween
monitoringaccuracyandcommunicationoverhead.Toprovidemoreefficientmonitoringservice,a
monitoringtopologyoptimizationmechanismisalsoproposed,whichenablestomakemoreefficient
andcost-effectivedecisionsonmonitoringmanagement,suchasremovingduplicatedmonitoring
requests and re-configuring key monitoring parameters. The proposed monitoring framework is
highlycompatiblewithexistingmonitoringsolutions,sincetheintroducedmonitoringcomponents
aredesignedasindependentplug-ins.

Therestofthispaperisorganizedasfollows.Section2presentstherelatedwork.Insection3,
wedescribetheframeworkoftheproposedmonitoringframeworkanditsdetailedimplementation;In
section4,wepresentourexperimentalevaluationsandanalysisontheproposedframework.Section
5concludesthepaperwithabriefdiscussionofourfuturestudy.

2. ReLATed woRK

Duetotheimportanceofmonitoringservicetodistributedsystems,traditionalhigh-performance
computingplatformshavelongincorporateditasabasicservicewithaimingatimprovingsystem
efficiency.Forinstance, thefamousLHCComputingGrid(WLCG)hasdevelopedamonitoring
dashboardsystem(Andreevaetal.,2010),whichprovidesauser-friendlytoolfromtheperspective
ofthehighenergyphysicsexperimentsandallowsuserstoobservetheonlinestatesofallocated
resourcesduringtheirexperiments.SECMOL(Baresietal.,2010)isageneralmonitoringspecification
languagedesignedforservice-orienteddistributedsystems,whichenablestodefineseparatedfunctions
forraw-datacollection,dataanalysisandprocessing,anduser-orientedmonitoringqueryinahighly
flexibleandscalableway.InEuropeanWS-DIAMONDproject(Ben-Halimaetal.,2010),alarge-
scalemonitoringframeworkisdevelopedtoprovideafine-grainedreconfigurationserviceonthetop
ofGrid5000.MATE(Caymes-Scutarietal.,2010)isparallelsystemmonitoringtoolwhichallows
usersautomaticanddynamictuningtheruntimeparametersfortheirparallelapplications.Also,it
providesasetoftoolkitsforfaultandbottleneckdetection.In(Balisetal.,2011),theauthors,the
authors real-timemonitoringapproach,namelyComplexEventProcessing (CEP),whichcanbe
appliedingrid-likesystemstomonitorreal-timeapplications.In(Barlet-Rosetal.,2011),anetwork
monitoringsystemisproposedtoproactivelyoffloadtrafficssoastomaintainingtheaccuracyof
monitoredapplicationswithoutcompromisingthethresholdsdefinedbynetworkingadministrators.
VisualGrid(Minutolietal.,2010)isasimplebuteffectivemonitoringtooldesignedforscientificcloud
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