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Experience Matters:
The Role of Vicarious Experience in Secure Actions
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ABSTRACT

Informationsystemssecurity isamajororganizationalconcern.This studyexamines the roleof
vicariousexperienceonanindividual’sbehavioralintenttoperformasecurerecommendedresponse.
Theprotectionmotivation theorymodel isexpanded to includevicariousexperience,whichwas
examined through the separate constructs of vicarious threat experience and vicarious response
experience.ThisstudyclosesagapintheliteraturebyincludingvicariousexperienceinthePMTmodel
andconfirmingitsroleasasignificantdirectinfluenceonthePMTthreatandcopingconstructs,and
thusonthePMTmodel’sabilitytoexplainthevarianceofanindividual’sintenttoperformsecure
behaviors.Additionally,vicariousexperiencemeasuresweremulti-itemreflectivescalesratherthan
thesingleitemmeasuresthataremoretypicallyusedtomeasureexperience.Implicationsfortheory
andpracticearediscussed.
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INTRoDUCTIoN

Thenumbersofinformationsystem(IS)securityincidentscontinuetoriseasdotherecoverycosts
(Ponemon,2017;Vormetric,2016).Theemployeeisknowntobetheweakestlinkintheeffortsto
protectorganizationaldataassets.Althoughpractitionersandacademicresearchersarefocusingtheir
attentiontostrengthenthatlink(Kolkowska,Karlsson,&Hedström,2017;Moody,Siponen,&Pahnila,
2018;Sharp,2017;Sophos,2017),employeescontinuetobethemostcommonlyidentifiedoffender
ofsecurityincidents(PwC,2014).ErnstandYoung(EY)reportedthat73%ofallorganizationsare
concernedthattheiremployeespossesspoorsecurityawareness(EY,2016),andthat57%ofallattacks
againstanorganization’sdataassetswereperpetratedbyemployees.Interestingly,theunderlying
causesof38%ofthoseattackswereduetoemployeemistakesorpoorunderstandingofprotective
behaviors(EY,2014).

Intheworkplace,controlsrestrictemployeebehaviors,guidingthemandattimesforcingthemto
performsecureactions.However,asmanyas43%ofindividualsworkingintheU.S.spendsomeof
theirtimeworkingremotely(Chokshi,2017).Duringsuchtimes,individualsoftenhavediscretionary
controlregardingdecisionsaboutsecurity.Theseindividualsmustmaketheirownchoicesabout
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whetherornottouseantivirussoftware,whetherornottoregularlybackupdata,whichwebsites
tovisit,whichemailstoopen,whetherornottopatch(update)theirsoftware,andsoon.Further,
becauseworksystemsareoftenbeingaccessedfromanemployee’shome,usingtheirpersonally
ownedandcontrolleddevices,thechoicestheymakemayposeseriousriskstotheorganization.
Manyorganizationsareimplementingbringyourowndevice(BYOD)programs,allowingemployees
tousetheirpersonalmobiledevicesforworkpurposes(Lee,Warkentin,Crossler,&Otondo,2016).
Thosepersonaldeviceswilllikelyholdorganizationaldatabutmaybeusedanywhereandwillbe
primarilymanagedbytheemployee.Last,asmuchas20%ofU.S.workforceismadeofcontract
employees(Noguchi,2018),andtheperceptionsheldbytheseindividualsaboutinformationsecurity
compliancemaydifferdue to theirnon-full-timeemployee status (Sharma&Warkentin, 2018).
Regardless,inallsuchcases–individualsengageinchoicesregardingworkplaceinformationsecurity.
Forthisreason,thereisanimportantneedforresearchersandsecurityprofessionalstoexamineand
understandindividualsecurebehaviors(Anderson&Agarwal,2010;Hanus&Wu,2016;Liang&
Xue,2010;Talib,Clarke,&Furnell,2010;Tsaietal.,2016).

Anindividual’sexperiencesareknowntobestronginfluencesontheirdecisions,attitudes,beliefs,
andbehavioralintent(Ajzen&Fishbein,1969;Petter,DeLone,&McLean,2013).Forexample,
makingthechoicetoperformasecurebehaviorsuchasregularlybackinguppersonaldatawilllikely
beinfluencedbypriorexperienceswiththatbehavior.Whereasdirectexperiencestendtomakethe
greaterimpactondecisionmaking(Ajzen&Fishbein,1969),experiencesgainedvicariouslycanalso
beimportantandthereforeshouldnotbeignored.Vicariousexperiencesgainedbyobservingothers
orthroughcommunicationswithfriends,relatives,andpeersinsocialsettingsandintheworkplace
canleadtoabetterunderstandingofsecurityissuesandorgreaterconfidencetoperformsecure
behaviors(Warkentin,Johnston,&Shropshire,2011).Experienceisanimportantconstructwithin
theISfield(Aguirre-Urreta&Marakas,2008),buttoofewstudieshaveexaminedtherelationship
betweenvicariousexperienceandsecurebehaviors.Thisleadstotheresearchquestion:Whatrole
doesanindividual’svicariousexperiencewithaninformationsecuritythreatandasecureresponse
playinhisorherintentiontoperformtherecommendedsecureresponsetothethreat?

Togainabetterunderstandingoftherolethatvicariousexperienceplaysinthebehavioral
intenttoperformsecureactions,anonlinesurveywasconducted,followedbythetestofaresearch
modelsupportedbytheprotectionmotivationtheory(PMT)(Maddux&Rogers,1983).This
studyfillsagapintheliteratureandcontributestothestreamofPMTresearchbytestingthe
influenceofvicariousexperiencewithinthePMTmodel.Thepresentationofthisworkcontinues
withadiscussionof thebackground, themodelandmethod, theresults,andtheconclusions
alongwithinsightsforfutureresearch.

BACKGRoUND AND LITERATURE REVIEw

Protection Motivation Theory
ThePMT(Maddux&Rogers,1983)isagoodtheoreticalfitforsecurityresearchbecauseitexplains
thatwhenindividualsareconfrontedwithathreat,theywillassessthethreat(specificallythethreat’s
severityandtheirsusceptibilitytoit),seekoutanavailableresponsetothethreat,andmakeabehavior
choice.AhealthystreamofInfoSecresearchhasappliedPMTtoISsecurityissuesincluding,secure
computingpractices(Anderson&Agarwal,2010;Crossler&Bélanger,2014;Hanus&Wu,2016),use
ofanti-malwaresoftware(Garung,Luo,&Liao,2009;Johnston&Warkentin,2010;Lee&Larsen,
2009),onlinesafety(Banks,Onita,&Meservy,2010;Marett,McNab,&Harris,2011;Tsaietal.,
2016),anddatabackup(Crossler,2010;Malimage&Warkentin,2010).Theresearchmodelsand
themeasurestestedvarybutmostincludethePMTconstructsofthreatseverity,threatsusceptibility,
responseefficacy,self-efficacy,andresponsecost(Boss,Galletta,Lowry,Moody,&Polak,2015)
asillustratedinthePMTschemainFigure1.
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