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ABSTRACT

Inthisarticle,areversibledatahidingtechniqueisproposedtoembedmultiplesegmentsofasingle
message intoa singlecover image.Thismultiplemessagesegment techniqueusesapixelvalue
orderingapproach toembed the secretmessage.Thesplittingand randomizationof theoriginal
secretmessageprovidessecurityfromanattackerTherearemanydigitalformatsfordatahiding,
likeimages,audio,andvideo,ofwhichthedigitalimageisthesimplestformat.Datahidinginimage
processingreferstoinsertingthesecretmessageintodigitalimages.Reversibledatahiding(RDH)
isalosslesstechnique,inwhichboththeembeddedsecretmessageandthecoverimageisextracted
bythereceiver.TheapplicationsofRDHincludemedicalandmilitaryimaging.
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1. INTRODUCTION

Therearemanydigitalformatsfordatahidinglikeimage,audioandvideoinwhichdigitalimageis
simplestformat.Datahidinginimageprocessingreferstoinsertingthesecretmessageintodigital
images.Reversibledatahiding(RDH)isalosslesstechnique,inwhichbothembeddedsecretmessage
andcoverimageisextractedbythereceiver.TheapplicationsofRDHincludemedicalandmilitary
imaging.

NumerousRDHtechniqueshavebeenintroduced(Yang&Hwang,2011;Celik,Sharma,Tekalp,
&Saber,2002;Tian,2002;Awrangieb,2003;Nosrati,Karimi,&Hariri,2012)whicharebasedupon
losslesscompression techniqueandhistogram.Tian(2002) introduced theDifferenceExpansion
(DE) method, in which difference between surrounding pixel values is calculated to embed the
secretmessage.Thisexpansionisdonesequentiallyinthecoverimage,whichgeneratesthehigh
EmbeddingCapacity(EC)andPeakSignaltoNoiseRatio(PSNR)value.Alattar(2004)extendsthe
techniqueofDEbygeneralizedintegertransform.Wangetal.(2010)improvedtheDEtechniqueby
takingthedifferencesofcorrelatedpairsofadjacentpixels.KamstraandHeijmans(2005)introduced
sortingtechniquethatutilizescorrelationbetweenadjacentpixelsefficiently.HistogramShifting
(HS)methodofNietal.(2006),inwhichmostfrequenthistogrambinareusedforexpansionand
usedforsecretdatabitembedding.PredictionErrorExpansion(PEE)basedRDHisintroducedfor
thefirsttimebyThodiandRodriguez(2007)inwhichapixelispredictedbyitscorrelatedpixeland
thenthehistogramforthesepredictionerrorsisgenerated.Thehistogramsplitsintotwoparts,first
istheinneranditisusefulforsecretbitembeddingandthesecondistheouterregion,whichisused
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forshiftingtheremainingpixels.Theseouterregionpixelsprovideaguaranteeofreversibilityofthis
technique.SomeotherPEEtechniques(Hu,Lee,&Li,2009;Sachnev,Kim,Nam,Suresh,&Shi,
2009;Hong,2010;Li,Yang,&Zeng,2011;Qu,Li,Zhao,&Ni,2013)alsoprovideimprovement
andachievehighEC,PSNRvalueandbettervisualizationofstegoimage.Pixelvalueordering(PVO)
techniqueisfirstlyintroducedbyLietal.(2013)inwhichsortedorderofpixelvalueofcoverimageis
usedforcomputingtheprediction.Thisorderremainsinvariantafterthesecretdatabitsembedding,
thusitusedefficientlyfortheextractionofbothcoverimageandsecretmessagethus,achievesthe
reversibility.Blockofcoverimagecanembedupto2-bitperpixel(bpp)andensurethePSNRvalue
morethan51.14dB.Pengetal.(2014)improvesthePVOtechnique,wherethemaximum(minimum)
valuepixelandsecondmaximum(minimum)valuepixelisequalforeachblock.

Wongetal.(2006)introducedDiscreteCosineTransform(DCT)basedsteganographytechnique
inwhichmultiplemessagesareembeddedinacoverimage.TheMultipleMessageEmbedding(MME)
techniqueisanextensionofDCTbasedmod4techniqueofWongetal.(2007).Mod4operationisused
toembedthesecretdataincoverimageanditstechniqueisblind.Theupperlimitofembeddingthe
numberofsecretmessagessuccessfullyis14,whichenhancethesecurityandalsoupgradethequality
ofthestegoimage.Alnawoketal.(2008)introducedthemulti-segmentsteganographytechnique,in
whichasinglemessageisdividedintomultiplesegmentsandthesesegmentsareembeddedintoa
singlecoverimage.Beforeembeddingthesesegments,plaintextsareencryptedintoanencodedtext
byusingacodetable.Thissecretcodetableisalreadyknowntothereceiverandisalsoembedded
withsecretmessageforcrosscheckingit.Allthecharactersofthesecretmessageisconvertedinto
bytecodeandrepresentedby255charactersformat.Thus,itprovidesmoresecurityforthesecret
messageinthedigitalstegoimage.

In thispaper, thePVO-basedRDHMultipleMessageSegments (MMS)hasbeenproposed,
inwhichsegmentsofasinglemessageareembeddedinacoverimage.Thesemultiplesegments
increasethesecurityofhiddenmessage,becauseifonepartofsecretmessageisintrudedbythe
attackerthenitisnotinunderstandableformattillallpartsofthesecretmessageareintruded.Also,
this techniquedoesnotneedanyextraencoding toconvert thesegmentsas the identificationof
segmentsisprovidedbymodulomethod.

Therestofthepaperisorganizedasfollows.Section2presentsrelatedworkofPengetal.(2014),
section3describestheproposedtechniquesandmodulostrategyformessagesegmentspartitions.
Section4givesanalysisandexperimentalresultsandfinallysection5concludesthispaper.

2. ReLATeD wORK

Pengetal.(2014),Improved-PVO(I-PVO)techniquecreatestherankingforeachpixelintheblock
andembedthesecretdatabitsatbothminimumandmaximumpixelvalue.Lietal.(2013)PVO
schemeembedsthesecretdata,whenpredictorvalueisequalsto1atbothsmallestandhighestpixel
valuesofeachblock.I-PVOtechniqueembedsthesecretdatawhenpredictorvalueisequalsto1as
wellas0forbothsmallestandhighestpixelvaluesofeachblock,whichprovidestheBetterECand
lessdistortioninthemarkedimage.

First,coverimageispartitionedintoblocks.Theseblocksdonotoverlapeachother,andsizeof
eachblockisequal.Nowpixelvaluesofeachblockaresortedinascendingorder.ForablockB(b1,
…,bn)areitsnsortedvalueand(bᶲ(1),…,bᶲ(n))aresortedorderofeachpixelintheblock.Whereᶲ:
{1,…,n}→{1,…,n}uniqueonetoonefunctionmappingsuchthat:bᶲ(1)≤…≤bᶲ(n),b(p)<b(q)if
bᶲ(p)=bᶲ(q)andp<q.Nowthepredictorthatpredictsthebᶲ(n)byitscorrelatedsecondhighestpixel,
bᶲ(n-1)andthepredictionerroriscomputedas:

dmax bu bv� �  (1)



 

 

7 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/pvo-based-multiple-message-segment-

reversible-data-hiding/248480

Related Content

A Reinforcement Learning Approach to Setting Multi-Objective Goals for

Energy Demand Management
Ying Guo, Astrid Zemanand Rongxin Li (2009). International Journal of Agent

Technologies and Systems (pp. 55-70).

www.irma-international.org/article/reinforcement-learning-approach-setting-multi/1396

Cognitive Models Applied to Built Intelligent Educational Applications
Lucia Maria Martins Giraffaand André Luís Alice Raabe (2008). Agent-Based Tutoring

Systems by Cognitive and Affective Modeling (pp. 114-134).

www.irma-international.org/chapter/cognitive-models-applied-built-intelligent/5044

Managing Stakeholder Concerns in Large-Scale Multi-Agent Information

Systems
Tagelsir Mohamed Gasmelseid (2013). International Journal of Agent Technologies

and Systems (pp. 68-86).

www.irma-international.org/article/managing-stakeholder-concerns-in-large-scale-multi-agent-

information-systems/105158

Specifying Artificial Institutions in the Event Calculus
Nicoletta Fornaraand Marco Colombetti (2009). Handbook of Research on Multi-

Agent Systems: Semantics and Dynamics of Organizational Models  (pp. 335-366).

www.irma-international.org/chapter/specifying-artificial-institutions-event-calculus/21106

A Framework for Modeling Genetically-Aware Mosquito Vectors for Sterile

Insect Technique
James E. Gentileand Samuel S. C. Rund (2011). International Journal of Agent

Technologies and Systems (pp. 49-65).

www.irma-international.org/article/framework-modeling-genetically-aware-mosquito/58404

http://www.igi-global.com/article/pvo-based-multiple-message-segment-reversible-data-hiding/248480
http://www.igi-global.com/article/pvo-based-multiple-message-segment-reversible-data-hiding/248480
http://www.igi-global.com/article/pvo-based-multiple-message-segment-reversible-data-hiding/248480
http://www.irma-international.org/article/reinforcement-learning-approach-setting-multi/1396
http://www.irma-international.org/chapter/cognitive-models-applied-built-intelligent/5044
http://www.irma-international.org/article/managing-stakeholder-concerns-in-large-scale-multi-agent-information-systems/105158
http://www.irma-international.org/article/managing-stakeholder-concerns-in-large-scale-multi-agent-information-systems/105158
http://www.irma-international.org/chapter/specifying-artificial-institutions-event-calculus/21106
http://www.irma-international.org/article/framework-modeling-genetically-aware-mosquito/58404

