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ABSTRACT

Cloudcomputing is the internet-based techniquewhere theusersutilize theonline resources for
computingservices.Theattacksorintrusionintothecloudserviceisthemajorissueinthecloud
environmentsinceitdegradesperformance.Inthisarticle,weproposeanadaptivelion-basedneural
network(ALNN)todetecttheintrusionbehaviour.Initially,thecloudnetworkhasgeneratedthe
clustersusingaWLIfuzzyclusteringmechanism.Thismechanismobtainsthedifferentnumbersof
clustersinwhichthedataobjectsaregroupedtogether.Then,theclustereddataisfedintothenewly
designedadaptivelion-basedneuralnetwork.Theproposedmethodisdevelopedbythecombination
ofLevenberg-Marquardt algorithm of neural network and adaptive lion algorithm where female
lionsareusedtoupdatetheweightadaptivelyusinglionoptimizationalgorithm.Then,theproposed
methodisusedtodetectthemaliciousactivitythroughtrainingprocess.Thus,thedifferentclustered
dataisgiventotheproposedALNNmodel.Oncethedataistrained,thenitneedstobeaggregated.
Subsequently, the aggregated data is fed into the proposed ALNN method where the intrusion
behaviour isdetected.Finally, thesimulationresultsof theproposedmethodandperformanceis
analysed throughaccuracy, falsepositive rate, and truepositive rate.Thus, theproposedALNN
algorithmattains96.46%accuracywhichensuresbetterdetectionperformance.
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INTRoDUCTIoN

Recently,thecloudcomputingisdefinedasthenovelparadigmwheretheservicesareeithertobe
hostedordeliveredovertheInternetworld,hence,itisalsotermedastheInternetcomputing.Inother
words,thetermcloudcomputingistheprocessofcomputingserviceovertheInternetworld.Incloud
computing,itposestheresourceproviderwheretheuserutilizestheresourcesanywhere,anytime
andalsoanything(Rajendran,Muthukumar,&Nagarajan,2015).Therapiddevelopmentofcloud
computingiscausedbythelocationindependentofinformationprocessing.Furthermore,thetrust
orsecurityisconsideredasthemainaspectamongthecloudusersinthecloudcomputingservices.
Hence,Cloudsecuritybecomesthechallengingtaskfortheusersutilizethecloudresourcesandalso
successfullyexploitationofitsrespectiveservices(Deshpande,Sharma,Peddoju,&Junaid,2014).
Therearethreeservicesprovidedinthecloudcomputing,whicharesoftwareasaservice(SaaS),
platformasaservice(PaaS),andinfrastructureasaservice(IaaS).Theintrusionormaliciousactivity
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orattacksarethemajordrawbacksofthecloudservices.Thus,requiretoenhancingthesecurity
andtrustingmanagementthroughintrusiondetectionsystem.Someofthecommonavailableattacks
inthecloudcomputingareDNSpoisoning,portscanning,man-in-the-middleattack,IPspoofing,
etc.(Modi,DhirenR.Patel,AviPatel,andRajarajan2012).Theattacksinthecloudcomputingare
categorizedintotwoways,insiderattackandoutsiderattack.

Theattacker’sattacksthenetworkfromtheexternalsourceoforiginistermedasexternalattack.
Onthecontrary in insiderattacks,unauthorizedinternalusersare involvedin thecloudservices
toabusetheaccessprivileges.Inordertodetect theattackormaliciousnodeinthenetwork,an
intrusiondetectionsystem(IDS)isemployed.Thissystemisusedtodetecttheintrusionsassistby
computerizingtheintrusiondetectionscheme.Inotherwords,theintrusiondetectionistheprocess
ofmonitoringcomputersornetworkstodetectanunauthorizedentry,fileandactivitymodification
(Patel,Taghavi,Bakhtiyari,&Junior,2013).Thebasicconceptofintrusiondetectionsystemisto
collectthenetworktraffic,analyzesthetraffic,andmakesresponseoralertsthenetworkwhenan
intrusiondetectsinthenetwork.Therefore,theaimoftheIDSistoalertornotifythesystemifsome
maliciousactivitiestakeplacebysuchintruders(Krishnan&Chatterjee,2012).Someofthekey
factorsofintrusiondetectionsystemsarefast,criticaltofraudulentusers,easeofconfiguration,self-
monitored,availablewithoutinterruption,faulttolerantandfreefromfalseerrorsleadstopossibility
ofminimumoverhead.Then,theinformationsystemisevaluatedwhichhasthetendencytodetect
theactivitiesofmaliciousnodeoranyintruderinthenetwork.Thus,thesecuritylevelshouldbe
enhancedbyperformingtheintrusiondetectionsystem(Raja&Ramaiah,2016).

Signaturebaseddetectionandanomaly-baseddetectionarethetwomaindetectionmethodinthe
intrusiondetectionsystem.Thesignature-basedmethodisemployedtodetectknownattack.Also,it
canbeusedeitherinfront-endorback-endofthecloudenvironmentwherewecanmitigatetheexternal
andinternalattacks.Ontheotherhand,unknownattacksaredetectedbyanomaly-baseddetection
techniquesinCloudnetworkatdifferentlevels(Patel,Borisaniya,Patel,Patel,&Rajarajan,2013).
TheIDScanbeclassifiedintwotypesdependsonthelocationofdeployment:i)InHIDS(Host-
basedintrusiondetectionsystem),asthenameprovides,theuser(host)andapplicationperformsthe
actionassistbytheoperatingsystemusedtoevaluatethecollectedinformationandii)Whereas,the
informationiscollectedfromnetworkpacketsareanalyzedbythenetwork-basedintrusiondetection
system(NIDS)(Mishra,Vijay,&Tazi,2016).Furthermore,themachinelearningmethodplaysa
vitalroletodetecttheintrusionsinthecloudenvironment.Amongthem,anartificialneuralnetwork
(ANN)isusedtoguidethesystemtodetectthemaliciousactivitiesofthecloudnetwork.Then,the
singlecontrollerisutilizedtomanagetheoccurrenceofintruderwiththeaidofknowledgebased
andANNpatternmatchingtechniques(Raja&Ramaiah,2016).

Inthispaper,thecoreintentistodetecttheintrusionbehaviourofthecloudenvironment.The
cloudintrusiondetectionisperformedbytheWLIfuzzyclusteringmechanismandproposedadaptive
lionbasedneuralnetwork.TheWLIfuzzyclusteringmechanismisappliedintothecloudnetwork
wheretheobjectsaregroupedforthesubsequentsteps.Theclusteredoutputdataisthenundergone
forthetrainingalgorithm.Inadditionto,theintruderisdetectedbythenewlyproposedadaptivelion
basedneuralnetwork(ALNN).ThenovelmethodisdesignedbytheLevenberg-Marquardtalgorithm
ofneuralnetworkandlionalgorithm.Intheproposedmethod,firstly,theLMalgorithmisusedto
determinetheweightfunction.Secondly,thelionalgorithmexploitstheLMweightfunctiontoupdate
theweightsadaptivelybythefemalelion,termedasadaptivelionbasedneuralnetwork(ALNN).
Finally,theproposedALNNmodelisusedtotraintheclustereddatawhichisthenaggregatedintonew
dataformat.Thus,theproposedmethodefficientlydetectsorclassifiesthenormalandabnormalnode.

Maincontributionsofthispaperare:

• TogeneratethemultiplenumbersofclusterstheWLIfuzzyclusteringmechanismisutilized
forintrusiondetectionsystem.
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